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Traditionnal surveillance
infrastructure
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Surveillance scenario (1)

@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

Randomly deployed video

O IDLE NODE: NODE WITH LOW SPEED CAPTURE.
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Surveillance scenario (2)

Nodes detecting
intrusion must alert
the rest of the
network

1-hop to k-hop alert
Network in so-called
alerted mode

Capture speed must
be increased

Ressources should be
focused on making
tracking of intruders
easier

® ALERTED NODE: NODE WITH HIGH SPEED CAPTURE
(ALERT INTRUSION).
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Surveillance scenario (3)

@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

O CRITICAL NODE: NODE WITH HIGH SPEED CAPTURE
(NODE THAT DETECTS THE INTUSION).

d Network should go
back to hibernate
mode

 Nodes on the
intrusion path must
keep a high capture
speed

[ Sentry nodes with
higher capture speed
to quickly detect
intfrusions

O IDLE NODE: NODE WITH LOW SPEED CAPTURE.
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Application’s criticality

JAIl surveillance applications may not
have the same criticality level, r°c

[01]
Environmental, security, healthcare,...

JCapture speed should decrease when
rY decreases

dSensor nodes could be initialized with
a given rO prior to deployment
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How to meet app’s criticality

Capture speed can be a « quality »
parameter

JCapture speed for node v should
depend on the app's criticality and on
the level of redundancy for node v

dV's capture speed can increase when
as V has more nodes covering its own
FoV - cover set
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Node's cover set

1Each node v has a Field of View, FoV,
1Co.(v) = set of nodes v' such as
U vecoiyFOVy covers FoV,

dCo(v)= set of Co,(V)

Co(v)={V1.V,.V3.V4}
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B={veN(({V):
C={veN\V):
G={veN{V):

v covers the point “a” of the FoV}
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Finding v's cover set

AG={ANG} \R
BG={BNG} a
C6={CNG}

Co(v)=AGxB6xC6
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Active node selection

starts

Within a round, each node
ca decides to be active or not
e based on the messages
received from its neighbors
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Criticality model (1)

Link the capture rate
to the size of the
cover set

FrRA
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[ Most projections of
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max capture speed

Low criticality

O Concave shapN

[ Most projections of A
x are close to the
min capture speed
Concave and convex
shapes automatically
define sentry nodes .
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Criticality model (2)

ro can vary in [0,1]
BehaVior functions
(BV) defines the
capture speed
according to r°
R°< 0.5

[ Concave shape BV
R9> 0.5

[ Convex shape BV
We propose to use

Bézier curves to
model BV functions




BehaVior function
B(t) = (1 —t)? *PO—I—Qt( t) « Py 4+t x P

Pi(h:cl hy]

__.-—-"""""/O

— ‘1 .0 Q) ..-"""_ f
1) F s -

P4

p
4

Po




Some typical capture speed

JMaximum capture speed is 6fps

INodes with size of cover set greater
than 6 capture at the maximum speed

0 Co(v) 1 > 3 4 5 6
r
0.0 005 | 020 | 051 | 107 | 2.10 | 600
0.2 030 | 073 | 134 | 220 | 352 | 600
05 T00 | 200 | 300 | 400 | 500 | 600
03 548 | 380 | 466 | 527 | 570 | 600
10 300 | 493 | 549 | 580 | 595 | 600
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Simulation settings

JOMNET++ simulation model

1Video nodes have communication

range of 30m and video sensing range
of 25m, FoV is a sector of 60°

J1Battery has 100 units

JFull coverage is defined as the region
initially covered when all nodes are
active
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Percentage of active nodes

Percentage of active nodes
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Percentage of coverage

Percentage of coverage
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Average of frames/round

Average capture speed
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Percentage of coverage
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Conclusions & future works

UCriticality model with adaptive
scheduling of nodes

JOptimize the resource usage by
dynamically adjusting the provided
service level

Extension for risk-based scheduling
in intrusion detection systems
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