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Wireless autonomous 
sensor!

q  Wireless Sensor Nodes or embedded Linux 
still remain the main IoT development 
platform!

q  In general: low cost, low power (the battery 
may not be replaceable), small size, prone to 
failure, possibly disposable!

Radio Transceiver 

Data Storage 
Battery Power Processor 
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Large scale deployment!
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« Naturally » well suited for 
Monitoring/Surveillance!



6	



Energy consideration!

18720 Joules!

TX power 0dbm: 17.4mA 
 
P = I x V = 17.4 x 3.3 = 57.42mW 
 
E = P x t -> t = E/P 
 
326018s or 90.5h 

Haven’t considered: 
 
-  Baseline power consumption of 

the sensor board 
-  RX consumption: 18.8mA! 
-  Event capture consumption 
-  Event processing consumption 
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Multidisciplinary 
research!

DISTRIBUTED 
SYSTEMS NETWORKING 

HARDWARE ALGORITHMS 

APPLICATIONS 

EVALUATION AND SIMULATION 
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RESSACS 2010, 2011, 2012, 2013, 2014. RSAC 
2011. Brest 2012. Béjaia 2013. Oran 2013, 

CDTA Algier 2014, …!
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Huge amount of 
contributions…!



12	



…but lot’s of (too much?) 
simulation studies!

q  Simulation models!
q  NS-2, NS-3, OMNET++, Castalia, Wsim/WSNet!
q  Too many studies stay at « simulation » 

level!
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Search & Rescue, 
Situation awareness!
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Studies on Scheduling, 
Routing, MAC, …!

60 image sensor nodes!
75mx75m!
1 sink (node 54)!

Application:Image sent!
+---------+--------+---------+------------------------+--------------+!
|         | Images | Packets | by coverset activation | on intrusion |!
+---------+--------+---------+------------------------+--------------+!
| node=2  | 1      | 206     | 0                      | 1            |!
| node=5  | 4      | 824     | 0                      | 4            |!
| node=9  | 2      | 412     | 2                      | 0            |!
| node=10 | 6      | 1236    | 6                      | 0            |!
| node=12 | 1      | 206     | 0                      | 1            |!
| node=15 | 2      | 412     | 2                      | 1            |!
| node=17 | 1      | 206     | 0                      | 1            |!
| node=19 | 3      | 618     | 0                      | 3            |!
| node=22 | 4      | 824     | 0                      | 4            |!
| node=23 | 2      | 412     | 0                      | 2            |!
| node=24 | 6      | 1236    | 0                      | 6            |!
| node=26 | 1      | 206     | 1                      | 0            |!
| node=27 | 6      | 1236    | 0                      | 6            |!
| node=29 | 7      | 1442    | 6                      | 1            |!
| node=33 | 6      | 1236    | 6                      | 0            |!
| node=35 | 12     | 2472    | 0                      | 12           |!
| node=37 | 5      | 1030    | 0                      | 5            |!
| node=40 | 8      | 1648    | 3                      | 5            |!
| node=46 | 2      | 412     | 2                      | 0            |!
| node=48 | 2      | 412     | 0                      | 2            |!
| node=50 | 2      | 412     | 2                      | 0            |!
+---------+--------+---------+------------------------+--------------+!

Application:Image displayed!
+----------+-----+----------+-----------+!
|          | all | complete | truncated |!
+----------+-----+----------+-----------+!
| index=-1 | 39  | 21       | 18        |!
| index=5  | 1   | 0        | 1         |!
| index=9  | 2   | 1        | 1         |!
| index=10 | 6   | 3        | 3         |!
| index=23 | 2   | 0        | 2         |!
| index=24 | 3   | 0        | 3         |!
| index=27 | 4   | 4        | 0         |!
| index=29 | 7   | 6        | 1         |!
| index=33 | 3   | 3        | 0         |!
| index=35 | 4   | 0        | 4         |!
| index=37 | 5   | 3        | 2         |!
| index=50 | 2   | 1        | 1         |!
+----------+-----+----------+-----------+!
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From simulation to test-beds !

DISCOVER NEW PROBLEMS… 
 

…THAT DO NOT EVEN EXISTS? 
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Academics vs Industries!

Millions of sensors, 
self-organizing, self-
configuring, with 
QoS-based multi-
path routing, 
mobility, and … 

50 sensors, STATIC deployment, 
but need to have RELIABILITY, 
GUARANTEED LATENCY for 

monitoring and alerting. MUST 
run for 3 YEARS. No fancy stuff! 

CAN I HAVE IT? 

From Peng Zeng & Qin Wang  
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NOW 
 

Zolertia 

Towards WSN mass-
market!

2000-2007 
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…and cheap powerfull 
embedded systems!

Cost:!
~80€ 

Cost:!
~40€ 

Cost:!
~50€ 
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What size is right for a 
test-bed?!

q Have enough nodes for multi-
hop scenario!
q 10 hops is already challenging!!
q If it works at 10 hops, adding more 

hops will most of the time simply add 
latency!

q 15 nodes can suit most of 
validation requirements!

q Better have diversity than 
quantity!

q Better have real deployment 
environment than expensive, non 
realistic test-beds!
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Real test-bed? Not so 
difficult!!
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What if I really need 
large scale validation?!

q In wireless networks, locality is 
an important property!

q In realistic deployment the 
neighborhood size is limited!

q Get back to simulation with 
realistic measures/parameters 
from experimentations!
q Processing time!
q Memory size!
q Energy consumption!
q Transmission range in LoS conditions!

!
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What if I really need realistic 
large scale experimentations?!

q Do you really need it?!
q Why 15 nodes is not enough?!
q Why realistic simulation is not 

enough?!
q What do you want to prove?!
q What do you expect?!

!q Select a realistic test-bed!!
!
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SmartSantander!
www.smartsantander.eu!
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SmartSantander nodes!
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Smart Cities!

http://www.libelium.com/top_50_iot_sensor_applications_ranking/#show_infographic!
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control, optimize & 
instrument !!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Beyond Sensor Networks: 
Communicating Objects!!

q Native communication:!
!
q Added communication!

q Active communication!

q Passive communication !
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A business model in 
SmartCities!

http://www.postscapes.com/internet-of-things-examples/ 
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From custom 
developments…!
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…to commercial 
products!
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Deployment in practice!

•  1 to 50 sensor nodes per 
cluster 

•  Gateway can 
interconnect clusters 

Source JEAI DREAM, U. Can Tho!

•  Sensor <-> Sensor 
•  Sensor <-> Gateways 
•  Gateways <-> Internet 
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1-hop communication!
(cellular model)!

Only issue is to process 
data, and… 
 
…cost & energy 
 
  

Most of telemetry systems 
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Opportunities for Telco 
operators & more… !

Enhanced from M. Dohler “M2M in SmartCities” 
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Multi-hop to gateways!

MAC & Routing issues, well-
known to WSN community… 
 
…but can we interoperate? 
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From « ad-hoc » protocols to 
« standards » !
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The benefit of IP!

From ArchRock “6LowPan tutorial” 

Don’t reinvent the wheel! 
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IP need IP addresses!!

q IPv4 has no more addresses!!
q IPv6 gives plenty of addresses!

q 128bit address=16bytes!!
q 6LowPan adapts IPv6 to 

resource-constrained devices!
q Compressed IPv6 header!

40 bytes	



7 bytes !	
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Internet for things!

6LowPan 
802.15.4 

 

RPL 
Routing Protocol for Low 
power & Lossy Networks 

 

CoAP: Constrained 
Application Protocol 

 

IPv4, IPv6 

Internet Routing 
Protocols: RIP, OSPF, 
BGP,… 

 

HTTP 

 
TCP, UDP 

 
UDP 
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Using IP protocols!

End-to-end IPv6 connectivity. 
UDP or CoAP can be used to 
transport sensor data in an 
HTTP-like fashion 

IPv6 egde router	

RPL	



RPL	



RPL	


RPL	



CoAP	

UDP	
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CoAP/6LowPan/IEEE 802.15.4 

IPv6 

to actuators 

IPv6 

RPL routing 

6LowPan 
border router 

ge
t 

get 

ack 

ack 

Client/User-
initiated scenario 
(e.g. temp. sensor) 
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RPL and CoAP exchanges!
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Copper for Firefox!

q CoAP pluggin to query CoAP 
nodes in an http-like fashion!

get 

ack 



44	



What do you need?!
Everything is here!!

6LowPan 
802.15.4 

 

RPL 
Routing Protocol for LLN 
LLN: Low power & Lossy 
Networks 

 

CoAP 
Constrained Application 
Protocol 

 

Not difficult, just formatting of 
packets 

Need an RPL implementation 

Need a CoAP implementation  
TinyOS 

 
Contiki 

 
Arduino 

(Telecom 
Bretagne) 
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Are you I-o-T or WSN?!

IP integration, WWW 
IPv6 
Inter-operability 
Interactions (all kind) 
Semantic, Ontology 
Data representation 
Data logging 
WebServices 
 

Organization 
Programmability 
Energy saving  
Scheduling 
Efficient MAC, routing 
Congestion control 
Data transmission 
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Who is concerned?!
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Do I need multi-hop for 
my app?!

Many surveillance 
applications can be 
satisfied with the 1-hop 
communication model!!! 
 
  

Most of telemetry systems 

XBee 868MHz 
Outdoor LOS range: 40-80kms 
2400 bps 
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Not too far from now!

Internet of Things 
for People 
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Some contributions 
« from theory to 

practice »!
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Multimedia Information!

56 

Near real-time constraints, 
large amount of data, 
stream-like 
communication,… 



57	



Search & Rescue, 
Situation awareness!
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EAR-IT: audio surveillance in 
SmartCities and SmartBuildings !

See http://www.ear-it.eu!

Play/store received !
Audio data 

HELP!!

58 
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Multi-Hop Packet 
Forwarding!

1 3 

1 

1 tread trelay 

1 
tprocessing 

? 

Multi-hop is very costly (routing) and 
generates lot’s of packet losses! 
 
 In data-intensive applications, a lot of packets will be transmitted, 

usually at high transmission rate! 
 
 

2 

tsend 

What level of performances can we expect? 
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Mass-market sensors!

Libelium WaspMote 

Cost:!
~100€ 

8MHz Atmega1281 
8kB SRAM, 128kB Flash  
Xbee radio 
 
 

Arduino Mega2560 

Cost:!
~80€ 

16MHz Atmega1281 
8kB SRAM, 128kB Flash  
Xbee radio 
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Sensor’s HW&SW!

Arduino Mega2560 

Libelium WaspMote 

Xbee 802.15.4 

UART-based 
connection to 
micro-controller 
 
Default speed is 
usually 38400 
bauds 
 
Higher baud rate 
are possible 
but… 
 

Arduino-based IDE!
!
With C++-like!
language Optimized Libelium’s API 

 

A. Rapp’s XBee lib & API  
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MICAz	



« Academic » sensors!

iMote2	



iMote2 with IMB400 ���
multimedia board	



TelosB	



AdvanticSys CM5000 & CM3000	


TelosB-like mote	



8MHz Atmega128L 
4kB SRAM, 128kB Flash 
CC2420 radio 
 
 

8Mhz MSP430F1611 
10K SRAM, 48K flash  
CC2420 radio 
 
 

13-416MHz PXA271 Xscale 
Wireless MMX DSP 
256kB SRAM, 32MB Flash, 
32MB SDRAM 
CC2420 radio 
 
 

Radio module 
CC2420 is 
connected 
through SPI bus 
 
SPI speed is in 
the order of 
several 
hundredth kbps 

Motes are programmed under the 
TinyOS or the Contiki operating system 
& lib 
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Communication 
performances!

q Application level performances 
depends on OS, API, hardware 
architecture!

q Usually much lower than radio 
performances!!

q What are min. !
latencies & max.!
throughput?!
q For sending?!
q For receiving?!
q For relaying?!

C. Pham, "Communication performance of low-
resource sensor motes for data-intensive 
applications ", Proceedings of the IFIP Wireless 
Days International Conference (WD'2013), 
Valencia, Spain, November 2013. 
 
C. Pham, "Communication performances of IEEE 
802.15.4 wireless sensor motes for data-intensive 
applications: a comparison of WaspMote, Arduino 
MEGA, TelosB, MicaZ and iMote2 for image 
surveillance", Journal of Network and Computer 
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014 
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Sending performances!

Traffic 
Generator!

void loop() {!
!T0;!
!L0=T0;!
!...!
!T1;!
!send(buf);!
!T2;!
!...!

}!

Measure the time 
in various part of 
API send() 
when possible. 
 
 

« Time in send() » is T2-T1 
« Time between 2 pkt generation » is T0-L0 
Time resolution is millisecond 
Minimum data manipulation  
 
 

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 
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Sending performances!
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Maximum sending throughput!
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Receive performances!

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 

q At sender side, send as fast as 
possible!

q At receiver side, determine tread !
q ... And also compute the maximum 

receive throughput per packet 
size!
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TREAD for various motes!
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Receiver throughput!
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Relay performances!

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 

q Relaying are usually done at 
application-level (even OS level 
is considered app-level for the 
mote)!

q Relaying means:!
q Read the packet in memory!
q Send the packet to next hop!
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Read time and relay time!

Read time is quite independant from 
the UART baud rate, but depends on 
microcontroller frequency  
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Read time and relay time!
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Maximum expected 
throughput in multi-hop!
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Maximum expected 
throughput in multi-hop!
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Example:!
Image transmission!

C. Pham, V. Lecuire, J.-M. Moureaux, "Performances of 
Multi-Hops Image Transmissions on IEEE 802.15.4 Wireless 
Sensor Networks for Surveillance Applications", Proceedings 
of the 2013 IEEE WiMob, Lyon, October 7-9, 2013. 
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Robust image encoding!

Original 200x200 !
256 gray levels, 
adjustable !
image quality: 6236b 
(Q=20)!
!
Max TX rate = 250 kps!
(IEEE 802.15.4)!
!
Minimum latency = 0.20s !

Collaboration with CRAN 
laboratory, Nancy, France, 
for robust image encoding 
techniques for WSN. 
 
 

Original BMP 40000b Q=50 S=11045b 142pkts Q=40 S=9701b 123pkts Q=30 S=8100b 101pkts 

Q=20 S=6236b 76pkts Q=15 S=5188b 63pkts Q=10 S=3868b 47pkts 

PSNR=23.2264 PSNR=24.2231 PSNR=25.1661 

PSNR=20.5255 PSNR=21.4475 PSNR=22.1293 
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Robust to packet losses!

1 2 3 

10%                        20%                      30%                         40% 

50%                        60%                      70%                         80% 
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Transmission Time!

Original BMP 40000b Q=50 S=11045b 142pkts Q=40 S=9701b 123pkts Q=30 S=8100b 101pkts 

Q=20 S=6236b 76pkts Q=15 S=5188b 63pkts Q=10 S=3868b 47pkts Q=5 S=2053b 24pkts 

PSNR=18.937 

PSNR=23.2264 PSNR=24.2231 PSNR=25.1661 

PSNR=20.5255 PSNR=21.4475 PSNR=22.1293 

250kbps: 1.28s 
 
400pkt of 100bytes: 
400*0.0115=4.6s 
 
Relay overhead: 
400*0.0157=6.28s   
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76pkt of 95bytes: 
76*0.0113=0.858s 
 
Relay overhead: 
76*0.0145=1.102s   
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Experimental results!
Q=20, 76 pkts!

TelosB relay node. Relay time TR is 28ms-29ms (100B payload) 
 
 

35ms  PSNR=26.2259 30ms  PSNR=21.9901 

20ms  PSNR=17.265 15ms  PSNR=14.2429 

At 30ms, need 2.28s 
to send the image.  
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What impact on 
research?!

q Preparing image data and 
transmitting  at the source can 
cost 20ms/pkt (or more!)!

q Relaying can be reduced to 
about 15ms/pkt on some 
platforms!

q Few interference from one node 
to another!

1 

1 tread trelay 

1 
tprocessing 

tsend 
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What impact on 
research?!

q Preparing image data and 
transmitting  at the source can 
cost 20ms/pkt (or more!)!

q Relaying can be reduced to 
about 15ms/pkt on some 
platforms!

q Few interference from one node 
to another!

q How efficient is multi-path/
multi-channel routing?!
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How efficient is multi-
path/channel routing?!

Multi-path (disjoined), multi-
channel to reduce interference, 
increase bandwidth. 
 
 What is the source is slower than 
relay nodes? 
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Handle multi-source!

In multi-source scenario, 
interference can happen with relay 
nodes 
 
 Can we carefully schedule relaying 
operation to avoid interference? 
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Example:!
Audio streaming!
C. Pham, P. Cousin, A. Carer, "Real-time On-Demand Multi-
Hop Audio Streaming with Low-Resource Sensor Motes", 
Proceedings of IEEE SenseApp, in conjunction with LCN 
2014, Edmonton, Canada, September 2014. 
 
C. Pham and P. Cousin, "Streaming the Sound of Smart 
Cities: Experimentations on the SmartSantander test-bed", 
Proceeding of the 2013 IEEE International Conference on 
Internet of Things (iThings2013), Beijing, China, August 
20-23, 2013. 



the sounds of smart environments  

Acoustic Sensing 

 
              Today’s 

audio-ready IoT 
Technologies 

 

•  Less Capable 
•  Low energy 
•  Cheaper to get 
•  Much deployed 

 
   Today’s 
   Acoustic Sensing 
   Technologies 

 

•  Powerful 
•  Power greedy 
•  More costly 
•  Fewer available 

Combining the complementary Acoustic Sensing and 
Internet-of-Things technologies of today for value 

www.ear-it.eu 

89 From EAR-IT slides 



the sounds of smart environments  

EAR-IT test-beds 

90 From EAR-IT slides 



the sounds of smart environments  

SmartSantander meets EAR-IT 
Upon concrete noise pattern detected by the APU, legacy sensors collect 
data for several purposes ⇒ Two use cases as a starting point.   

91 From EAR-IT slides 



the sounds of smart environments  

Use deployed low-resource IoT node to 
enhance acoustic services 

Play/store received !
Audio data 

Relay 

92 

To what extend digital 
audio traffic can be 
supported by low-
resource IoT nodes? 
 

Relay 
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audio board!

•  Use dedicated audio board for 
sampling/storing/encoding at 8kbps!

•  Allows for multi-hop, encoded audio 
streaming scenarios!

Specially designed audio 
board by INRIA CAIRNS & 
Feichter Electronics 
 
 

dsPIC33 with 8kbps speex 
real-time encoder 
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speex at 8kbps!

160 8-bit samples (20ms) 

20 bytes of encoded audio data 

24 or 21 bytes frame 

1 byte!
frame size  speex_sampledec_wframing!

1 byte!
Seq. No.  

2 bytes!
framing!
0xFF0x55  

Can do audio frame aggregation 
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Summary of audio 
constraints!

Codec Minimum sending rate 
 
Raw  

4KHz 
 
8KHz 

 

 
 

100 bytes every 25ms 
 

100 bytes every 12.5ms 
 

 
Speex 8000bps 

A1 
A2 
A3 
A4 

 

 
 

24 bytes every 20ms 
48 bytes every 40ms 
72 bytes every 60ms 
96 bytes every 80ms  
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IoT node sending 
performance!

Libelium WaspMote 

24 bytes every 20ms 
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IoT node sending 
performance!

Better with A2 agregation 
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Santander’s limitations!

SmartSantander’s IoT node uses 38400 
baud rate for communication between 
XBee radio and host ucontroller 
 
 

Needs to discard audio frame  
at the source to increase the 
time window 
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speex at 8kbps on slow 
relay nodes!

160 bytes (20ms) 

20 bytes of encoded audio data 

Capture 6 
audio frames 
(120ms) but 
only send 4 
 
Need to be 
able to relay 
96-byte pkt 
every 120ms 
 
 

1 2 3 6 5 4 

A6 aggregate audio frames!

2 3 6 5 

7 8 

8 

Add framing 
bytes!
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Conclusions!

q Need to move to more « real » 
experiments!

q Sensor hardware are becoming 
cheap and easy to buy!

q Take realistic performance 
values!
q Avoid unrealistic propositions/

studies!
q Knowing real constraints leads to 

more adapted control mechanisms!



103	



Some links!

http://web.univ-pau.fr/~cpham/WSN-MODEL/tool-html/tools.html!

http://web.univ-pau.fr/~cpham/WSN-MODEL/wvsn-castalia.html!


