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WIRELESS AUTONOMOUS
SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,

COMMUNICATION / ,w\ “Radio Transceiver

Data Storage

e

¢ Q Sensing Module



SEARCH&RESCUE, SECURITY

Multimedia
board

Space Imaging 12/27




DON'T MISS IMPORTANT

EVENTSI!

WHAT IS CAPTURED

WHOLE
UNDERSTANDING
OF THE SCENE IS
WRONG!!!



HOW TO MEET SURVEILLANCE
APP’S CRITICALITY

d CAPTURE SPEED CAN BE A
« QUALITY » PARAMETER

d CAPTURE SPEED FOR NODE V
SHOULD DEPEND ON THE APP’S
CRITICALITY AND ON THE LEVEL OF
REDUNDANCY FOR NODE V

dV’S CAPTURE SPEED CAN INCREASE
WHEN AS V HAS MORE NODES
COVERING ITS OWN FOV - COVER SET



NODE'S COVER SET

Co(V)={
{V},
{V,,V;,V,},
{V,, V3, V,}, Vi s
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CRITICALITY MODEL (1)

LINK THE CAPTURE
RATE TO THE SIZE OF
THE COVER SET
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CRITICALITY MODEL (2)

R° CAN VARY IN [0,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R°
R°< 0.5

0 CONCAVE SHAPE BV
RC°> 0.5

0 CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

P,(0,0) P,(r°=0)

LOW CRITICAL LEVEL HIGH CRITICAL LEVEL




[ BEHAVIOR FUNCTION ]
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RISK-BASED SCHEDULING

U STATIC RISK-BASED SCHEDULING
O R°=CTE IN [0O,1]

U DYNAMIC RISK-BASED SCHEDULING
O STARTS WITH A LOW VALUE FOR R° (0.1)

0 ON INTRUSION, ALERT NEIGHBORHOOD
AND INCREASES R° TO A R, VALUE (0.9)

QSTAYS AT R, FOR T, SECONDS BEFORE
GOING BACK TO R°
d DYNAMIC WITH REINFORCEMENT

0 SAME AS DYNAMIC BUT SEVERAL ALERTS
ARE NEEDED TO GET TO R°= R, A%

d GOING BACK TO R° IS DONE IN ONE STEP
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MEAN STEALTH TIME

T,-To IS THE INTRUDER’S
STEALTH TIME
VELOCITY IS SET TO 5M/S

o
o0 e INTRUSIONS STARTS AT T=10S
® O WHEN AN INTRUDER IS SEEN, COMPUTE
o O, THE STEALTH TIME, AND STARTS A NEW
INTRUSION UNTIL END OF SIMULATION
®
5 %0, © 5 O
ce® 0 ¢ O 0 o
o O '®)
e O 0 0 e O
O O O
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mean stealth time (second)

DYNAMIC SCHEDULING

O R°=0.1, Ry,,=0.9, T,=5,10,15,20..60s

== stealthTime Ta=5s, 1°: 0.1->0.9

=@- stealthTime Ta=10s, 1°:0.1->0.9
stealthTime Ta=15s, 1°10.1->0.9
stealthTime Ta=20s, 1°70.1->0.9

== stealthTime Ta=30s,

°10.1-»0.9
°10.1-»0.9
°10.1-»0.9

0109

stealthTime Ta=40s,
== stealthTime Ta=50s,
=@~ stealthTime Ta=60s,

- oy |-y

CAN FURTHER INCREASE THE
NETWORK LIFETIME (>35005S)
WHILE MAINTAINING THE
STEALTH TIME

I I I I I I I LI | I I I I I I I [ | I I I I

1E2 1E3
fime (second)
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mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (1)

O R°=0.121,=0.6 >R, ,,,=0.9
02 ALERT MSG TO HAVE I,=1,+0.1

-l stealthTime Ta=5s, 1°: 0.1->0.9

-@-stealthTime Ta=10s, 1°: 0.1->0.9
stealthTime Ta=15s, 1°: 0.1->0.9
stealthTime Ta=20s, 1°: 0.1->0.9

=#=stealthTime Ta=30s, 1°: 0.1->0.9

stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce

=i} stealthTime Ta=10s,
=@-stealthTime Ta=15s,

stealthTime Ta=20s,
== stealthTime Ta=30s,

1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6—>0.9 reinforce
1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6->0.9 reinforce

time (second)
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mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (2)

A R°=0.191,=0.4/0.5/0.69R,,,,=0.9
02 ALERT MSG TO HAVE I =I+0.1

=i= stealthTime Ta=5s, 1°: 0.1->0.4->0.9 reinforce  =lll=stealthTime Ta=20s, r°: 0.1->0.4->0.9 reinforce
-@-stealthTime Ta=5s, 1°: 0.1->0.5->0.9 reinforce =@ stealthTime Ta=20s, r°: 0.1->0.5->0.9 reinforce
stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=20s, r°: 0.1->0.6->0.9 reinforce
stealthTime Ta=15s, 1°: 0.1->0.4->0.9 reinforce == stealthTime Ta=30s, r°: 0.1->0.4->0.9 reinforce
== stealthTime Ta=15s, 1°: 0.1->0.5->0.9 reinforce == stealthTime Ta=30s, 1°: 0.1->0.5->0.9 reinforce
stealthTime Ta=15s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=30s, 1°: 0.1->0.6->0.9 reinforce

time (second)



CHALLENGING COOPERATION
IMPLIES DIFFERENCES!




ROBOT'S MOBILITY TO
PRESERVE CONNECTIVITY

cocidoooooo

Multimedia
board

12/2 1705

Space Imaging 12/2



SENSOR & ROBOTS
SEARCH & RESCUE

Od RESCUE COULD BE OPERATED IN
SEVERAL PHASES (1)

Deploy in mass a
WASN to get a first
snapshot of the

situation: images,

radiation level,
targets,...

© Reuters




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (2)

Based on
collected data,
optimize
deployment/

selection of
autonomous
robots




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (3)

Robots could
serve as relay or
install
communication
gateways to

maintain WSN
connectivity and
increase data
storage capability




SENSOR & ROBOTS
SEARCH & RESCUE

Od RESCUE COULD BE OPERATED IN
SEVERAL PHASES (4)

Sensor & Robots
will contineously
collaborate during
the rescue
Process:

localization, path
optimization,
remote sensing,...




DISASTER MANAGEMENT
INFORMATION SYSTEMS

Network Condition from AP
Condition in Damaged Building

from Mobile Robots l

Resourcgs from APs, s & Robots™y
Access Point Snapshot Images
Trajectory
Obstacles
dreaEs) Mobile Robots % ‘ , | Geographic Information
| before Disaster
For Information Administra] sensor Net=>< 0.0 ‘
[ ®) =
. 5 @
5" Images of Geographic Information
N
% 3| Shapshot Images
g / —
N AP (Planned)
2D CAD‘ _ 3D Laser Range Finder
For Robots Oper'a‘ror's Level Data Level Data

From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10. Modified by C.
Pham with sensor nets. 21



Making Base GIS Data

3D Laser Range Finder accuracy:mm

Format Translation

From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10




100% loaded

> r‘ 20071121_NEDOZ.. r; ISISEx - Micro... r E Shuriken 2007 - m.. r [=] ToDo®i&%n r ﬁ NEDOO71204 ppt rﬁ NEDOppt rE c Paint Shop P.. r‘@‘chIQne-VIEWER = &) ModelSpace: Model..

From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10




SENSORS & ROBOTS
PROPOSE NEW INTERACTION
SCHEMES

d USE THE CRITICALITY MODEL TO CONTROL
BOTH SENSORS AND ROBOTS

d PROTOTYPING ON REAL HARDWARE,
COLLABORATION WITH U. KYOTO, JAPAN




COOPERATION WITH
CAMERAS ON MOBILE
ROBOTS

Fixed image sensors near a fixed image sensors whose FoV’s
mobile camera can decrease center is covered by a mobile camera
their criticality level decrease their criticality level
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IMPACT ON LIFETIME &
STEALTH TIME

% active nodes

1E2—_

'=il=no RC
=@=15RC
=#-8RC
15RC|- G
=#-8RC - G

200

stealth time, mean (second)

=jl=stealthTime - no RC

@®-stealthTime| - 15RC

=f=stplalthTime - 8RC
stealthTime - 15RC| - G

=#-stealthTime - 8RC - G

time (second)
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NETWORK  —

SIGNAL
IMAGE/VIDEO
PROCESSING

0S
MIDDLEWARE
SOFT. ENG.

DATA MNGT

HARDWARE
RADIO

NETWORK ISSUES
WE ADDRESS

ORGANIZATION
OVERLAYS

TRANSPORT

ROUTING

MAC
RESOURCES
ALLOCATION

|

VIDEO COVERAGE
SELECTION &
WAKE-UP MECHANISM

LOAD-REPARTITION
CONGESTION CONTROL

MULTI-PATHS
ROUTING

OPTIMIZED
GEOGRAPHIC ROUTING

« URGENT » MAC LAYER
CRITICALITY-AWARE
MAC LAYER

nw o0



WIRELESS MEDIUM IS A
SHARED MEDIUM

Collisions when multiple
transmissions

Hidden terminal problem

WiFi transmission
power is too energy-
consuming for WSN!

Huge cost of passive
listening!

WSN can be idle for a
long period!

TDMA is usually not used
because of waste of resource




S-MAC - SENSOR MAC

® NODES PERIODICALLY SLEEP

® TRADES ENERGY EFFICIENCY FOR
LOWER THROUGHPUT AND HIGHER

LATENCY

® SLEEP DURING OTHER NODES

TRANSMISSIONS

Listen

Sleep

Listen

Sleep t

v
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[ T-MAC - TIMEOUT MAC ]

® TRANSMIT ALL MESSAGES IN BURSTS

OF VARIABLE LENGTH AND SLEEP
BETWEEN BURSTS

O RTS/CTS/ ACK SCHEME
® SYNCHRONIZATION SIMILAR TO S-

MAC
omal T T LT LTTLTT

ttttttttttt

S-MAC

nT T

I

e [ LT TLTTLTT

T-MAC

s

il

=

mr
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B-MAC

® Low POWER LISTENING (LPL) USING
PREAMBLE SAMPLING

® HIDDEN TERMINAL AND MULTI-
PACKET MECHANISMS NOT
PROVIDED, SHOULD BE
IMPLEMENTED, IF NEEDED, BY

HIGHER LAYERS
Receiver I Sleep I Sleep l

Sender I Sleep I Preamble

t

t
31



CHALLENGES FOR MAC
PROTOCOLS IN WSN

d ENERGY EFFICIENCY
J LOW LATENCIES
d FAIRNESS

A CHALLENGE FOR MISSION-CRITICAL
APPLICATION




SIMULATION TOOLS

33



IMAGE SENSOR SIMULATION

MODEL UNDER OMNET++

d COMMUNICATION LAYERS ARE VERY
IMPORTANT FOR WSN

dJ USE SPECIFIC SIMULATOR

&z

£ 3 B O oy

(Node) SN.node[0]

@ [ 2

e
® &[]+

[l (node.Node) SN.node[0] (id=6) (ptrOxSbd7aag)

Zoom: 0.68x

T

MphilityManager

]

%

-

Application

X

&

Fle Edit Smuate Trace Inspect Mew Options Help

OMNeT++/Tkenv - SN - J[o](x]

@& 07 H o wd o0 N AR RSP |BR
Fun #0: SN |Event #1 | T=0.000173309671 Next: SN.node37 (id=41)
| Msgs scheduled: 121 | Msgs created: 241 | Msgs present: 241
|Evisec: nia | simsectsec: nia | Evisimsec: nia.
. diffusion, ... iffusion. difuson, diffuson, .
fusion diffusion ion diffusion, diffusion,

diffusion | diffu

64

BN ey |

@ [ scheduled-events (ch

Need to know the power
consumption for capturing an
image, processing/compressing
an image & transmitting an
image...

node 53: initialized with CPrAiCIC
nodeS9 id 59 px 996 py 304
bx 1053.9 by 49,0201

Dpv 250 Dpb 262,866 Dpc 262.86

node10

B

node2z
.

Y nodeS6
intrusion noseAfz4

node0
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STUDY THE IMPACT OF
COMMUNICATION LAYER ON
SURVEILLANCE QUALITY

OMNeT++/Tkenv - SN

b A -8
UNTIL... S & £ ez T

7 e Al S FERYE 0]

a

(=] v

T=31.118698566965
Msgs created: 667040
imsec/sec: 0.778365

Timer message captu
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Application
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Application
JApplication
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Application
Application
Application
1.Application
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1.Application
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SN.node
SN.node
SN.node
SN.node
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SN, node
SN.node
SN.node
SN.node
SN.node
SN.nodel

SN.node[148] .Application

SN.node[148] .Applicat.ion
SN.,node[148] ,Application
pert ,coverage 99,8628%

SN.node[5].Application

SN.node[5] .Application
SN,node[6] .Application
SN,node[6] ,Application
SN,node[5] .Application
SN.node[6] ,Application
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SN.node[5] .Application
SN.node[24] ,Application
SN.node[24] ,Application
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SN.node[6].Application

SN.node[79] .Application
SN,node[79] .Application

Timer message,.capture,. capture capture capture capture capture,.“
capture ture,..capture ture ture tur a.pt e ... capture

Running...
Msgs present: 1867
Evisimsec: 15059.8

Timer message, ...
Timer message 5 =

] M i SBC
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communication
communication
communication
communication
communicat ion
communication
communication
communication
communication
communication
communication
communication
communication
communication

lmage]
[image]
[ image]
[inage]
[inage]
[image]
[image]
[image]
[ image]
[inage]
[inage]
[image]

Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending
Sending [image] of 288 bytes
Sending [image] of size 288 bytes
Node 46 --> REAL IMAGE(1} to node
Node 96: INTRUSION SEEN

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

Node 148: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 148: INTRUSION SEEN
nb active nodes 100%

Node 5: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 63 INTRUSION SEEN

Sending [alert] of size 30 bytes to
Node 53 INTRUSION SEEN

Node 6: INTRUSION SEEN

Node 124: INTRUSION SEEN

Sending [alert] of size 30 hytes to
Node 5: INTRUSION SEEN

Node 24: INTRUSION SEEN

Sending [alert] of size 30 bytes to
Node 63 INTRUSION SEEN

communication layer

communication layer

communication layer

Node 79: WRITES IMAGE FILE{(1} from node 10
Node 79: DISPLAY REAL IMAGE(1} from node 10



ROBOT SIMULATORS

d MOBILITY, EXPLORATION, NAVIGATION,
TRACKING, CONTROL AND DESIGN ARE VERY
IMPORTANT FOR ROBOTS

0 USE SPECIFIC ROBOT SIMULATORS
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Lmulti open rotots simwtoter ,é.m," .
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SENSORS & ROBOTS
ENABLE REALISTIC
INTERACTION STUDIES

Sensor specific simulator for communication stack

= (SN)'SN == =)

8 BB Ao sy @ i & @[

J(SN) SN (id=1) {ptrOxaf011b8) Zoom: 0.73x%
® 2
@ o — -

coordinator  jntrusion L=
wirelesgChaphgsicalProcess(0] node[15]
- ':T:A_;.. :1 .
= e
%’uepaq % =4
nope(28 % node(23] node[2s]
node[d]
node[17]
)
-
node[12] Ir\.. \“hode[S] :;—-\\I %
L= = - node([d]
node[22] & ) node[7]
node[27] \o/
node[13]

Re-use fine-grained
communication

node2]
protocols and & -
= nodelz] &/

complex radio models

nnnnnnn

Get robot’s position

i

* from robot simulator

o TSN < EXNEER) | ol

Re-use complex
hardware (laser scan,
...) and control software

(navigation stacks,...)




