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Now, what's up?
Internet-1
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of Things

ON THE INTERNET NOBODY KNOWS YOU’RE A LIGHT BULB!

Borrowed from N. Gershenfeld
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What's missing?

Between the PDA and the RFID
tag of Internet-0, is the wireless
autonomous sensor




What Is A Sensor Node?

[ Sensor nodes could monitor a wide variety of
ambient conditions that include the following:

temperature, y a2 B -
11 ‘ = A 2

humudu’ry, - @ & &

vehicular movement, = & I

lightning condition,

pressure, =) ‘wﬁ
soil makeup, - ‘ ™~

noise levels,

the presence or absence of certain kinds of objects,

mechanical stress levels on attached objects, and

the current characteristics such as speed, direction, and

size of an object.

 Sensor nodes can be used for continuous sensing,
event detection, event ID, location sensing, etc.
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Traditional sensing applications




Traditional sensing
applications (contd.)
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Wireless autonomous sensor

dIn general: low cost, low power (the
battery may not be replaceable), small size,
prone to failure, possibly disposable

Role: sensing, data processing,
communication il
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Berkeley Motes

Size: 4cmx4cm

CPU: 4 MHz, 8bit
512 Bytes RAM, 8KB
ROM

Radio: 900 MHz, 19.2
Kbps, 3 duplex

Serial communication
Range: 10-100 ft.

Sensors: Acceleration,
temperature, magnetic
field, pressure,
humidity, light, and RF
signal strength

MICA2DOT

Battery
Panasonic
CR2354
560 mAh



Berkeley Motes (contd.)
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J Each Mote has two
separate boards
- A main CPU board with
radio communication
circuitry

1 A secondary board
with sensing circuitry

1 Decouples sensing
hardware from
communication hardware

3 Allows for
customization since
application specific
sensor hardware can be
plugged-on to the main
board

Sensing boards
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J Processor : ARM920T
180MHz 32-bit

d 512K RAM & 4M Flash.

d Communication :
2.46Hz, radio chipset:
TI CC2420 (ChipCon) -
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Wireless Sensors Networks
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New sensor applications

environmental

On-the-fly deployment of environmental monitoring’s network



New sensor applications

disaster relief - security

Sl OO Ve Rapid deployment of fire
Real-time organization detection systems in high-
and optimization of rescue risk places

in large scale disasters



« The weakest link »

Check out the
new lightweight
wireless sensor |
got for you

Hope he
won’t see
the cable

Energy
consumption need
to be taken into
account in every
mechanism or
optimization
solution!
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Research in WSN

JCommunications

dRouting, naming, localization, reliability,
communication models, congestion
control, organization, radio, MAC,...

J1System

JOperating systems, middleware,
languages (Java), software
architecture,...

JHardware

Electronics, integration, ad-hoc design
19



Research in WSN

EVALUATION AND SIMULATION

DISTRIBUT
SYSTEN &

20



R E G I O N

PAU-PYRENEES
COMMUNAUTE D'AGGLONERATION

SiCoP project

Sensors in the City of Pau

AQUITAINE

EN AQUITAINE & EN AVANCE

| AL

Ref: SN-02 Ref: SN-03
Ref: SN_OII Node-id: nico Node-id: nico
Ngde—ld: nico Time: 11:15 Time: 11:35
Time: 10:45 Date: 30/1/08 Date: 30/1/08
Date: 30/1/98 Temp: 24 °C Temp: 23 °C
Temp: 23.4 °C Lum: 2350 Lum: 2460
Lum: 2300 Hum: 65%

Hum: 55%
Hum: 56%



Database
Search by node, day, ...
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TCAP project
F PRJ

J« Transport de flux vidéo sur reseaux de
CAPteurs pour la surveillance a la demande »

JLIUPPA

Software architecture for multimedia integration,
supervision plateform, transport protocols &
congestion control

JCRAN (Nancy)

JVideo coding techniques, multi-path routing,
interference-free routing



Traditionnal surveillance
infrastructure
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Wireless Video Sensors
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Challenges?

A Wi ireless Scalar Sensor Networks
dSmall size of events (°C, pressure,...)
dUsually no mobility

Data fusion, localization, routing, congestion
control

dWireless Video Sensor Networks
JdWhat's new?
Video needs much higher data rate
dWVSN for Surveillance
JdWhat's new?
dWhere are the challenges?
27



Research in WVSN

JMuch works derive from scalar sensors
works with video coding specificities
dHigh data rate needs high compression ratio
Specific image/data fusion algorithms

Real-time flows are loss-tolerant=»spacial
redondancy codes (FEC) rather than temporal
redondancy (ARQ)

dVery little contribution on what is specific
to sensors with embedded cameras

(No real settlement of the design space

28



How to get started?

J1What are the functionalities of a
Wireless Video Sensor?

dWhich one are specific to video
sensor?

JIWhich one are specific to surveillance
applications?
AWhat is the design space?

29



Sensing range & coverage

..................................
( vs %ET )
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Video sensors capture scene with a Field of View
~ a conhe

Zoom feature = Depth of View

I'mage resolution

30



A model of video sensor

CO”?’hU/;,bar
n—Z—Pan-Tilt-Zoom camera
N(P, 6, , @2, Z) Tilt
N~
<“—[ ]—» Mobility?
X ¢\
P = ()C, y)

Note: P is on a plane, it could be in 3D space: P=(x,y,z) 31



Surveillance applications (1)

_Lesson l:don't miss important events

Whole
understanding
of the scene
is wrong!!l

What is captured -



Surveillance applications (2)

Lesson 2: high-quality not necessarily
good

167x180 16 colors, light

Keep in mind
the goal of the
application!

167x180 BW (2 colors), light

333x358 16M colors, no light 33



Surveillance applications (3)

lLesson 3: don't put all your eggs in
ohe baskeT T

Several camera
provide multi-view
for disambiguation

34




Design space

1 Deployment scenario?
 Surveillance models?
JHomogeneous or heterogeneous?
[ Stationary or mobility?

1Coverage?

L Energy consumption?
dQuality of Service?

1 Synchronization?
dIntelligent vs non intelligent?

35



Deployment scenario

On-demand surveillance is possible only
with localization information

Otherwise limited to monitoring, intrusion
detection, tracking.

Fixed, semi-fixed, by hand

Random, thrown in mass

* No nuclear plant in particular 36



Surveillance models

Most problems come from the open model

Coverage & energy mngt, automatic
redundancy detection & multi-views mngt,
organization, ...

Ve Infrastructure-oriented model,
Open model, no well-defined usua.lly,.we know what we are
surveillance area monitoring

* No nuclear plant in particular 37



Homogeneity or not?

1Video nodes are more expensive

Large scale WVSN WILL BE
heterogeneous!

dMulti-tiers is a common approach
JHardware characteristics
JFunctionalities

1Energy management is the prime goal

38



Reference architecture
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(a)
Single-tier flat,
homogeneous sensors,
distributed processing,
centralized storage
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(b)
Single-tier clustered,
heterogeneous sensors,
centralized processing,
centralized storage
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=
e
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(©)
Multi-tier,
heterogeneous sensors,
distributed processing,
distributed storage

LEGEND

B Multimedia
“ processing hub

B Video sensor
* Audio scnsor

High end
video sensor

|
¢Sculur sensor
|‘. — Wireless
W= gateway
l' Storage hub
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Multi-tiers for multi-purposes

TTS: A Two-Tiered Scheduling Mechanism for Energy
Conservation in Wireless Sensor Networks. See Nurcan
Tezcan's Research Projects 40



Advanced heterogeneity

Reliability in surveillance

JEnhance/validate/disambiguate video
information with other sources of information

124/24 surveillance

JReplace video by infrared when it's dark
AIf critical, why not « kamikaze » flash-sensor?

= SURVEILLANCE SERVICE€
Surveillance at any pricel

41



Surveillance Service

Buzzword!

___________________________________________________________________

=>» SURVEILLANCE AT ANY PRICE €

no discontinuity of service
against node's failures

collaborative sensors L

service independant of its | QoS

implementation
42



Example: intrusion de’reqj[ion

((rwﬁ)) ! @ 2 I —
= - tvi 2! Internet é
/A 4
g tE L.'. L ﬁi'.@ —9 @
! Accelerometer could serve as
2 detector if the sensor is
kicked by the intruder
(« ' t_.% Lmﬂ ? m Lmﬂ '(J :IG @CC. \
" \_ Light sensor could serve as
detector if the intruder
21
i rapldl.y occult the sensor timl
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Example: intrusion detection

(i) :1 0 @

Collabor‘ation training, o
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Impacts of QoS

SURVEILLANCE

/\_/_\/
Software architecture, middleware,

supervision&control, adaptative

components, optimization, heuristic...
/\_/—\/
45



Mobility

 Mobility for wireless sensor is expensive
] Size constraints, terrain constraints
d Energy constraints

[ Most WSN have no mobility=>» monitoring,
intrusion detection applications
[ Non-controllable mobility has limited applications:

mostly exploration (ZebraNet) & communication is
the main scientific problem




We see cheap mobility!
N\ D

 Video sensors
have a cheap
mobility feature

d Pan-tilt camera
provide multiple
views possibility,
large variety of
app.: monitoring,

on-demand
explora‘rlon, Simpler & less
tracking. expensive than above

47



Event's position determines sensors

scalar sensor
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Mobility (pan-tilt) complexifies
coverage problem




Far sensors can potentially capture the
global scene better (weather conditions)

, w-'




Impact of pan-tilt-zoom
mobility

JMore parameters, more
optimization possibilities
JCoverage determination

and sensor selection
procedures

JEnergy-efficient initial
configuration settings

JQuality of service

A pan-tilt cyclops 31



Ex: Energy-efficient initial
configuration

()
2 o i
tip) (1)
A (((\ (1) 4
gy = aml .5
o @sl
(i) B 6s i) 6 (mﬂ)) -
oy 12 7 sl ix!

11
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Ex: Energy-efficient initial

configuration
2

F i 2
Optimization

(g 10 U Initial #sensor
exf

for coverage

_/ ‘

#sensor to rotate
N 8
w Energy for l:]‘ l@]

Ngit> Ngi+ Eyj

rotating a 9
camera

Final #sensor for
coverage after pan-tilt-
zoom operation

Energy for
transmitting 1s

20 ==

OPTIMIZATION!

of video
2 N—Lﬁ

wil pEbbably need
heuristics!
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On the coverage problem

Sensors with

Collaborative Traditional o
camera mobility
sensors sensors features
' ' v
Training, Fixed position , :
Knowledge Fixed sensing ngher'b.slfzr.\smg
transmission range capabilities
g
! ! '
Coverage Coverage Coverage
fex.y.r.f) fx.y.r) fx.y.o(r)
fecy.rt.8) | focy.o().B) |
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Related domains

Distributed data fusion algorithms,
databases management

Distributed image processing algorithms
dDistributed target tracking algorithms
dDistributed control & supervision

J Advanced security mechanisms, security in
routing, security in information validation

dEnergy-efficient transmission

55



Conclusions

_JINew domain

IMentioned scientific problems may be
not new, but new parameters to take
iInto account

dLarger design space than traditional
surveillance infrastructures

dLarger design space than scalar sensors

dLots of related domains where
contributions could be done

56



