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Wireless autonomous 
sensor!

 In general: low cost, low power 
(the battery may not be 
replaceable), small size, prone 
to failure, possibly disposable!

 Role: sensing, data processing, 
communication ! Radio Transceiver 

Data Storage 

Sensing Module 

Battery Power Processor 

Anatomy of a Sensor Node 
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Internet!

mobile Internet!

Pervasive 
systems!

Digital Wireless World!

sensors!

RFID!
Tag!
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small, smart devices!!

Autonomous sensors and RFID tag 
can be embedded in various 
structures or objects of our daily life 
to enhance localization, tracking 
and information collection. 
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From sensing…!

Sensing!
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…to digital society…!

Sensing!

Pervasive Systems!
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…to ubiquitous world…!

PEOPLES,  
INFRASTRUCTURES, 

BUILDINGS, VEHICULES,…!

Sensing!

Pervasive Systems!
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…to controlled systems. !

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Ex: Smart electricity 
networks !
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Ex: Smart electricity 
networks !

Yogesh Simmhan, Baohua Cao, Michail Giakkoupis, and Viktor K. Prasanna. Adaptive rate 
stream processing for smart grid applications on clouds. In Proceedings of the 2nd ACM 
international workshop on Scientific cloud computing (ScienceCloud '11). 
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Monitoring/Surveillance!
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Search&Rescue, security!

Imote2	



Multimedia ���
board	
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Crossbow motes!
of our testbed!

MICAz	



iMote2	



iMote2 with IMB400 ���
multimedia board	



320x200	
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  ATmega1281 
microcontroller !

  8K RAM & 1G SD 
card. !

  2.4GHz IEEE 
802.15.4 
compatible. RF 
and GSM/GPRS!
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Libelium WaspMote (1)!
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Advanced connectivity !
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Advanced database 
features!
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The full testbed!
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Custom behavior !
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Air quality monitoring!
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Specific applications!

Source JEAI DREAM, U. Can Tho !
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Towards global sensing!

Authorised 
User 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Sensor Net 

Camera Nets 

Sensor Net 

Combination of 
randomly and 
manually deployed 
sensors 
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Where Clouds come in!!

Authorised 
User 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Sensor Net 

Camera Nets 

Sensor Net 

Combination of 
randomly and 
manually deployed 
sensors 
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Ambient Intelligence? !

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Enabling ambient 
intelligence (1)  !

A A 

FROM A BLACK-BOX 
VISION… 
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Enabling ambient 
intelligence (2) !

A Fn(A) 

…TO A DYNAMIC, ADAPTIVE 
BEHAVIOR 

F1(A) F2(A) F3(A) Fn-1(A) 
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Dynamic reconfiguration !

 Target platform: MicaZ !
 Extension of the Think generic 

components Valentine OS!

Valentine OS 
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Towards Service 
Oriented Architecture!

 Fast reconfiguration enables 
dynamic and on-the-fly new 
services deployment!

F1,t0(A) 

T=0 

F2,t0(A) 

F1,t1(A) 

T=1 

F2,t1(A) 

F1,t1(A) 

T=2 

F2,t1(A) 
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Cooperative 
intelligence?!

Authorised 
User 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Intelligent 
Agent 

Sending 

Activating 

Sensor Net 

Camera Nets 

Sensor Net 

Combination of 
randomly and 
manually deployed 
sensors 
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Challenging cooperation 
implies differences!!
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Robot’s mobility to 
preserve connectivity !

Imote2	



Multimedia ���
board	
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Sensor & Robots!
Search & Rescue!

 Rescue could be operated in 
several phases (1)!

Deploy in mass a 
WSN to get a first 
snapshot of the 
situation: images, 
radiation level, 
targets,… 
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Sensor & Robots!
Search & Rescue!

 Rescue could be operated in 
several phases (2)!

Based on 
collected data, 
optimize 
deployment/
selection of 
autonomous 
robots 
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Sensor & Robots!
Search & Rescue!

 Rescue could be operated in 
several phases (3)!

Robots could 
serve as relay or 
install 
communication 
gateways to 
maintain WSN 
connectivity and 
increase data 
storage capability 
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Sensor & Robots!
Search & Rescue!

 Rescue could be operated in 
several phases (4)!

Sensor & Robots 
will contineously 
collaborate during 
the rescue 
process: 
localization, path 
optimization, 
remote sensing,… 



Criticality and risk-
based scheduling !

Basic approach: PM2HW2N/ACM MSWIN 2009!
Current approach: IEEE WCNC2010!

With intrusion detection results: IEEE RIVF2010!
With re-inforcement: IEEE ICDCN2011 !

Journal paper in JNCA, Elsevier!
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Real scene 

Don’t miss important 
events!!

Whole 
understanding 
of the scene is 
wrong!!!!

What is captured!
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How to meet surveillance 
app’s criticality!

 Capture speed can be a 
« quality » parameter!

 Capture speed for node v 
should depend on the app’s 
criticality and on the level of 
redundancy for node v!

 V’s capture speed can increase 
when as V has more nodes 
covering its own FoV - cover set!
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Node’s cover set!

p 

b c 
v1 

v2 

v3 

v6 

v5 

v4 

Co(V)= {	


{V }, 	


{V1, V3, V4},	


{V2, V3, V4}, 	


{V3, V4, V5},	


{V1, V4, V6},	


{V2, V4, V6},	


{V4, V5, V6}	


}	



|Co(V)| = 7	
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Criticality model (1)!

  Link the capture 
rate to the size of 
the cover set!

  High criticality !
  Convex shape!
  Most projections 

of x are close to 
the max capture 
speed!

  Low criticality !
  Concave shape!
  Most projections 

of x are close to 
the min capture 
speed!

  Concave and 
convex shapes 
automatically 
define sentry 
nodes in the 
network! |Co(V)|  
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Criticality model (2)!

  r0 can vary in [0,1]!
  BehaVior functions 

(BV)  defines the 
capture speed 
according to r0!

  r0 < 0.5!
  Concave shape BV!

  r0 > 0.5!
  Convex shape BV!

  We propose to use 
Bezier curves to 
model BV functions !
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BehaVior function!
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Risk-based scheduling !

 Static risk-based scheduling !
 r°=Cte in [0,1]!

 Dynamic risk-based scheduling !
 Starts with a low value for r° (0.1)!
 On intrusion, alert neighborhood 

and increases r° to a rmax value (0.9)!
 Stays at rmax for Ta seconds before 

going back to r°!
 Dynamic with reinforcement !

 Same as dynamic but several alerts 
are needed to get to r°= rmax !

 Going back to r° is done in one step ##
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mean stealth time!

t0 t1 

t1-t0 is the intruder’s 
stealth time!

velocity is set to 5m/s!

intrusions starts at t=10s!
when an intruder is seen, compute 
the stealth time, and starts a new 
intrusion until end of simulation!
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Dynamic scheduling !

 r°=0.1, rmax=0.9, Ta=5,10,15,20..60s!

Can further increase the 
network lifetime (>3500s) 

while maintaining the 
stealth time!
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Dynamic with 
reinforcement (1)!

 r°=0.1Ir=0.6rmax=0.9 !
 2 alert msg to have Ir=Ir+0.1!
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Dynamic with 
reinforcement (2)!

 r°=0.1Ir=0.4/0.5/0.6rmax=0.9 !
 2 alert msg to have Ir=Ir+0.1!
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Sensors & Robots!
Propose new interaction 

schemes!

  Use the criticality model to control 
both sensors and robots!

  Prototyping on real hardware, 
collaboration with U. Kyoto, Japan!
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Cooperation with 
cameras on mobile 

robots !

vr1 vr1 

Fixed image sensors near a 
mobile camera can decrease 
their criticality level 

ONLY fixed image sensors whose FoV’s 
center is covered by a mobile camera 
CAN decrease their criticality level 
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Impact on lifetime & 
stealth time!
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Conclusions!

 Sensor Networks can provide 
large scale awareness to setup 
the foundation for ambient 
intelligence!

 Sensors & Robots interactions 
are challenging but have very 
promising cooperative issues!

 Surveillance applications have 
criticality issues that MUST be 
taken into account in the design 
process !

 NEED tools to carefully study 
the entire system!
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Multidisciplinary 
research!

DISTRIBUTED 
SYSTEMS NETWORKING 

HARDWARE ALGORITHMS 

APPLICATIONS 

EVALUATION AND SIMULATION 
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Image sensor simulation 
model under OMNET++!

 Communication layers are very 
important for WSN!

 Use specific simulator!

Need to know the power 
consumption for capturing an 
image, processing/compressing 
an image & transmitting an 
image… 
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Study the impact of 
communication layer on 

surveillance quality !



59	



Robot simulators!

  Mobility, exploration, navigation, 
tracking, control and design are very 
important for robots!

  Use specific robot simulators!



60	



Sensors & Robots!
enable realistic 

interaction studies!
Sensor specific simulator for communication stack 

Get robot’s position 
from robot simulator 

Re-use fine-grained 
communication 
protocols and 
complex radio models 

Re-use complex 
hardware (laser scan,
…) and control software 
(navigation stacks,…) 
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