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WIRELESS AUTONOMOUS
SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,

COMMUNICATION / ,w\ “Radio Transceiver

Data Storage

e

¢ Q Sensing Module
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SMALL, SMART DEVICES!

Autonomous sensors and RFID tag
can be embedded in various
structures or objects of our daily life
to enhance localization, tracking
and information collection.




FROM SENSING...




...TO DIGITAL SOCIETY...

PERVASIVE SYSTEMS




[ ... TO UBIQUITOUS WORLD... ]

PERVASIVE SYSTEMS

PEOPLES,
INFRASTRUCTURES,
BUILDINGS, VEHICULES,...




[...TO CONTROLLED SYSTEMS.]

e

PERVASIVE SYSTEMS

_

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




EX: SMART ELECTRICITY
NETWORKS




EX: SMART ELECTRICITY
NETWORKS

-
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Yogesh Simmhan, Baohua Cao, Michail Giakkoupis, and Viktor K. Prasanna. Adaptive rate
stream processing for smart grid applications on clouds. In Proceedings of the 2nd ACM
international workshop on Scientific cloud computing (ScienceCloud "11).




MONITORING/SURVEILLANCE
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SEARCH&RESCUE, SECURITY

Multimedia
board

Space Imaging 12/27




CROSSBOW MOTES
OF OUR TESTBED

A

320x200

CameraGuUl ==1E3

OPTIONS:

e [Grayscale [+ [qvGa (320x240) [ +|

ONE-SHOT MODE:

Capture

Save

NON-STOP MODE:

Play >>

Stop

Msg ID 1000
Msg ID 1050
~|IMsg ID 1100
Msg ID 1150

T

[« ]l

< 1 D

1iMote2 with IMB400
multimedia board
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MICROCONTROLLER

8K RAM & 1G SD
CARD.

2.4GHz IEEE
802.15.4
COMPATIBLE. RF
AND GSM/GPRS

libeliu

comunicaciones inaldmbricas distribuidas

- Carbon Monoxide — CO
- Carbon Dioxide — CO2
- Oxygen — 02

- Methane — CH4

- Hydrogen — H2

- Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H
- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

o [ I
/Solar socket
Reset Button

- Pressure/Weight
- Bend

- Vibration

- Impact

- Hall Effect

GPS Socket

- Tilt

- Temperature (+/-)
- Liquid Presence
- Liquid Level

- Luminosity

- Presence (PIR)

- Stretch
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[ ADVANCED CONNECTIVITY ]
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ADVANCED DATABASE
FEATURES

LOCAL STORAGE

!

Local File System

q

Local Data Base .
(MysQL)

INSIDE MESHLIUM 1
I 2
~——

ZigBee

&

—

Localfile | Local DataBase || External Database H Show me NOW |

Connection data ‘ ,,{ [¥]Store frames in the external data base \EH
Database: | captureddara Show data | Last 100 insertions. [ Show sql script | (to create database table)
Table: xheeData ID  TimeStamp MAC Xy z Temp Battery

2304 2010-11-2614:31:07 0013a20040304174 27 23 1023 28  97%

¥ 192.168.1.19 2303 2010-11-26 14:31:03 0013a20040304{74 27 23 1023 28 97% | |
2302 2010-11-26 14:31:00 0013a20040304174 27 23 1023 28  97%
Port 3306 2301 2010-11-26 14:30:28 0013a20040304174 27 23 1023 28 97%
2300 2010-11-26 14:29:58 0013a20040304174 27 23 1023 28  97%
User: roat 2299 2010-11-26 14:29:29 0013a20040304174 27 23 1023 28  97%
— 2298 2010-11-26 14:29:26 0013a20040304174 27 23 1023 28  97%
Password: | ibeium2007 2297 2010-11-26 14:29:23 0013a20040304174 27 23 1023 28 97%
2296 2010-11-26 14:29:00 0013a20040304174 27 23 1023 28  97%
v _ 2295 2010-11-26 14:28:57 0013a20040304174 27 23 1023 28  97%
| Check Connection | | save | 2294 2010-11-26 14:28:53 0013a20040304174 27 23 1023 28  97%
\\\ 2293 2010-11-26 14:28:21 0013a20040304174 27 23 1023 28  97%
2292 2010-11-26 14:28:18 0013a20040304174 27 23 1023 28  97%
2291 2010-11-26 14:28:14 0013a20040304174 27 23 1023 28  97%
2290 2010-11-26 14:28:01 0013a20040304174 27 23 1023 28  97%

2289 2010-11-26 14:27:58 0013a20040304f74 27 23 1023 28  97% =

14




THE FULL TESTBED
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CUSTOM BEHAVIOR

vold setup()
{
ACC.ONC);

USB.begin{);

h

'/ starts

Ll

vo1d 10@p<>

/= Check Register---—————————————————
'/ should ﬂlWﬂT’ answer U“_ﬂ, 1t 15 used to chech
7 the proper TIHIleHﬂllfx of the accelerometer

byte check = ACC.check();

{ == L Values——————————————

/== Y Values——m—————————————————

int z_acc = ACC.getZ();

21



AIR QUALITY MONITORING




SPECIFIC APPLICATIONS
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TOWARDS GLOBAL SENSING

Activatir

Combination of Intelligeté e g AN
randomly and Agent = s
manually deployed - Activating
sensors

Authorised

User

© Getly Images /A"

ensor Net
s
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WHERE CLOUDS COME IN!

Combination of Intelligeré
randomly and Agent
manually deployed
sensors

Authorised
User

E——
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AMBIENT INTELLIGENCE?

PERVASIVE SYSTEMS




ENABLING AMBIENT
INTELLIGENCE (1)

FROM A BLACK-BOX
VISION..

27



INTELLIGENCE (2)

- JIN

)
N *

..TO A DYNAMIC, ADAPTIVE
BEHAVIOR 28

[ ENABLING AMBIENT ]




DYNAMIC RECONFIGURATION

d TARGET PLATFORM: MICAZ
d EXTENSION OF THE THINK GENERIC




TOWARDS SERVICE
ORIENTED ARCHITECTURE

d FAST RECONFIGURATION ENABLES
DYNAMIC AND ON-THE-FLY NEW
SERVICES DEPLOYMENT
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COOPERATIVE
INTELLIGENCE?

Activatir

Combination of Intelligeré
randomly and Agent
manually deployed
sensors

Authorised
User

© Getly Images | 0

ensor Net
s
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CHALLENGING COOPERATION
IMPLIES DIFFERENCES!




ROBOT'S MOBILITY TO
PRESERVE CONNECTIVITY

cocidoooooo

Multimedia
board

12/2 1705

Space Imaging 12/2



SENSOR & ROBOTS
SEARCH & RESCUE

Od RESCUE COULD BE OPERATED IN
SEVERAL PHASES (1)

Deploy in mass a
WASN to get a first
snapshot of the

situation: images,

radiation level,
targets,...

© Reuters




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (2)

Based on
collected data,
optimize
deployment/

selection of
autonomous
robots




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (3)

Robots could
serve as relay or
install
communication
gateways to

maintain WSN
connectivity and
increase data
storage capability




SENSOR & ROBOTS
SEARCH & RESCUE

Od RESCUE COULD BE OPERATED IN
SEVERAL PHASES (4)

Sensor & Robots
will contineously
collaborate during
the rescue
Process:

localization, path
optimization,
remote sensing,...




CRITICALITY AND RISK-
BASED SCHEDULING

BASIC APPROACH: PM2HW2N/ACM MSWIN 2009
CURRENT APPROACH: IEEE WCNC2010
WITH INTRUSION DETECTION RESULTS: IEEE RIVF2010
WITH RE-INFORCEMENT: IEEE ICDCNZ201
JOURNAL PAPER IN JNCA, ELSEVIER



DON'T MISS IMPORTANT

EVENTSI!

WHAT IS CAPTURED

WHOLE
UNDERSTANDING
OF THE SCENE IS
WRONG!!!

39



HOW TO MEET SURVEILLANCE
APP’S CRITICALITY

d CAPTURE SPEED CAN BE A
« QUALITY » PARAMETER

d CAPTURE SPEED FOR NODE V
SHOULD DEPEND ON THE APP’S
CRITICALITY AND ON THE LEVEL OF
REDUNDANCY FOR NODE V

dV’S CAPTURE SPEED CAN INCREASE
WHEN AS V HAS MORE NODES
COVERING ITS OWN FOV - COVER SET

40



NODE'S COVER SET

Co(V)={
{V},
{V,,V;,V,},
{V,, V3, V,}, Vi s
{V3’ V47 V5}7 x
{V,,V,, V¢},
{V,,V,, V¢},
{V4, Vs, Vi)

Iy

ICo(V)I =7




CRITICALITY MODEL (1)

LINK THE CAPTURE
RATE TO THE SIZE OF
THE COVER SET

HIGH CRITICALITY MAX
0 CONVEX SHAPE S
O MosT PROJECTICM

OF X ARE CLOSE TO

THE MAX CAPTURE
SPEED

FRA

LOW CRITICALITY B

0 CONCAVE SHAPE

O MosT PROJECTIOIN

OF X ARE CLOSE TO A
THE MIN CAPTURE
SPEED

CONCAVE AND

CONVEX SHAPES
AUTOMATICALLY

MES

SED?NDE

HIGH CRITICAL APPLICATION

LoOw CRITICAL APPLICATION

J

J
|
|

J
I
|
|
|
|
|
|
|
|
|
|
|

DEFINE SENTRY =

NODES IN THE
NETWORK

o
L

COVERS

ICo(V)I
42



CRITICALITY MODEL (2)

R° CAN VARY IN [0,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R°
R°< 0.5

0 CONCAVE SHAPE BV
RC°> 0.5

0 CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

P,(0,0) P,(r°=0)

LOW CRITICAL LEVEL HIGH CRITICAL LEVEL

43



Po

BEHAVIOR FUNCTION

Bt)=(1—=t)?%Py+2t(1 —t) s« P, +t* %« P,

P14

P2

‘Pl(r():l) P,(h,, h)
—> f
‘\ D (.0_n o)\ / /A

“ 1 \r =0,0) - _~ ’

W
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RISK-BASED SCHEDULING

U STATIC RISK-BASED SCHEDULING
O R°=CTE IN [0O,1]

U DYNAMIC RISK-BASED SCHEDULING
O STARTS WITH A LOW VALUE FOR R° (0.1)

0 ON INTRUSION, ALERT NEIGHBORHOOD
AND INCREASES R° TO A R, VALUE (0.9)

QSTAYS AT R, FOR T, SECONDS BEFORE
GOING BACK TO R°
d DYNAMIC WITH REINFORCEMENT

0 SAME AS DYNAMIC BUT SEVERAL ALERTS
ARE NEEDED TO GET TO R°= R, A%

d GOING BACK TO R° IS DONE IN ONE STEP

45



MEAN STEALTH TIME

T,-To IS THE INTRUDER’S
STEALTH TIME
VELOCITY IS SET TO 5M/S

o
o0 e INTRUSIONS STARTS AT T=10S
® O WHEN AN INTRUDER IS SEEN, COMPUTE
o O, THE STEALTH TIME, AND STARTS A NEW
INTRUSION UNTIL END OF SIMULATION
®
5 %0, © 5 O
ce® 0 ¢ O 0 o
o O '®)
e O 0 0 e O
O O O

46



mean stealth time (second)

DYNAMIC SCHEDULING

O R°=0.1, Ry,,=0.9, T,=5,10,15,20..60s

== stealthTime Ta=5s, 1°: 0.1->0.9

=@- stealthTime Ta=10s, 1°:0.1->0.9
stealthTime Ta=15s, 1°10.1->0.9
stealthTime Ta=20s, 1°70.1->0.9

== stealthTime Ta=30s,

°10.1-»0.9
°10.1-»0.9
°10.1-»0.9

0109

stealthTime Ta=40s,
== stealthTime Ta=50s,
=@~ stealthTime Ta=60s,

- oy |-y

CAN FURTHER INCREASE THE
NETWORK LIFETIME (>35005S)
WHILE MAINTAINING THE
STEALTH TIME

I I I I I I I LI | I I I I I I I [ | I I I I

1E2 1E3
fime (second)

47




mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (1)

O R°=0.121,=0.6 >R, ,,,=0.9
02 ALERT MSG TO HAVE I,=1,+0.1

-l stealthTime Ta=5s, 1°: 0.1->0.9

-@-stealthTime Ta=10s, 1°: 0.1->0.9
stealthTime Ta=15s, 1°: 0.1->0.9
stealthTime Ta=20s, 1°: 0.1->0.9

=#=stealthTime Ta=30s, 1°: 0.1->0.9

stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce

=i} stealthTime Ta=10s,
=@-stealthTime Ta=15s,

stealthTime Ta=20s,
== stealthTime Ta=30s,

1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6—>0.9 reinforce
1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6->0.9 reinforce

time (second)

48




mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (2)

A R°=0.191,=0.4/0.5/0.69R,,,,=0.9
02 ALERT MSG TO HAVE I =I+0.1

=i= stealthTime Ta=5s, 1°: 0.1->0.4->0.9 reinforce  =lll=stealthTime Ta=20s, r°: 0.1->0.4->0.9 reinforce
-@-stealthTime Ta=5s, 1°: 0.1->0.5->0.9 reinforce =@ stealthTime Ta=20s, r°: 0.1->0.5->0.9 reinforce
stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=20s, r°: 0.1->0.6->0.9 reinforce
stealthTime Ta=15s, 1°: 0.1->0.4->0.9 reinforce == stealthTime Ta=30s, r°: 0.1->0.4->0.9 reinforce
== stealthTime Ta=15s, 1°: 0.1->0.5->0.9 reinforce == stealthTime Ta=30s, 1°: 0.1->0.5->0.9 reinforce
stealthTime Ta=15s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=30s, 1°: 0.1->0.6->0.9 reinforce

time (second)



SENSORS & ROBOTS
PROPOSE NEW INTERACTION
SCHEMES

d USE THE CRITICALITY MODEL TO CONTROL
BOTH SENSORS AND ROBOTS

d PROTOTYPING ON REAL HARDWARE,
COLLABORATION WITH U. KYOTO, JAPAN




COOPERATION WITH
CAMERAS ON MOBILE
ROBOTS

Fixed image sensors near a fixed image sensors whose FoV’s
mobile camera can decrease center is covered by a mobile camera
their criticality level decrease their criticality level

51



IMPACT ON LIFETIME &
STEALTH TIME

% active nodes

1E2—_

'=il=no RC
=@=15RC
=#-8RC
15RC|- G
=#-8RC - G

200

stealth time, mean (second)

=jl=stealthTime - no RC

@®-stealthTime| - 15RC

=f=stplalthTime - 8RC
stealthTime - 15RC| - G

=#-stealthTime - 8RC - G

time (second)

52




CONCLUSIONS

d SENSOR NETWORKS CAN PROVIDE
LARGE SCALE AWARENESS TO SETUP
THE FOUNDATION FOR AMBIENT
INTELLIGENCE

1 SENSORS & ROBOTS INTERACTIONS
ARE CHALLENGING BUT HAVE VERY
PROMISING COOPERATIVE ISSUES

d SURVEILLANCE APPLICATIONS HAVE
CRITICALITY ISSUES THAT MUST BE
TAKEN INTO ACCOUNT IN THE DESIGN
PROCESS

A NEED TOOLS TO CAREFULLY STUDY
THE ENTIRE SYSTEM

53



MULTIDISCIPLINARY

RESEARCH
EVALUATION AND SIMULATION

DISTRIBUT
SYSTEN &
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NETWORK

SIGNAL
IMAGE/VIDEO @
PROCESSING

OS
MIDDLEWARE ——
SOFT. ENG.

DATA MNGT —

HARDWARE
RADIO

MIDDLEWARE/APP.

ISSUES WE
ADDRESS
CBSE for SENSOR NODE
, DYNAMIC
SENSOR'S 0S RECONFIGURATION
SERVICE-ORIENTED
SUPERVISION SERVICE REPOSITORY
PLATFORM
| ADAPTIVE APPLICATION
APPLICATIONS
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NETWORK  —

SIGNAL
IMAGE/VIDEO
PROCESSING

0S
MIDDLEWARE
SOFT. ENG.

DATA MNGT

HARDWARE
RADIO

NETWORK ISSUES
WE ADDRESS

ORGANIZATION
OVERLAYS

TRANSPORT

ROUTING

MAC
RESOURCES
ALLOCATION

VIDEO COVERAGE

(| sELECTION &

WAKE-UP MECHANISM

LOAD-REPARTITION
CONGESTION CONTROL

MULTI-PATHS
ROUTING

OPTIMIZED
GEOGRAPHIC ROUTING

« URGENT » MAC LAYER
CRITICALITY-AWARE
MAC LAYER

nw o0



IMAGE SENSOR SIMULATION

MODEL UNDER OMNET++

d COMMUNICATION LAYERS ARE VERY
IMPORTANT FOR WSN

dJ USE SPECIFIC SIMULATOR

&z

£ 3 B O oy

(Node) SN.node[0]

@ [ 2

e
® &[]+

[l (node.Node) SN.node[0] (id=6) (ptrOxSbd7aag)

Zoom: 0.68x

T

MphilityManager

]

%

-

Application

X

&

Fle Edit Smuate Trace Inspect Mew Options Help

OMNeT++/Tkenv - SN - J[o](x]

@& 07 H o wd o0 N AR RSP |BR
Fun #0: SN |Event #1 | T=0.000173309671 Next: SN.node37 (id=41)
| Msgs scheduled: 121 | Msgs created: 241 | Msgs present: 241
|Evisec: nia | simsectsec: nia | Evisimsec: nia.
. diffusion, ... iffusion. difuson, diffuson, .
fusion diffusion ion diffusion, diffusion,

diffusion | diffu

64

BN ey |

@ [ scheduled-events (ch

Need to know the power
consumption for capturing an
image, processing/compressing
an image & transmitting an
image...

node 53: initialized with CPrAiCIC
nodeS9 id 59 px 996 py 304
bx 1053.9 by 49,0201

Dpv 250 Dpb 262,866 Dpc 262.86

node10

B

node2z
.

Y nodeS6
intrusion noseAfz4

node0

=




STUDY THE IMPACT OF
COMMUNICATION LAYER ON
SURVEILLANCE QUALITY

OMNeT++/Tkenv - SN

b A -8
UNTIL... S & £ ez T

7 e Al S FERYE 0]

a

(=] v

T=31.118698566965
Msgs created: 667040
imsec/sec: 0.778365

Timer message captu

1.Application
JApplication
Application
Application
[46] .Application
[46] .Application
Application
JApplication
Application
Application
Application
Application
1.Application
1.Application
1.Application
1.Application

SN, nodel
SN.node
SN.node
SN.node
SN.node
SN.node
SN, node
SN.node
SN.node
SN.node
SN, node
SN.node
SN.node
SN.node
SN.node
SN.nodel

SN.node[148] .Application

SN.node[148] .Applicat.ion
SN.,node[148] ,Application
pert ,coverage 99,8628%

SN.node[5].Application

SN.node[5] .Application
SN,node[6] .Application
SN,node[6] ,Application
SN,node[5] .Application
SN.node[6] ,Application
SN.node[124] .Application
SN.node[124] ,Application
SN.node[5] .Application
SN.node[24] ,Application
SN.node[24] ,Application

(SN) SN =03
la RUN‘ Y " | % &, S\ |abe [P
Zoom: 0.79x
00.0 .UU-J(U'IUU T 1A (208 \
: i 03(0 oy +..0.03(0:100f0)>
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U 2oy o e
OO I iy L S s s
. 1.0) 0. )
Je %'W 3%@%&%@ Wﬁﬁﬁe@&ﬁ&ye ag 03000 G Y
no Eu 5500 iy [39] i b no:.,[s]os(owo i
de[ssf 1 9466& S 10BOEEES 51 44) P84S o
& 4 : 1:?2‘}\?%3 nade[ﬁﬂ]S(ggﬁ% 9900, 77’3@&4%?4% &
de[74 dila .
nedelzy node[SU] . 26%@%@3’&;&5(@ ey node[t3s]”
node[anﬂ] 032@ fa‘%}f”) 2 "+ rode[S0)de[117) i 533?]
2?'“.}’& nod “PEL%Q@W (6:71.0) 3 7p0)
s nude[ﬁﬁl 30 i <
1. aalczsﬁmﬁai?ﬁb’?z" 3880, "gdgynﬂfvﬁ Smﬁ%@%” oy node(7]
0.320 780051 (5.:6% -
: 1 4;\J 550 R jory i@ i s, g) 0 BT,
a1 “W%W%g@dw nnde[?S] node[147] 2oy
0. 1] 0. na(n 1000y n""'a 6]
UL O ) 0.03(0:10[!.1?&1 E
1%9201000" s,
node?S] S s
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SN.node[6].Application

SN.node[79] .Application
SN,node[79] .Application

Timer message,.capture,. capture capture capture capture capture,.“
capture ture,..capture ture ture tur a.pt e ... capture
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Node 148: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 148: INTRUSION SEEN
nb active nodes 100%

Node 5: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 63 INTRUSION SEEN

Sending [alert] of size 30 bytes to
Node 53 INTRUSION SEEN

Node 6: INTRUSION SEEN

Node 124: INTRUSION SEEN
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Node 24: INTRUSION SEEN

Sending [alert] of size 30 bytes to
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Node 79: WRITES IMAGE FILE{(1} from node 10
Node 79: DISPLAY REAL IMAGE(1} from node 10



ROBOT SIMULATORS

d MOBILITY, EXPLORATION, NAVIGATION,
TRACKING, CONTROL AND DESIGN ARE VERY
IMPORTANT FOR ROBOTS

0 USE SPECIFIC ROBOT SIMULATORS
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SENSORS & ROBOTS
ENABLE REALISTIC
INTERACTION STUDIES

Sensor specific simulator for communication stack
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Get robot’s position
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* from robot simulator
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Re-use complex
hardware (laser scan,
...) and control software

(navigation stacks,...)
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