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Disaster relief, Search &
Rescue, Intrusion
detection, ...
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ENERGY VS CRITICALITY
' DILEMMA

Energy preservation is not
the main objective!
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Periodically capture
to detect intrusions

Send alerts to
neighbors

Propagate alerts to
the sink

Send images to the
sink

e alerted node
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e DON'T MISS IMPORTANT
. EVENTS!

Whole
understanding

of the scene is
wrong!!!

WHAT IS CAPTURED
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CHEDULE ACTIVITY WITH
CRITICALITY IN MIND

)
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0 LINK THE ACTIVITY ACTIVITY
TO REDUNDANCY LEVEL HIGH CRITICAL APPLICATION
LEVEL A LOW CRITICAL APPLICATION
U HIGH CRITICALITY M A X

0 CONVEX SHAPE s
0 MOST PROJ ECTlm
OF X ARE CLOSE TO
THE MAX ACTIVITY

U LOW CRITICALITY

O CONCAVE SHAPE B
O MOST PROJECTIO
OF X ARE CLOSE Tgs\
THE MIN ACTIVITY Al

U CONCAVE AND
CONVEX SHAPES
AUTOMATICALLY
DEFINE SENTRY
NODES IN THE ' ' >

NETWORK REDUNDANCY
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Co(V)={
{V},
{V,,V;,V,},
{V2, V3, V3, Vy
{V3, V4, Vs, |
{Vi, V4 Vel
{V2, V4, Ve,
{V4’ Vs’ V6}
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PROPOSED CRITICALITY
MODEL

A A A A R A R

fs 2.93 3
d R CAN VARY IN [O] 5, 2.85 %

0 BEHAVIOR FUNCT]
(BV) DEFINES THE| 2.50
CAPTURE SPEED
ACCORDING TO R°

O R9<0.5 1.50
O CONCAVE SHAPE

1.00
Table 1: Capt: 07?

0.50
O 1 2 3 1 f’/
0.00 T | | | | | | | | | | | | |

0.01| 0.02( 0.05( O0.14
0.03| 0.08( 0.14( 0.2 0123456789510l 1 \

0.17| 0.35( 0.55( 0.75| 0.97| 1.20| 1.45| 1.72| 2,00 2.31| 2.64 P
0.36( 0.69( 1.00( 1.28| 1.55| 1.80| 2.03| 2.25| 2.45| 2.65| 2.83

0.75| 1.24| 1.61( 1.90( 2.14| 2.33| 2.49| 2.63| 2.75| 2.85( 2.93
1.48| 1.95| 2.25( 2.46| 2.62| 2.74( 2.83| 2.90| 2.95( 298| 2.99

2.00
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U

fps : frames/second |
Cs : # cover sets

Sentry nodes have
higher probability to
detect events and to . Vs
send alerts
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mean stealth time (second)

mean stealth time (second)

-l stealthTime r°=0.1
-@- stealthTime r°=0.2
stealthTime r°=0.3
stealthTime r°=0.4
=¥~ stealthTime r°=0.5
stealthTime r°=0.6
- stealthTime r°=0.7
-@- stealthTime r°=0.8
stealthTime r°=0.9
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DUTY-CYCLING
E ISSUES

Time

MISSED ALERT!

d RADIO & MAC LAYER ACTIVITIES
REPRESENT A LARGE PART OF
ENERGY CONSUMPTION
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L ADAPTIVE DUTY-CYCLED
s MAC PROTOCOL

A STATIC DUTY-CYCLE MAC CAN NOT
ADAPT TO APPLICATION’S NEEDS NOR
TO SURVEILLANCE’S CRITICALITY

d SYNCHRONIZED DUTY-CYCLE MAC
APPROACHES DO NOT SCALE WELL

d ADAPTIVE CRITICALITY-BASED MAC

O ADAPTS THE ACTIVE PERIOD OF FOLLOWER
NODES ACCORDING TO A SENTRY'S
ACTIVITY

d TAKE INTO ACCOUNT # OF COVER-SET TO
PRESERVE COVERAGE CONSTRAINTS
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cs : # cover sets '
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FOLLOWER-SENTRY
ASSOCIATION

O Q O fps : frames/second

Cs : # cover sets
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RADIO/MAC DUTY-CYCLE
SOMPUTATION AT FOLLOWER NODES

fps
P 585293 3
3.00 _ 2.75
CRITICALITY LEVEL=0.8 . 2.63
2.50 2:33—
2.14
2.00
1.50 N
1.00 2.63/3.00=0.87
0.50 can be viewed as a
new criticality level for
0.00 follower nodes
0o 1 2 4 5 6 7 8 9 10 11 12 l

; Duty Cycle

5 e 0.9 097 10
v | 1.00 084 <
' 0.99
+ |o.80 95

i | 060 05

0.62

0.40 03
7 CURVE FOR A
NORMALIZED CAPTURE RATE
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0.00
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TY-CYCLE OF FOLLOWERS

O O Q fps : frames/second

CS : # cover sets

1.00
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# of nodes 110 node[72
field size 400 m x 400 m 27 . .
maximum # of cover-sets 12 ) @ Companson W|th a
maximum frame capture rate 3 fps , :
transmission rate 250 Kbps ;ﬂoe 27] Statlc duty_cycle
cycle duration 3000 ms izl
baseline sensor power 6 mW approach
Tx power level 0 dBm
Tx power 57.42 mW
Rx power 62 mW
AdaptiveMac only
criticality level 0.8
minimum duty cycle 0.1
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# OF MISSED ALERTS

300 263

(24.57%) Total Alerts Sent = 1070

o 250 - 189
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GLOBAL ENERGY
CONSUMPTION

Total Energy Consumed inJ
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Sentry node 10

- 9 neighbors
- 5 followers

s [ T
l:=. PAYS DE UADOUR Congduc Pham

3.60%_‘ 4.60%

K #f missed —_ & # missed
&1 follower 1 follower
2 followers . 2 followers
3 followers i 3 followers
= 4 followers 35.80% 4 followers
5 followers 5 followers
5.20% 5.40%
K # missed K # missed
&1 follower &1 follower
« 2 followers « 2 followers
3 followers 3 followers
4 followers i 4 followers
“ 5 followers 5 followers
6.80% 1.20% b~ 2.40%

: K #t missed K #f missed
&1 follower &1 follower
« 2 followers « 2 followers
3 followers 3 followers
4 followers 4 followers
5 followers 5 followers




IMPLEMENTATION

d LIBELIUM WASPMOTE WITH XBEE
MODULE

dEASY TO COMPLETLY POWER OFF THE
RADIO MODULE

A SENTRY IS EMULATED WITH A LINUX
MACHINE
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SENTRY NODE 10
CONFIGURATION

“ : — Gateway

: e acting as
# A ~ sentry node
4086D835 on intrusion send

« A » message

408BC823 | 4076205E

Sentry node 10 C1,0.33 ~- C1,0.33

Radio sniffer

connected to
Wireshark
&
A8

All 5 neighbors
are followers

40762053
C5, 0.78
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- XPERIMENTS WITH SENTRY
NODE 10 DATA TRACE

®
e 10 SN.node[10].Application Sending [alert]
JETIT 8 o 18 SN.node[10].Application
D 7]"°ﬂ=l 23 SN.node[10].Application| Start time is
oS 29 SN.node[10].Application| Mon Apr 21 15:01:07 2014
. - 35 SN.node[10].Application| 1
S e A el icanon slesp for 10 | |
2 SR e o " 54 SN.node[10].Application] Mon Apr 21 15:01:17 2014 : time 10 Intrusion 1 :
B i e 62 SN.node [10] .Application| 18
ey 57 69 SN.node[10].Application| sleep for 8
wota 79 SN.node[10].Application| Mon Apr 21 15:01:25 2014 : time 18 Intrusion 2 :
86 SN . nodel1071 Anplicationl ~n
9694 .566880 0xzb3el8 Dst: Broadcast, Src: 0xb3e8
0694 .736000 00:13:22:00:40:76:20:53 Dst: Broadcast, Src: Maxstrea_00:40:76:20:53
0604.862784 00:13:a2:00:40:86:d8:35 Dst: Broadcast, Src: Mazxstrea_00:40:86:d8:35
9702.221312 0xzb3e8 Dst: Broadcast, Src: 0xzb3e8
9702.3872906 00:13:22:00:40:86:d8:35 Dst: Broadcast, Src: Maxstrea_00:40:86:d8:35
9702.388820 00:13:a2:00:40:86:d8:28 Dst: Broadcast, Src: Mazstrea_00:40:86:d8:28
9702.390660 00:13:22:00:40:76:20:5e¢ Dst: Broadcast, Src: Maxstrea_00:40:76:20:5e
9702.393216 00:13:22:00:40:8b:c8:23 Dst: Broadcast, Src: Maxstrea_00:40:8b:c8:23
a707.064864 0xzh3el8 Dst: Broadcast, Src: 0xzb3e8
9707.230816 00:13:22:00:40:8b:c8:23 Dst: Broadcast, Src: Maxstrea_00:40:8b:c8:23
9707.630624 00:13:a2:00:40:86:d8:28 Dst: Broadcast, Src: Maxzstrea_00:40:86:d8:28
9713.010560 0xzb3el8 Dst: Broadcast, Src: 0xzb3e8
9713.097024 00:13:22:00:40:76:20:53 Dst: Broadcast, Src: Maxstrea_00:40:76:20:53
0713.099616 00:13:22:00:40:8b:c8:23 Dst: Broadcast, Src: Maxstrea_00:40:8b:c8:23
0713.176720 00:13:a22:00:40:86:d8:28 Dst: Broadcast, Src: Mazstrea_00:40:86:d8:28
9799.360728 0xb3e8 Dst: Broadcast, Src: 0xzb3e8, Bad FCS
0812.351552 0xb3e8 Dst: Broadcast, Src: 0zb3e8, Bad FCS

sending

sending

: sending

: sending

: sending

: sending

: sending

alert

alert

alert

alert

alert

alert

alert
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F‘%ﬁs?—‘ IMULATION & EXPERIMENT
COMPARISON

#o

‘llnuu:unnnn-:ln.nn.l H

JCYCLE LENGTHIS SET TO 3000MS

Simulation Experimentation

5.20% 5.40% 4.80% ’_5.20%

W # missed & # missed
u 1] follower

' &1 follower
« 2 followers « 2 followers
& 3 followers \ & 3 followers
S “ 4 followers
: “ 5 followers
S

“ 4 followers

“ 5 followers

T=3
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CONCLUSIONS

d WSN’S NATURAL APPLICATION IS SURVEILLANCE
BUT...

d ... USING WSN TECHNOLOGY FOR MISSION-
CRITICAL APPLICATIONS IS FAR FROM BEING
MATURE!

O NEED TO TAKE THE APPLICATION’S CRITICALITY
INTO ACCOUNT WHEN DESIGNING CONTROL
MECHANISMS AND PROTOCOLS

d WE PROPOSED

Ud A CRITICALITY-BASED ACTIVITY SCHEDULING FOR IMAGE
SENSORS

d AN ADAPTIVE CRITICALITY-BASED MAC PROTOCOL TO
PROVIDE DUTY-CYCLE SUPPORT
0 RESULTS

O ACTIVITY SCHEDULE: INCREASE LIFETIME (300%) WHILE
MAINTAINING DETECTION QUALITY

O MAC: COMPARED WITH A STATIC DUTY-CYCLE APPROACH,
OUR PROTOCOL REDUCES THE NUMBER OF MISSED ALERTS
AND THE ENERGY CONSUMPTION ( BY 44%) WHILE
MAINTAINING THE SAME LEVEL OF RESPONSIVENESS
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