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4G Americas / 4G Mobile Broadband Evolution: 3GPP Release 11 & Release 12 and Beyond / February 2014
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WiMedia

ALLIANCE

CELLULAR MODEL




VOLUTION OF CELLULAR

NETWORKS
IS-95 ===== CDMA 2000
CDMA
1X-DO \
ANALOG — [>-136 TDMA/CDMA
FDMA TDMA \ / OFbM
AGLOBALTNlTlATl:E g GSM ————— EDGE — UMTS
TDMA TDMA CDMA
1G 2G 2.5G 3G 4G

CDMAone->CDMA2000
EGDE: Enhanced Data Rates for GSM Evolution
UMTS:Universal Mobile Telecommunications System (\WW-CDMA)



(SOME) KEY TECHNOLOGIES

HIGHER ORDER
MODULATION AND
ADAPTIVE MODULATION

MULTIPLE ANTENNA MULTI-FLOW/CELL
SYSTEMS, MIMO SYSTEM

DSP
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SVIORE THROUGHPUT IN NEAR
FUTURE!

k)
9095309 9NISSETISINIRNIUNIIST fg

IR LT S

Release 11+ v
0
Release 10 672 Mbps F
J
Release 9 6
40 MHz >
4x4 1]
M IMO <
i Release 7 20 MiHz 0
2x2 MIMO 0
Mbps 10 MHz T
2x2 MIMO Z
10 MHz 0]
No MIMO
5MHz Release 11+ x
2x2 MINMO 1]
S MHz Rele 9 n-
No MIMO — Mops E
Release 7 1]
| Mbps m
Release 6 e k =
=M 10 MHz T
bps =

840AM ;
10 Mz MIMO Z
16QAM n

S MHz
160AM Z
5 MMz S
QPSK 0
X
TR

2013 2014 2015 ‘ 2016+
) Dual-Carrier MultiFl HSPA+ HetNets&UL Enh.
O s Mo ® Doat Carier e G;’::jf Bands® [P0 DTN @ U T i Mot Carer ® WCDMAS SUMTS

Rel-9 Re-10 Rel-11 Rel-12 & Beyond

HSPA+ HSPA+ Advanced

DL: 42 Mbps' DL: 84 -168 Mbps? DL: 336+ Mbps*
UL: 11 Mbps UL: 11 Mbps UL: 23 Mbps? UL: 69+ Mbps*

Rel-12

WCDMA VFVCDMA+
Tees up resources

FROM QuALCOMM QREE=y: Reimble, Ubsquitous Voice for HSPA+ data




WIRELESS REGIONAL
AREA NETWORKS

uses white spaces in the television (TV)
frequency spectrum.

using cognitive radio (CR) techniques to

allow sharing of geographically unused

e B gl spectrum allocated to the television
54862 MHz . broadcast service.

WVEIGHTLESS”

35GHz 5CHz A\ W/75Y




i g‘ B <24

U e} Qi Y Sy 14
INTERNET
P - - <

LS OGNITIVE RADIO WIRELESS
MESH NETWORKS

'I09IINITNISITISIINIRNINSIASY (2

— e — ——— — — —
— ——— ——
— _——
—— —
— —_—
-— -~
— -

Internet s

/7
router Y
/

Mo Internet -
== peom
gl Cognitive,
% B NRW“*’/' opportunistic,
\ | i N = S/ multi-channel
“4/ / radio for large-
\\\ 1 /// L]
\§; - scale wireless

- _:::ﬂ:_§ _____ infrastructures

~
—~
—_——
—
_———
——

—
—
—
— i — — — — ——



EVERYTHING, EVERYWHERE

Take into
account that in
a near future,
we will have
more
throughput with

our mobile
wireless
devices than
our wired home
internet access
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|_WIRELESS AUTONOMOUS
SENSOR

O Wireless Sensor Nodes or embedded Linux still remain the main loT
development platform

d In general: low cost, low power (the battery may not be
replaceable), small size, prone to failure, possibly disposable

Battery
Data Storage

12




MICRO-CONTROLLER VS
MICRO-PROCESSOR
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i NNATURALLY » WELL SUITED FOR
ONITORING/SURVEILLANCE
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- Native communication:

1 Added communication
L Active communication

d Passive communication
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L ICENSE-FREE FREQUENCY
By ALLOCATION

d The ISM/SRD License-Free Frequency Bands
d Global 2.4 GHz band and regional Sub-1GHz bands

d The global 2.4 GHz ISM band

d USA
 Europe
d Japan/Korea

J Sub-1GHz ISM bands

d USA
 Europe
d Japan/Korea

19
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HMBEEE 802.15.4 IN ISM 2.4GHZ

 Low-power radio in the 2.4GHz band offering 250kbps
throughput at physical layer

«  Power transmission from TmW to 100mW for range from
100m to about Tkm is LOS

- CSMA/CA (beacon &
non beacon)

1EQ

- Used as physical layer W
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Signal-to-Noise Ratio (SNR)




SPECTRUM BAND
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Channel 1 2 3 4 5 3 7 g El 10 n 12 13 14
Center Frequency (MHz) 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484

802.11

22 MHz

£ D

Channel no 12 13 17 19 21
Center Frequency (MHz) 2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2465 2470
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MAC FRAME FORMAT

Max size = 127 bytes

< >
Max=102 bytes
. 3
0“2“"" 1 02 0/2/8 02 ozs | OF ;6;10! variable 2
Frame Sequence | Destination | Destination | Source Source | Auxiliary Frame FCS
Control | Number PAN Address PAN Address | Security Pavload
o P . Header | [HERCH
ceor =y e e m32.
Addressing fields
MHER MAC MFR
Payload

64-bit 0x0013A2004086D834

16-bit 0x0010
CHANNEL 0x0C
PANID 0x3332

Can broadcast if sent to

0x000000000000FFFF

64-bit 0x0013A20040922078
16-bit 0x0020
CHANNEL 0xO0C
PANID 0x3332

23



IEEE 802.15.4

IEEE 802.15.4 /F'ame Beacons\uiiy CyC| | rJ/Frame Beacons\

Medium access control
TTTTITTTTTd ™ T
3 EEER l | |
- Actiy | Contention i
Physical layers 1 1 i Inactive Period \cooss P e:tiot

0. 0.0
- o°o°o°o°o’o°o %"

MRF24J40MA (MICROCHIP)

CC2420 (TI)

XBEE (DIGI)
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TX power Odbm: 17.4mA
P=IxV=174x3.3=57.42mW

E=Pxt->t=E/P

18720 JOULES 326018s or 90.5h

Haven'’t considered:

"‘ - ‘{1: -

T | Baseline power consumption of

©|[Chincon Products L2420 tI:; sensor bc:ard Bem

rom Texas Instrumen Consump ion: B8mAl
Parameter W e || e[| Condion kote Event capture consumption
Current Consumption, ' '
transmit mode: Event processing consumption
P =-25dBm 85 mA The output power is delivered
P =-15dBm 09 mA differentially to a 50 Q singled
P =-10dBm 1 mA ended load through a balun, see
P =-5dBm 14 mA also page 55.
P=0dBm 17.4 mA
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TEP 2: STORE, PROCESS

PERVASIVE SYSTEMS
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EP 3: CONNECT, INTERACT

PERVASIVE SYSTEMS

PEOPLES,
INFRASTRUCTURES,
BUILDINGS, VEHICULES,...
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INTERACTION CAN TAKES
ANY (UNEXPECTED) FORMSI

"UDP? L Sre 18.243.0.1 o  Dst 1824301 ~ Port 80 7

N 0 WA

UDP header

IP header
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TOWARDS WSN MASS-
MARKET

“ARDUINO

P
Yo

®
Generation Next —
Technology Laboratories e n n I c
TECHNOL 3 1

OGY FOR A CHANGING WORLD



..AND CHEAP POWERFULL
EMBEDDED SYSTEMS
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CosT:
~40€

Z/Gadgeteer

oo

Arduino™ CUBLOC

beagle febrized
board.org @ L
Beagleboard Raspberry Pi edded Artists
PMIC -

USB < > Série/JATG

TPS65217

Entrée Alim.

usB
Host

Extension
PMIC

CosT:
~80%€

MicroSD™ —— BP Reset

| DuinoMite
USsB —_
Client

DDR2 256 MB AM3359 HUB USB  Leds

32



FROM CUSTOM
DEVELOPMENTS...
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.- 1 O MATURATION OF THE
MARKET: WSN=2I10T
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SMART CITIES
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i : Smart Road
Libelium Smart World
Electromagnetic Levels

unexpected events Like acodents or
teathic jorms

Detect iPhone and Androd 5 and ir Measurement cf the energy radiated

general any device whach works with Wili or by cell statons and and WiF: routers.

Air Pollution

Smart Lighting
o3 ot and weather adaptive lighting
n street Lghts.

Intelligent Shopping

Traffic Congestion

of vehicles and pedestran
7 driving and walking

g adwces n the pont of sale
predecances,
ents for them

Noise Urban Maps
und monitoring n bar areas and
cenine zones in real ime

gns monitoring in high per
centers and helds
Structural Health

orng of wibrations and matenial co
Idings, beidges and hiszorcal my

Water Leakages

Vehicle Auto-diagnosis
nformation ccliection from CanBus to
send real time alarms to emargencies
or prowde advice 10 drvers.

Item Location

dual tems in big surfaces
Lie warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses _
ng of viteaticas openngs Study of water su yin rvers ard the Selectve irngation in dry zon to . .\N
o ain maintenance for inGarance purpoves. - 543 for fauna and eligibilty for drinkasle racce the weter resources required in libelium
e the green www.libelium.com

HTTP://WWW.LIBELIUM.COM/TOP_50_IOT_SENSOR_APPLICATIONS_RANKING/#SHOW_INFOGRAPHIC 3§



SMARTSANTANDER

WWW.SMARTSANTANDER.EU
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Libelium Smart World

Forest Fire Detection
Wine Quality Enhancing
Offspring Care
Sportsmen Care

Structural Health

Quality of Shipment Conditions

[Smartphones Detection

Electromagnetic Levels

Traffic Congestion

Water Quality

Waste Management
‘Smart Parking

Golf Courses

Smart Lighting

Water Leakages
Vehicle Auto-diagnosis
Item Location

libetum.

KEEP STREETS CLEAN

Products like the cellular communication
enabled Smart Belly trash use real-time
data collection and alerts to let municipal
services know when a bin needs to be
emptied. This information can drastically
reduce the number of pick-ups required,
and translates into fuel and financial
savings for communities service
departments. // Visit

USE ELECTRICITY MORE
EFFICIENTLY

The SenseNET system uses battery-
powered clamp sensors to quickly measure
current on a line, calculate consumption
levels, and send that data to a hosted
application for analysis. Significant
financial and energy resources are saved
as the clamps can easily identify meter
tampering issues, general malfunctions,
and any installation issues in the system. /
Visit

http://www.postscapes.com/internet-of-things-examples/

STOP DRIVING IN CIRCLES

With the use of installed sensors, mobile
apps, and real-time web applications like
those provided in Streetline’s ParkSight
service, cities can optimize revenue,
parking space availability and enable
citizens to reduce their environmental
impact by helping them quickly find an
open spot for their cars. // Visit

LIGHT STREETS MORE
EFFECTIVELY

This smart lighting system from Echelon
allows a city to intelligently provide the right
level of lighting needed by time of day,

season, and weather conditions. Cities
have shown a reduction in street lighting
energy use by up to 30% using solutions
like this. // Visit

RECEIVE POLLUTION
WARNINGS

The DontFlushMe project by Leif Percifield
is an example that combines sensors
installed in Combined Sewer Overflows
(CSOs) with alerts to local residents so
they can avoid polluting local waterways
with raw sewage by not flushing their
toilets during overflow events. // Visit

SHARE YOUR FINDINGS

AirCasting is a platform for recording,
mapping, and sharing health and
environmental data using your
smartphone. Each AirCasting session lets
you capture real-world measurements
(Sound levels recorded by their phone
microphone; Temperature, humidity,
carbon monoxide (CO) and nitrogen
dioxide (NO2) gas concentrations), and
share it via the CrowdMap with your
community. // Visit

38
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DEVELOPING COUNTRIES
HAVE HUGE NEEDS
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CONTROL, OPTIMIZE &
|NSTRUMENT

iCloud
amazon

g - mo
| <} . -
4 Windows Azure

PERVASIVE SYSTEMS

-~

——— SENSING

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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HPL-Information & Quantum Systems Lab
Core Node Technologies

PG - Technology Development
Operations
MEMS and Node system integration

I EB Enterprise Servers,
Weather = Storage & Networking
Service - 22 Networking

Wil
Research™®
Oil and Gas w

Wireless Carrier

-

Securnity Service * Airline " EB Enterprise Servers.

l’)n-p.nrm,rnt of Data warehousing
rdnsporiation w=

-
Retaier

Information Consumers

EB ES-Bestshore Application
Services

Data Visualzation

Software Platform

EB Enterprise Servers,
Storage & Networking
High performance computing

/a9 Se
X =m EB Enterprise Services

s Systoms Integration
Service Delivery

Storage & Networking

PACHUBE/COSM

house biosensor

head office

regional office

interactive installation  visualisation equipment b
PP wireless pollution sensor

webpage
t t y t many-t t y t y
bpage responds laptop ambient head and regional virtual environment wireless biosensor webpage, house and

house light level and office share sensor responds to connects to virtual environment
accelerometer data regional office and interactive respond to wireless
sensor readings wireless pollution insullation pollution sensor
shared with public sensor and viswalisation

tosm

Connect to your world

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 43



COOPERATION

d open source middleware for getting information from
sensor clouds, without having to worry about what exact
sensors are used.

d explores efficient ways to use and manage cloud
environments for loT “entities” and resources (such as
sensors, actuators and smart devices) and offering ufility-
based, pay-as-you-go, |oT services.

d enables the concept of “Sensing-as-a-Service”, via an
adaptive middleware framework for deploying and
providing services in cloud environments

44
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IP integration, WWW Q
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Inter-operability
Interactions (all

kind)

Semantic, Ontology

Data representation

Data logging
WebServices, RDF,
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Organization
Programmability
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= 15T ISSUE: COLLECT DATA

PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




CONNECTIVITY IS A

CHALLENGE
Internet of Objects Requirements:
80% of volume » How to connect Low Cost

Assets or having no Energy
source, non rechargeable?

= Low Cost communication
= Low Cost Infrastructure

= Low Power Technology

= Robust Communication

= Allowing Mobility

= Scalability

Slide from Semtech 47



A CADEMICS VS INDUSTRIES

Millions of sensors,
self-organizing, self-
configuring, with
QoS-based multi-
path routing,
mobility, and ...

50 sensors, STATIC deployment,
but need to have RELIABILITY,
GUARANTEED LATENCY for
monitoring and alerting. MUST
run for 3 YEARS. No fancy stuff!
CAN | HAVE IT?

* Placement constraints
« Lifetime constraints

From Peng Zeng & Qin Wang



Most of telemetry systems

)

M ’ Only issue is to process
TN data, and...

@ @ ...cost & energy

_______

~~_
———————
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GSM (2G)/GPRS
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3G AND BEYOND

d 3G and beyond use CDMA techniques

Spanish I HOIa‘

= »
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3G SHIELD SOLD BY LIBELIUM
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SO PPORTUNITIES FOR TELCO
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OPERATORS & MORE...

Transmission rate

WLAN
(802.11) UMTS, HDPA, LTE, LTE-A
100 kbps
1 kbps Zigbee —_ )
(802.15.4)
Bluetooh |
(802.15.1)
10 bps

10 m 100 m 1 Km 10 Km
Enhanced from M. Dohler “M2M in SmartCities”
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IGFOX MODEL FOR M2M

Y, 2
%7
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T )
SIGFOX-Technology %‘i (ts)

®* Wireless technology for
Internet of Things (IoT) and
Machine-to-Machine (M2M)

®* Long Range
®* Low Power Consumption
® Very Low Cost

* Existing Global
Cloud architecture

7 SIGFOX B 5 o st e 39 () SRR

Le 1er opérateur cellulaire bas débit
dédié

au M2M et a I’'internet des objets !
Une fechnsiopho unique qul garantt 1es pax les molns chers du marché

Découirez notre solstion de CoMMUNICaten sans &l
B 100% déade au Maching-10-U1acrine ot & Iinternet des Obyets.

Figures from SigFox
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¢, PRIVATE LONG RANGE
COMMUNICATIONS

License-free sub-GHz band

Several kilometers (20-80kms)
can be achieved in a single hop!

XBEE—PRO 868 Libelium LoRa is based on

868 MHz short-range device Semtech SX1272 LoRa

G3 band for Europe 863-870 MHz for Europe

Data rate of 24 Kbps Data rate from 200bps to
20kbps

55



SEMTECH’S LORA

d Parameters
d Bandwidth: 125kHz, 250kHz, 500kHz
A Coding rate: 4/5, 4/6, 4/7, 4/8
d Spreading factor: 6 to 12

Spreading Factor  LoRa Demodulator

dBm — power referred to 1 mW,

P s, =10l0g(P/1mW)

SpreadingFactor S - e -
(R‘egModengCOnﬂgz) (Chips / symbol) Ba'(‘:::]dth Spreading Factor NOTI;::; Rb SE[I:.ISBI:;IW

7 128 7508 125 6 9380 122
. — SLL) 125 12 293 137
10 1004 — 250 6 18750 119
T 2048 175dB 750 12 586 134
2 4098 2098 500 3 3750 116

500 2 72 131

Rule of thumb :
Bandwidth

(kHz2) Coding rate

Spreading Factor
6dB increase =

Nominal Rb
(bps)
293

Sensitivity
(dBm)

twice the range

286

12 4/5

1172

-130

Tables from Semtech

J0




LIBELIUM LORA
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863-870 MHz Band

0,3MHz
T
Mode  BW CR SF Sensitivity
- (dB)
g 8 8 & € 8 @ 8
© o © o ® ® o o
e hy o m X n w - 1 125 4/5 12 -134
II II II Il II II II II
S ¢ ¢ U U U U O 2 250 45 12 131
Channel Number Central Frequency 3 125 4/5 10 -129
CH_10_868 865.20 MHz 4 500 4/5 12 -128
CH_11_868 865.50 MHz 5 250 4/5 10 -126
CH_12_868 865.80 MHz 6 500 4/5 11 -125,5
CH_13_868 866.10 MHz 7 250 4/5 9 -123
CH_14_868 866.40 MHz 8 500 4/5 9 -120
902-928 MHz Band CH_15_868 866.70 MHz 9 500 4/5 8 =117
CH_16_868 867 MHz
2,16MHz
CH_17_868 868 MHz 10 500 4/5 7 114

AAAAAAAAAAAA

CH_00_900

CH_01_900
CH_02_900
CH_03_900
CH_04_900
CH_05_900
CH_06_900
CH_07_900
CH_08_900
CH_09 900
CH_10_900
CH_11_900

Figures and table from Libelium 57
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Viewpoint of 'Alfocea’
41.724698, -0.952482

Viewpoint of 'La Plana de Cadrete'
41.530331,-0.954516
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LORA VS SIGFOX

Figure from Semtech

SigFox uses ultra- 0 T mf.u TR | |

narrow band (UNB) ‘ ’ | ’ AN 1 |

of about 100Hz! £ ol ‘ ‘ ]
Figure show : |

Semtech LoRa band @ i

of 125kHz 7

SigFox’s band is g oo y
1000 time smaller! f.

Can create less :

interference, g T |
« hide » in noise at

the cost of much

lower data rate, I.e 56204008 8.64;+008 s.asémog 8.68;+008 8.79I+008 8.726+0(
1 00bpS Figure 3. Band G (Note 7) zr:;:ne;iy(’)ut[s:t] Power 125 kHz Bandwidth

59



|IOT DEPLOYMENT MADE
ASIER: LOow POWER WAN

p

Multi-hop gateway
communications

can also be
‘l, realized
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| | axasssessyesssvssanssnsy 5
[ A A T A AR A R

s . POWER CONSUMPTION
e ROUGH COMPARISON

Range N/A N/A O: 300m O: 90m Same as
c (I=Indoor, O=0utdoor) I 30m I: 30m 2GI3G
&)
Q Tx current 200mA- 500mA —
e
GEJ consumption 500mA 1000mA 0mA 35mA 1A
UE) Standby current 2.3mA 3.5mA NC 0.003mA 0.001TmA
) i
= Energy harvesting No No No Possible Possible
" (solar, other)
o
Ne] Battery 4-8 24 50 60hours 120
|C_U 2000mAh hours(com) hours(com) hours(com) (com) Nours(com)
(LR6 battery) 36 days(idle) X hours(idle) X hours(idle) 10 year(idle)
Module Revenue
Annually 12 % 20% 4% $3 3%
Autonomy GSM with 2000mAh -
f Dl Bl Bl it
) Example for energy meter

Autonomy LP WAN with 2000mAh -

L e .

I 1 year 5 years 10 years

W
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o":"‘ / Monaco <54
Moalth ssum tMaiSeille Catnes =
> arbonneT oToulon 3
B Perpinan et

| Bugos” o neSa Updated: 133 890
Palencia Map date 83015 Bacarsoht GecBlasa DE/BKD (8209, Googie, basedo an BCN KON Expade 100 km s | Tarme of Use - Report & map ece

Vitoria. 3
paates

UK HAB (High Altitude Ballooning) trials gave 2 way LoRa™ coverage at up to
240 km. Lowering the data rate from 1000bps to 100bps should allow coverage
all the way to the radio horizon, which is perhaps 600 km at the typical
6000-8000m soaring altitude of these balloons. Balloon tracking can be made
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ERYBODY WANTS TO BE IN!

7/, SIGFOX \\ LgRa '4‘
SENMTECH

||II T T SIGFOX /
OPERATOR =
Lm LoRa Alliance
== Wide Area Networks for loT
i AN - . .

I3 TEXAS
INSTRUMENTS

QCll

Making Things Smart ! J

‘))))‘l’" ThingPark Wireless

N
D
OF THINGS

Atmel
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,LICENSE-FREE suB-GHz
CONSTRAINTS

O Shared medium so long-range transmission in dense
environments can create lots of interferencel

d Activity time is constrained from 0.1% to 1% duty-cycle
depending on frequency: 3.6s to 3é6s/hour

Band Edge Frequencies Field / Power Spectrum Access Band Width
Fe- FEe¥
g(Note 7) ! +6.2 dBm /100 kHz

65 MHz 868 MHz 1 % or LBT AFA 3 MHz
m 865 MHz 870 MHz -0.8 dBm / 100 kHz 0.1% or LBT AFA 5 MHz
C 868 MHz 868.6 14 dBm 1 % or LBT AFA 600 kHz
E 868.7 MHz 869.2 MHz 14 dBm 0.1% or LBT AFA 500 kHz
869.4 MHz 869.65 MHz 27 dBm 10 % or LBT AFA 250 kHz
g4 869.7 MHz 870 MHz 7 dBm No requirement 300 kHz
869.7 MHz 870 MHz 14 dBm 1 % or LBT AFA 300 kHz
Channel Number Central Frequency

863-870 MHz Band CH_10_868 865.20 MHz

0,3MHz CH_11_868 865.50 MHz

— CH_12_ 868 865.80 MHz

. . . . . . . . CH_13_868 866.10 MHz

R ° CH_14_868 866.40 MHz

% % fl f, % % % 5 CH_15_868 866.70 MHz

CH_17_868 868 MHz 64
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A
B

TIME ON AIR FOR VARIOUS
LIBELIUM LORA MODE

time on air in second for user payload size of

LoRa 100 150 200 250

mode BW CR SF 1 bytes |50 bytes | bytes Bytes Bytes Bytes
1 125 4/5 12 | 0.9257 | 2.30195 | 3.67821 | 5.0217 | 6.39795 | 7.77421
2 250 4/5 12 |1 0.46285 | 1.15098 | 1.8391 | 2.51085 | 3.19898 | 3.8871
3 125 4/5 10 | 0.24781 | 0.65741 | 1.06701 | 1.47661 | 1.88621 | 2.29581
4 500 4/5 12 1 0.23142 | 0.57549 | 0.91955 | 1.25542 | 1.59949 | 1.94355
5 250 4/5 10 | 0.1239 | 0.3287 | 0.5335 | 0.7383 | 0.9431 | 1.1479
6 500 4/5 11 | 0.11981 | 0.30413 | 0.49254 | 0.67686 | 0.86528 | 1.0496
7 250 4/5 9 0.064 | 0.17869 | 0.29133 | 0.40602 | 0.51866 | 0.63334
8 500 4/5 9 0.032 | 0.08934 | 0.14566 | 0.20301 | 0.25933 | 0.31667
9 500 4/5 8 [0.01702 | 0.04877 | 0.08102 | 0.11277 | 0.14502 | 0.17677
10 500 4/5 7 |0.00877 | 0.0272 | 0.04538 | 0.06381 | 0.08198 | 0.10042
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LBT+AFA

d Listen Before Talk and Adaptive Frequency
Agility can remove the duty-cycle constraints...

... buft sfill

[ 100s / hour on every 200kHz BW
d no more than 1s for a single transmission
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“ Short range, low
power radio

(22 8
A

- Routing issues

- Medium Access issues
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PICTURES ARE TAKEN IN THE CONTEXT OF THE EAR-IT PROJECT
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L5 IMIT THE NUMBER OF HOPS

TO GATEWAYS

3 TO 5 HOPS MAXIMUM ~d

70



N Ao

” DO | NEED MULTI-HOP FOR

Most of telemetry systems

O

Many surveillance
applications can be
satisfied with the 1-hop

communication model!!!




LN UL TI-HOP ROUTING IS STILL
INTERESTING!

d 1-hop model is not economically tractable in
large scale deployment

d 1-hop model is usually not energy-efficient

d 1-hop model is hard to optimize in ferms of radio
access methods

d Routing in WSN is fundamentally different from
routing in other type of networks, even other
wireless networks

72



E#WHY IS IT SO DIFFERENT?

SERSIRIIREASY (20

1.

3.

WSN/loT are mainly deployed for surveillance
=2 coverage & Latency is important

WSN/IoT are deployed to get data from remote
areas or to react to events = mainly dato-
centric

WSN/IoT run on battery = energy saving is
important, if not managed correcty, see item |
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ENERGY VS LATENCY

1-HOP

1-hop has the smallest
latency !
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ENERGY VS LATENCY

MULTI-HOP - GREEDY

Greedy geographic

routing uses maximum
distance forwarding
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ALWAYS GOOD?

IS MAXIMUM DISTANCE

Few long links with low quality

Adapted from Ahmed Helmy,
“Robust Geographic Routing and
Location-based Services”

S
o— e
® v ®
o
O .‘L ®
o o
* 1
® o ® @D

Many short links with high quality

Intermediate nodes that are more sollicited die first
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S B REEDY=SHORTEST PATH?
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S B REEDY=SHORTEST PATH?
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d The network is no longer useful when node’s
battery dies

d Organizing the network allows for spacing out
the lifespan of the nodes

A Hierarchical routing protocols often give priority
to energy

d Ex: Low-Energy Adaptive Clustering Hierarchy
(LEACH)
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CLUSTERING

A A cluster-head collect data from their
surrounding nodes and pass it on to the base
station

A The job of cluster-head rotates

Base Station )

/Q O,
! \ /
| AN /
\ \ /
\
_::'1"/ ,” .0
P A ~ o
7 O\\ :/ ?\\
/ ~.
/I O~~\\":,f‘ \‘ |‘ \\\ O Il' ‘
\ T i N\ O / O Simple Node
S / N
N O d') o ...~ @ [IstLevel Cluster Head
- -7 @® 2nd Level Cluster Head

Clusters
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LEACH CLUSTER-HEAD

m Cluster-heads can be chosen stochastically (randomly
based) on this algorithm:

T(n) =

P ' VneG

T(n)=0 Vne€G

WherenisarandomnumberbetweenOand 1

1-Px(rmodP?)

P is the cluster-head probability and
G is the set of nodesthatweren’tcluster-headsthe previous rounds

= |f n<T(n), then that node becomes a cluster-head
= The algorithm is designed so that each node becomes a
cluster-head at least once

W.B. Heinzelman, A.P. Chandrakasan, H. Balakrishnan, Application specific
protocol architecture for wireless microsensor networks, IEEE Transactions on
Wireless Networking (2002).
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EXAMPLE

p=0.05, r=0 initially
draw N a random number
round

2 2 zZ2z2z22=222222%2

A

ANNNANNANANNANNANANNNANNA

A}

0.0500
0.0526
0.0555
0.0588

0.0625 =

0.0666
0.0714
0.0769
0.0833

0.0909 =

0.1000

0.5000
1.0000

0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
= 0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
0.05/(1-0.
0.05/(1-0.

0.05/(1-0.
0.05/(1-0.

[0,1][ at each

05%0)
05%1)
05%2)
05%3)
05%4)
05%5)
05%6)
05%7)
05%8)
05%9)
05%10) ?

e NUMBER OF CLUSTERS
MAY NOT FIXED IN ANY
ROUND.

P
| — Plrmod(1/P)]
0

L I B A L S R S S L)

if n€ G,

T(n) =

otherwise,
05%18) ?
05%19) ?

83
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FROM AD-HOC TO
ANDARDIZED PROTOCOLS

Steering Committee

Don’t reinvent the wheel!

RFC 768 UDP - User Datagram Protocol
RFC 791 IPv4 — Internet Protocol
RFC 792 ICMPv4 - Internet Control Message Protocol

RFC 793 TCP - Transmission Control Protocol

RFC 862 Echo Protocol

RFC 1101 DNS Encoding of Network Names and Other Types
RFC 1191 IPv4 Path MTU Discovery

RFC 1981 IPv6 Path MTU Discovery

RFC 2131 DHCPv4 - Dynamic Host Configuration Protocol
RFC 2375 IPv6 Multicast Address Assignments

RFC 2460 IPv6

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT)

RFC 3068 An Anycast Prefix for 6to4 Relay Routers

RFC 3307 Allocation Guidelines for IPvé Multicast Addresses
RFC 3315 DHCPv6 - Dynamic Host Configuration Protocol for IPv6
RFC 3484 Default Address Selection for IPv6

RFC 3587 IPv6 Global Unicast Address Format

RFC 3819 Advice for Internet Subnetwork Designers

RFC 4007 IPv6 Scoped Address Architecture

RFC 4193 Unique Local IPv6 Unicast Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 4443 ICMPv6 - Internet Control Message Protocol for IPvé
RFC 4861 Neighbor Discovery for IP version 6

RFC 4944 Transmission of IPvé Packets over IEEE 802.15.4 Networks

[1980]
[1981]
[1981]
[1981]
[1983]
[1989]
[1990]
[1996]
[1997]
[1998]
[1998]
[2000]
[2001]
[2002]
[2003]
[2003]
[2003]
[2004]
[2005]
[2005]
[2006]
[2006]
[2007]
[20071

RFC6282 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks [2011]

|ll

From ArchRock “6LowPan tutoria
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IP NEED IP ADDRESSES!

 IPv4 has no more addresses!

d IPvé gives plenty of addresses
A 128bit address=16bytes!

d 6LowPan adapts IPvé to resource-constrained

devices

d Compressed IPvé header

Traffic Class Flow Label

Hop Limit

40 bytes

From ArchRock “6LowPan tutorial”

|IEEE 802.15.4 Frame Format

| [span] Src EUID 64

Network Header

Dispatch: Compressed IPv6

HC1: Source & Dest Local, next hdr=UDP
IP: Hop limit
UDP: HC2+3-byte header (compressed)

source port = P + 4 bits, p = 61616 (OxFOBO)
destination port = P + 4 bits

IETF 6LoWPAN Format

Application Data

87



An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
\ 4 ¥ \ 4 ¥

10101100.00010000.11111110.00000001

| | | J
1 I

lOne byte =Eight bits

|
Thirty-two bits (4 * 8 ), or 4 bytes

An IPv6 address (in hexadecimal)

2001:0DB8:AC10:FE01:0000:0000:0000:0000

2 A 2 : |
2001:0DB8:AC10:FEO1:: Zeroes can be omitted

N

10000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000

HOST ADDRESS

Image source: Indeterminant (Wikipeida) GFDL

From "6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann” 88



= ' 6LOWPAN ADDRESSING

d IPvé addresses are compressed in 6LoWPAN

d A LoWPAN works on the principle of
A flat address spaces (wireless network is one IPvé subnet)
O with unigue MAC addresses (e.g. 64-bit or 16-bit:
0x0013A20040568B34 or 0x0220)
d 6LOWPAN compresses IPvé addresses by

O Eliding the IPvé prefix
* Global prefix known by all nodes in network
* Link-local prefix indicated by header compression format

d Compressing the Interface ID
* Elided for link-local communication
e Compressed for multihop dst/src addresses

d Compressing with a well-known “context”
O Multicast addresses are compressed

From “"6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann”
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Based from "6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann”

Remote Server

IPv6 Internet

ADVERTISE PREFIX
2001:300a:1:0

Build an IPv6 address with

prefix and a combination " : WIRELESS NETWORK IS
of 802.15.4: ONE IPVG6 SUBNET

- PANID
- 16-bit address

or
- 64-bit address

90



Use RFC4944 compression

6LoWPAN Format Design

« Orthogonal stackable header format

scheme for simplicity. New
scheme should follow RFC6282

« Almost no overhead for the ability to interoperate and scale.

« Pay for only what you use

IEEE 802.15.4 Frame Format

D pan| Dst EUID 64 S pan Src EUID 64

\4

Max 127 bytes

Dst16|Src16

DSN}

preamble | & [FCF

Fchk

Network Header = Application Data

IETF 6LOWPAN Format R}
> UDP
Dispatch: coexistence/

sp
HC1

ﬁ

dsp
HC1

mhop

Header compression

frag

dsp

Mesh (L2) routing

mhop

dsp
HCA1

frag

Message > Frame fragmentation

From ArchRock “6LowPan tutorial”




HHROUTING OVER LOW POWER
B, LOSSY NETWORKS (RPL)

I 930953035 ISSSTISIRIISRIINIASTY (F

-

evver 1802.15

RPL is the 4th protocol

standardized by IETF (RIP,
OSPF, BGP)

Provides end-to-end IPv6
connectivity

UDP can be used to
transport sensor data



RPL (ripple)
Routing Protocol for Low Power
and Lossy Networks

Walkthrough

draft-dt-roll-rpl-01.txt
Anders Brandt
Thomas Heide Clausen
Stephen Dawson-Haggerty

Jonathan W. Hui
Kris Pister

Pascal Thubert
Tim Winter

IETF 75 — Roll WG — July 2009



J LLN links are depicted

1 LBR form a Destination
Object DAG (DODAG)

 Links are annotated w/
ETX (Expected
Transmission Count)

It is expected that ETX
variations will be
averaged/filtered as per
[ROLL-METRICS] to be
stable enough for route
computation

IETF 75 — Roll WG — July 2009

101



DAG Construction

1 LBR-1 multicasts RA-DIO

LBR-1 (Router Advertisement
1 ' 2 DODAG Information Object)
’ 0 Nodes A, B, C receive and

process RA-DIO

. Nodes A, B, C consider link
metrics to LBR-1 and the
optimization objective

 The optimization objective

can be satisfied by joining
the DAG rooted at LBR-1

1 Nodes A, B, C add LBR-1
as a DAG parent and join
IETF 75 — Roll WG — Julyﬂef@ DAG
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DAG Construction

LBR-1 d Node A is at Depth 1 in the
1 2 DAG, as calculated by the
routine indicated by the
example OCP (Depth ~
ETX)

J Node B is at Depth 3,
Node C is at Depth 2

 Nodes A, B, C have
installed default routes (::/
0) with LBR-1 as
successor

IETF 75 — Roll WG — July 2009
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DAG Construction

LBR-1 J The RA timer on Node C
1 2 expires

(J Node C multicasts RA-DIO

 LBR-1 ignores RA-DIO
from deeper node

] Node B can add Node C
as alternate DAG Parent,
remaining at Depth 3

1 Node E joins the DAG at
Depth 3 by adding Node C
as DAG Parent

IETF 75 — Roll WG — July 2009
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DAG Construction

J DAG Construction
continues...

 And is continuously
maintained

IETF 75 — Roll WG — July 2009
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INTERNET FOR THINGS

'I09IINITNISITISIINIRNINSIASY (2

UDP, TCP? TCP, UDP

RPL

Routing Protocol for Low
power & Lossy Networks

Internet Routing
Protocols: RIP, OSPF,
BGP....

IPv4, IPv6

o6LowPan

802.15.4

IPv6 egde router
LBR (6lowPAN)




Internet of Things
for you & me
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IrNTERNET i
T

IETF INTERNET FOR THINGS

Application Protocol ' '

UDP, TCP? TCP, UDP

RPL

Routing Protocol for Low
power & Lossy Networks

CoAP: Constrained

CoAP

Internet Routing
Protocols: RIP, OSPF,
BGP....

IPv4, IPv6

o6LowPan

802.15.4

IPv6 egde router
LBR (6lowPAN)




DATA = RESOURCES

CoAP CoAP
Client Internet Server
GET /.well-known/core >

2.05 "Content” (application/link-format)
Body: </s/t>;rt="TemperatureC";if="sensor",</s/I>;rt="LightLux";if="sensor"

GET /sit >

2.05 "Content” (text/plain)
Body: 23.5

From Isam Ishaq et al. “Flexible Unicast-Based Group Communication for CoAP-Enabled Devices”,
MDPI Sensors 2014, 14(6), 9833-9877 110



6LowPan
border router

COAP/6LOWPAN/IEEE 802.15.4

RPL ROUTING

IPv6

Client/User-
initiated scenario

.g. temp.
(e.g. temp. sensor INTERNET

112 106.575520000
113 106.576064000
114 106.576608000
.692576000
.080416000

18 6 8352000
119 116.608896000

120 116.292576000 1:ff:fe00:28

122 116.5448
123 116.545344000
124 116.545888000
125 116.546432000

:212:6d45:50b7:7575

' fe80::212:6d45:56b7:6a0f

12001:620:607:5b10: :a

126 121. ‘fe“: 121 )7:7e21
127 121.703168000
128 123. ‘fe“: 121 )7:7575
129 123.969024000
130 127. ‘fe“: 121 )7:69b3
131 127.658592000
132 127.344416000 ‘fm: :212:6d45:50b7:6a0f

to actuators

| fe80::212:6d45:5026:34cc | ICMPV6

ff:fe00:28

2001:620:607:5b10: :a

[feso:

| fe80: :212:6d45:5026:34cc

| fe80: :212:6d45:5026:34cc
| fe80::212:6d45:50b7:6a0f

1212:6d45:5026:34cC

IEEE 862.
IEEE 862.
| feB0::212:6d45:5026:34cc  ICMPVE

| ICMPVE

IEEE 802.

|ICMPVE

B
G &

o
&

o
&

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
94 BRI_Control (Destination Advertisement Object),
5'Ack, Bad FC!
60 Confirmable, GET, End of Bloc
5 Ack, Bad FCS

65 Acknowledgement, 2.05 Content, End of Blo
5 Ack, Bad FCS

D Advertisement Object), |
5 Ack, Bad FCS
5 Ack, Bad FCS
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
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»
'93095308 95988 TSSIRNIRIIRIIASTY (2

FRRRERRRRRRRRRRRRLALEIRIL LR *

IR RS S RNy < 1.7.2 (SVN Rev 42506 from /trunk)]

File Edit View Go Capture Analyze Statistics Telephony Tools

wdxxCcE Q

e

Filter: ‘

Source
0x0078

No. Time

1 0.000000000
2 3.253408000
3 3.253952000

4 13.642912000 fe80::212:

5 13.643456000

6 24.023584000 feso::212:
7 24.024128000
8 25.457824000 |::ff:fe00:
9 25.458368000
10 25.479296000 [1:ff:fe00:

11 25.479840000

12 34.462976000 fego::212:

13 34.463520000

14 45.451072000 fe80::212:

15 45.451616000

16 56.289696000 fe80::212:
17 56.290240000
18 64.688096000 ::ff:fee0:
19 64.688640000
20 64.707744000 |::ff:fe00:

21 64.708288000

22 66. 698080000 fe80::212:6045:50cc: 16h4

feg0::212:

6d45:56cc:16b4  feg@::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:50cc:16b4  feso::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:58cc: 16b4 fego:: ff:fegd:1 ICMPVE
IEEE 802.15.
100 ::ff:fe0:3 COAP
IEEE 802.15.
3 ::ff:fe00:100 'COAP
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:fe00:1 ICMPVE
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
6d45:50cc: 16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
100 ::ff:feee:3 'COAP
IEEE 802.15.
3 |::ff:fe00:100 CoAP
IEEE 802.15.
fesn: : ff:fean:1 TCMPV6

Internals Help

LI A WEE]

“ - | Expression...

Destination
Bx0e00

Protocol

IEEE 802.

ol WMEX @

Length Info

35 Data, Dst: 0x8000, Src: 0x8078, Bad F(
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
39 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
41 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
37 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
39 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPI_Control (Destination Advertisement

> Frame 1: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface @
> IEEE 802.15.4 Data, Dst: ©x0000, Src: 0x0078, Bad FCS

» Data (24 bytes)

0000 41 88 01 34 12 @0 00 78 @0 3f 00 77 69 72 65 73
0010 68 61 72 6b 20 66 6f 6e 63 74 69 6T 6e 6e 65 20

0020 21 ab 00

@ File: "/tmp/wireshark_-_20140327...

E @ user@instant-contiki: ... m

Profile: Default

A..4...x .7.wires
hark fon ctionne
I..

SN

Time
1 0.000000000
55 3.253408000
55 0.000544000
56 10.388960000
56 0.000544000
57 10.380128000
57 ©.000544000
12 1.433696000
12 0.690544000
58 0.020928000
58 0.000544000
59 8.983136000
59 0.000544000
60 10.987552000
60 0.000544000
61 10.838080000
61 0.000544000
13 8.397856000
13 0.000544000
62 06.019104000
62 0.000544000
63/1.989792000
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OPPER FOR FIREFOX @

d CoAP pluggin to query CoAP nodes in an http-
like fashion

4 ii — I

=)

& Copper = Add-ons for Firefox « | &0 vs0infethzchvlipsum x | (6] tmote-sky1/light <| + | -
i‘/‘ (8] coap//vsO.int.ethz.ch/lipsum - & |2~ Google P B

3 ce7 [ post 9 put B DELeTE Paylosd  PUTme B observe (2 Discover
vs0.inf.ethz.ch:61616

[/.well-knowrv’core] [/"bulleun-board l/bullerin-board/PUTmeJ { Jlipsum | /temperature /time

Auto discovery

200 OK (Blockwise)

Header Value Option Value Info
Type Acknowledgment Content-Type text/plain 0

Code 200 OK Max-Age 2w 3 bytes)
TransiD 13545 Block 23 (64 B/block) 2 byte(s)

-

Cptions 3

Payload

e R L T e e . e

fermentum, lacus elementum venenatis aliquet, tortor risus laoreet sapien, a vulputate libero dolor ut odio. Vivamus
congue elementum fringills. Suspendisse porttitor, lectus sed gravida volutpat, dolor magna gravids masss, id
fermentum lectus mi quis erat. Suspendisse lacinia, libero in evismod bibendum, magna nisi tempus lacus, eu suscipit
augue nisi vel nulla, Praesent gravida lacus nec elit vestibulum sit amet rhoncus dui fringilla. Quisque diam lacus,
ullamcorper non consectetur vitae, pellentesque eget lectus. Vestibulum velit nulla, venenatis vel mattis at, scelerisque
nec mauris. Nulla facilisi. Mauris vel erat mi. Morbi et nulla nibh, vitae cursus eros. In convallis, magna egestas dictum
porttitor, diam magna sagittis nisi, rhoncus tincidunt liguls felis sed mauris. Pellentesque pulvinar ante id velit convallis
in porttitor justo imperdiet. Curabitur viverra placerat tincidunt. Vestibulum justo lacus, sollicitudin in facilisis vel
tempus nec erat. Duis varius viverra aliguet. In tempor varius elit vel pharetra. Sed mattis, guam in pulvinar
ullamcorper, est ipsum tempor dui, at fringilla magna sem in sapien. Phasellus sollicitudin orare sem, nec porta libero
tempus vitae. Maecenas posuere pulvinar dictum. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices
posuere cubilia Curae; Cras eros mauris, pulvinar tempor facilisis ut, condimentum in magna. Nullam eget ipsum sit
amet lacus massa nunc.<EOT>

m

V| Retransmissions

Debug options
Content-Type
41
Max-Age

Uri-Host
vhostvsQ.nf.ethz.ch

Location-Path

Uri-Path

Observe

Token
001CC
Block number
42

Uri-Query
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.,

Near real-time constraints,
large amount of data,
stream-like
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AETTEE . EAR-IT: AUDIO SURVEILLANCE IN
SERSMARTCITIES AND SMARTBUILDINGS

AUDIO DATA

118 118

SEE HTTP://WWW.EAR-IT.EU



MEEEE 802.15.4 IN ISM 2.4GHzZ

 Low-power radio in the 2.4GHz band offering 250kbps
throughput at physical layer

«  Power transmission from TmW to 100mW for range from
100m to about Tkm is LOS

- CSMA/CA (beacon &
non beacon)

« Used as physical layer o

in ZigBee o )g\ 5
g S L
3 1E4 ?a
-l R o \\

1E.7 \ X X\
1ES8 % Q
1E9

10 3 0 +5 +10 +16

Signal-to-Noise Ratio (SNR)
119
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COMMUNICATION
PERFORMANCES

d Application level performances depends on OS,
APIl, hardware architecture

d Usually much lower than radio performances!

O What are min.
latencies & max.

C. Pham, "Communication performance of low-

Throug h pU'I-‘2 resource sensor motes for data-intensive
. applications ", Proceedings of the IFIP Wireless
d For sendlng? Days International Conference (WD'2013),
2 For receiving? Valencia, Spain, November 2013.
d For reloying? C. Pham, "Communication performances of IEEE

802.15.4 wireless sensor motes for data-intensive
applications: a comparison of WaspMote, Arduino
MEGA, TelosB, MicaZ and iMote2 for image
surveillance”, Journal of Network and Computer
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014
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SENSOR’S HW&SW

LIBELIUM WASPMOTE

Microprocessor

Accelerometer
12C-UART Socket
es, o+ @

Optimized Libelium’s API

’a‘? 1 ¥ ~| _Battery Sockets
"= » el -

- 11
] -

i B o L) .."v 19 5 g

=9 TPt FEEA Tt i open !

/Solar socket \
Reset Button Crystal Oscillator "\ Switch OFF/ON

ARDUINO MEGA2560

DE DEEE &

ARDUINO-BASED IDE

UART—bgsed WITH C++-LIKE
CPNEHIOROEN | ANNGUAGE
micro-controller §

Default speed is §
usually 38400
bauds

Higher baud rate
are possible
but...

XBEE 802.15.4
121
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NET®
A,

)

8MHz Atmega128L
4kB SRAM, 128kB Flash
CC2420 radio

Radio module

PANPANA AAA

13-416MHz PXA271 s
Wireless MMX DSP - *Motes are programmed under the

§§ﬁﬂk§ SSSQXAM”MB l TinyOS or the Contiki operating system

CC2420 radio &lib

hundredth kbps AdvanticSys CM5000 & CM3000
TelosB-like mote

8Mhz MSP430F 1611
10K SRAM, 48K flash

iMoFeZ w?th IMB400 TelosB CC2420 radio
multimedia board
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\ 4

A

1 Tread
1. \ 4
relay
I Tpr‘ocessing

1

« Time in send() » is T2-T1

GENERATOR

Time resolution is millisecond

{ TRAFFIC J « Time between 2 pkt generation » is T0O-LO
Minimum data manipulation

void loop() {
TO;

LO=TO0; Measure the time
1 in various part of
send (buf); APl send ()
T2; when possible.

123



PREMLRRRRLERREREE

18

16

=
N

time in ms
(=Y
o

7.08

10

7.51

15

Time between 2 packet generation and time in send(), WaspMote

¥ time between 2 pkt generation ¥ time in send()

16.38
- 15.03 11
14.
13.83
1314 13.54 &
» 125 1255
1123 11
opy 1025 10.69
9.2 923 - 51103
8.18 374 988 4,
7‘ G
20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 S5 100

XBee payload in bytes
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I 4

NTERN
i & % OF @

ETH

Time between 2 packet generation and time in send(), WaspMote

W time between 2 pkt generation ¥ time in send()

16.38
i 15,03 1551
9303550995958 1354 1383 1434 k&
TREBERRRRLEEE T 125513.14 - " 3
122 47 3 - ___________________}
11:23-1149 d
ay1 1025 1069 B
Elo 92 923 1 5
< g %18 s |
E 8 708
- _
6 -
3
4
3
P
0

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

Time between 2 packet generation and time in send(), WaspMote

 time between 2 pkt generation & time in send()

40

sl Off-the-shelves
performances

w
o

N
(93]

time in ms
N
o

[any
(2}

10 -

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
XBee payload in bytes
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ENDING PERFORMANCES:

COMPARISON

| | 930359099 0ss8TsssvsRRAIRIOSTY (3

FRRRERRRRRRRRRRRRLALEIRIL LR *

Time between 2 packet generation and time in send(), WaspMote

& time between 2 pkt generation “time in send()

Time in send() and time between 2 packet generation
AdvanticSys TelosB

=0=time in send() =E=time in send(), fitted time between send() =**=time between send(), fitted

18
16.38
16 et l o 15,03 1551 30
- 249 253
14 1314 1354 B8 25 57234 23.4 238 232 216
122 1255 212 216 220,223 % e
209 21.
12 11.23 11.49 190 104 197 201 205 £ ot
2 10.25 1069 20 1186 19 =
%] e
£ 10 E
o — 17.4
E 8 o 15 15.9 163 167 1749 .
“ E 137 141 145 148 152 e
6 10
4
5
2
0 0 T T T T T T T T T T T T T T T T T T )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
XBee payload in bytes Payload in bytes
Time in send() and time between 2 packet generation Time in send() and time between 2 packet generation
Micaz iMote2
=0=time in send() =@=time in send(), fitted time between send() “**time between send(), fitted =0=time in send() =E=time in send(), fitted time between send() =*=time between send(), fitted
14 30
25.3 25.6
242 245 249
12 25 8231 235 23.8 f;-i_.,fi
203 206 21 - e
10 192 196 199 <% A 1 245
) » 20 TR 212 216 219
£ 8 £ L] 19.4 19.7 201 205 208 ’
£ £ 179 183 187 190 °%
o o 15 I
£ 6 £
= =
10 I
4
2 5 I

50 55 60 65 70 75

Payload in bytes

10 15 20 25 30 35 40 45 80 85

90 95 100

35 40 45 50 55 60 65 80 8 90 95 100

Payload in bytes

10 15 20 25 30 70 75
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MAXIMUM SENDING THROUGHPUT

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

Payload in bytes

XBee application level max sending throughput & realistic send overhead,
WaspMote
={=realistic send overhead  =¢=time in send() only
76190
80000 72464 72529
70000 — : >
59113
& 60000 -
-]
(= 4
& 50000 A6
40816
2 740000 /4 serse 47420 47904 49001 48840
o 40000 42618 44313
° 39344 41434
= 38294
£ 30000 35619
x . .
€ 20000 Maximum sending throughput
AdvanticSys TelosB & MicaZ
10000 - <
11299 caZ =@realistic throughput Micaz
Maximum sending throughput 0sB =¥=realistic throughput TelosB
Imote2 e
70588 /26°0
. - . 68418 M
=0=send() throughput iMote2 =Irealistic throughput iMote2 66131
35000
30000
e 50052 L aescc 36735 38063 393ﬁ
43924 32432 7774 -
é‘ 25000 509 27586 29268 30882 - -
c 086 N — AN
"g 20000 - y . 5eg7g 28122 29328 30498 31634
o 24272 25595
kS 22905
%D 15000 aqeq 18523 20033 21493
e
=
F 10000 T T T T T T T T T T )
5 50 55 60 65 70 75 80 85 90 95 100
5000 - Payload in bytes
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A\ 4

A

- v Tread

I Tpr‘ocessing
1

.rsend Trelay

At sender side, send as fast as possible
At receiver side, determine t, 4

4 ... And also compute the maximum receive
throughput per packet size

128



~ean FOR VARIOUS MOTES

=0=Read time, WaspMote

Read time

={I=Read time, Arduino

Sender throughput and receiver throughput
WaspMote & Arduino, 125000bps

=0=measured xbee max sending throughput 125000bps

60 —
i 50
50 — l 45 o Rev throughput, Arduino
41
a. 38 / ==Rcv throughput, WaspMote
= W
60000 47904 48840
£ 3 / 2 1030 42618 46276
g c 1290 35619
F 20 = #0000 26002 22069 22500 22857
s Teooo 18182 19200 20741
B oo 20000 - » — S E—
10 g E’E—E___E___H—E—E—E—E
0 E o 15308 13333 14118 14737 15610 16000 16000
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100
XBee payload in bytes XBee payload in bytes
Packet read time
Packet read time, TelosB =0=packet read time, iMote2 =I=Packet read time, MicaZ
10
8 8 8
8 7 7 7 _—
» 6 6
E 6 5 5 5
= 4 4
o
€ 4
= 2
2 —
O T T T T T T T T T T T T T T T T T 1
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
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i ARERRRRRRLE

BRPRIRLRRRLRRRLE

RECEIVER THROUGHPUT

TR

Sender and receiver throughput
AdvanticSys TelosB and Micaz

sender throughput MicaZ =*=Rcv throughput MicaZ
=d=sender throughput TelosB=¢=Rcv throughput TelosB

Payload in bytes

80000
69424
67366
70000 o 6957 65217 .
c0000 1 ¢ cecq, 58168
é 50052 52890 60973 63928
£ 50000 s 5676628127
p 7100 40609 52623 535
2 40000 33406 v
Sender and receiver throughput
iMote2 31634
21493 22905 2472
={=sender throughput =0=Measured Rcv throughput sender MicaZ, iMote2 0033
60000 T T T T T T T T T 1
~ 51921 51819 52670
e 49801 49206 5053131187 155 60 65 70 75 80 85 90 95 100
50000 " 45029 45745 d in bytes
8 = 37816
& 40000 34797
£ 31189
5 28142
_2-30000
3
3 26458 27705
£ 20000 - g 23852 29175
= 12072 19633 21083
18136
7928 1290, 16590
10000 13340
og63 11632
6133 2031
0 4164 : : : : : : : : : : : : : : : : : )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
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RELAY PERFORMANCES

= A

- v Tread

I tprocessing
1

.rsend Trelay

d Relaying are usually done at application-level
(even OS level is considered app-level for the
mote)

d Relaying means:
d Read the packet in memory
d Send the packet to next hop
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XEAD TIME AND RELAY TIME

'sa19939. TISIRIIREIININST (2

Read time & processing w/relay time

=¥=Read time, WaspMote
“r~Read time, Arduino
120

100 -
80
60

Time inms

40
20 -

==WaspMote processing w/relay time

=»=Arduino processing w/relay time

Y

102 108 *

94

P l
.

0

XBee payload in bytes

Read time is quite independant from

the UART baud rate, but depends on
microcontroller frequency
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I li3a3ssessaasssssssssasnassaesy (50

IR LT S

EAD TIME AND RELAY TIME

Read time & processing w/relay time

=o=Read time, WaspMote ==WaspMote processing w/relay time

Read time, Arduino =»=Arduino processing w/relay time

120

100

108

102

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

E 80
£ 60
E 40
* 47 20 22 s 2 » F *
30 40 50 60 70 80 90 100
Packet read time & packet relay time oespavondinbes
AdvanticSys TelosB and MicaZ
=I=Packet relay time (th), TelosB =fr=Packet relay time (measured), TelosB
=>&=Packet relay time (th), Micaz ==Packet relay time (measured), MicaZ
=0=Packet read time, TelosB =0=Packet read time, MicaZ
276 28.0 28.3
30.0 255 259 26.2
25.0
19.6 19.9 203
220.0 157 16 : ﬂh - 219 225227 15
i > ' 05 500 20.7 20.6 e 137 136 142 145
o 15.0 e, T 174 111 11.4 116 119 122
£ 91 93 96 9.9 e 15.7
i: 100 70 - P oY 104 13.3 13.2 13.5 13.7
' ' 122 915 110 114 =
5.0 —~———
6.7 6.7 q 4 4 = - & ’4—4—4—4—4
O_O T T T T T T T T T T T T T T T T T T 1
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MAXIMUM EXPECTED
ROUGHPUT IN MULTI-HOP

Sender, receiver & relay throughput
WaspMote & Arduino, 125000bps

k) |
39353 0ssNrSIsTISIRRIRTIISRST (2

| L AREMRRRRRRRR R bR @

=o=measured xbee max sending throughput 125000bps
Rev throughput, Arduino
«@=Rcv throughput, WaspMote S l

«#=Rly throughput, Arduino @'

«*=Rly throughput, WaspMote

60000

47904 48840

50000

oy
o
o
8

30000

Throughput in bps

[
o
o
8

10000

6000 6364
R, — i v —

2024 4776 5333

20 30 40 50 60 70 80 90 100
XBee payload in bytes
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MAXIMUM EXPECTED
ROUGHPUT IN MULTI-HOP

Sender, receiver & relay throughput

IR LT S

Sender, receiver & relay throughput

WaspMote & Arduino, 125000bps

=#=measured xbee max sending throughput 125000bps

|M0te2 Rev throughput, Arduino
«@=Rcv throughput, WaspMote - l
| =@=sender throughput assiroughput, Arduino 0
=o=Measured Rcv throughput sender Micaz, iMote2 roughput, WaspMote
Relay throughput (th), iMote2
=>=Relay throughput (measured), iMote2 —
60000 49801492065192151819526705053151187
945745 .
5 50000 T A - ured), MicaZ
) 40000 . 37816
C
= J814,51188 ured), Telosb
2 30000 3833
{i ZOii:—‘;p“G”V e —
E 16393 = . - 26134
© 20000 P —aaana ow 23822 24080 25119 <7557 67366°9424 7368 7901 8372
c a 21557 22704 17 . 5970 6667
- 19906 20380 . 5333

F 10000 - 150ec 17315 18629

- r . a77e 5333 6000

= 8978

0 I 4227 5835 T 7647I T T T T T T T T T T T T T T 1 30 40 50 60 70 80 90 lm
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 |° XBee payload in bytes
Payload in bytes
= -
b0
3 30000
£
~ 20000
10000
0 T T T T T T T T T T T T T T T T T T 1
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
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VISUAL SURVEILLANCE

for situation-awareness

O (N B S Sttty s @ O f <o

for remote, hard to access areas

d INFRASTRUCTURES, PIPELINES,...
d LEAKAGES, CRACKS,...
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ARDUINO + uCAMII
128X128 IMAGES

XBee 802.15.4 module, Green led,

connected to UARTZ2 at indicates

125000 bauds that uCam
is ready

Can be
controlled
wirelessly to
capture, take
reference image,

Q\
Red led,

indicates that s
' uCam is '
taking picture
and encoding

is undergoing [

uCamII configured
for RAW 128x128
8-bit/pixel gray

scale /'

compare image,
transmit image,
define packet
size, image
quality factor,...

uCamII camera, connected

Ardui board, ATO1SAM3X8
rduino Due board, AT9 X8E to UARTI at 115200 bauds

at 84MHz, 96KB SRAM, 512KB flash s
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Q=100; 9768b(1.7) Q=90; 5125b(3.2) Q=80; 3729b(4.4)
raw 16384b 158 pkts PSNR=51.344 70 pkts PSNR=29.414 48 pkts PSNR=28.866

-

|7 rvsssassaassssssassannansinar O
LAREMBRRRLRRR PR ERLRRIRIR LR

ADJUSTABLE

IMAGE QUALITY = h . -

FACTOR Q Q=70; 2957b(5.5) Q=60; 2552b(6.4) Q=50; 2265b(7.2) Q=40; 2024b(8.1)
37 pkts PSNR=28.477 32 pkts PSNR=28.024 28 pkts PSNR=27.912 25 pkts PSNR=27. 423

Q=30; 1735b(9.5) Q=20; 1366b(12) Q=10; 911b(18) Q=5; 576b(28.4)
21 pkts PSNR=26.933 17 pkts PSNR=26. 038 11 pkts PSNR=25. 283 7 pkts PSNR=23.507




£ ROBUST TO PACKET LOSSES,
. OUT OF ORDER RECEPTION

[ =

CRAN laboratory for the optimized image

Scientific cooperation with V. Lecuire from
encoding algorithm
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TRANSMISSION TIME

raw 16384b

Q=20; 1366b(12)
17 pkts PSNR=26.038
|

250kbps: 0.524s

163pkt of 100bytes:
163*0.0115=1.87s

Relay overhead:
163*0.0157=2.55s

250kbps: 0.043s

17pkt of 95bytes:
17*0.0115=0.195s

Relay overhead:
76*0.0157=0.266s

Time in send() and time between 2 packet generation
MicaZ
=0=time in send() =@=time in send(), fitted time between send() “**time between send(), fitted
14
o113 115
12 103 106 10840
96 98 101
10 93
105 107
" 99 102
E g
£
: I
£ 6 7 -
= 6o 63 65 °F
4 |
) |
0 - - - - - - - - - - - - - - - - - - )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100
Payload in bytes
Packet read time & packet relay time
AdvanticSys TelosB and MicaZ
=I=Packet relay time (th), TelosB =f==Packet relay time (measured), TelosB
=>e=pPacket relay time (th), Micaz =¥=Packet relay time (measured), MicaZ
=0=packet read time, TelosB =O=packet read time, MicaZ
28.0.28.3
30.0 26 8045 @,
25.0 5 =
19.6 19_.9 203
«n 20.0 A — 225227 ‘
g 21.9 .
c 200 207 20.6 134 137 139 142 145 |
o 15.0 7 17.4 111 114 116 119 122
£ 91 93 96 99
=

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
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(BUTTRTRTITRT SRR RTTTERRD S O

N R A B C=D-B D E=R+D F
number
of| reading encode + cycle rcv
Quality [size in bytes | packets time transmis- pkt 4| time, with [ time at
Factor |(compression (with from|| encode|encode 4[| sion time| transmis4| transmis- the
Q ratio) MSS=90) ucam time| pkt time ||(deduced)| sion time sion sink
90 5125 (3.2) 70 1512 512 782 539 1321 2833 799
80 3729 (4.4) 48 1512 511 704 384 1088 2600 599
70 2957 (5.5) 37 1512 519 686 304 990 2502 447
60 2552 (6.4) 32 1512 509 662 263 925 2437 390
50 2265 (7.2) 28 1512 500 646 233 879 2391 349
40 2024 (8.1) 25 1512 516 657 207 864 2376 317
30 1735 (9.5) 21 1512 516 649 177 826 2338 278
20 1366 (12) 17 1512 518 638 140 778 2290 231
10 911 (18) 11 1512 516 628 93 721 2233 177
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AGE CHANGE DETECTION

Sends image to gateway on
intrusion detection

[ 2 i -

Real-time synchronization
with your smartphone
through cloud applications,
e.g. DropBox

mi_Bouygues 17:25 92 % (mm}p

cran-encoping UCAM +

H tmp_1-128x128...P16-S1253.bmp
17,1Ko 25 déc. 2014 17:20

. tmp_1-128x128-test.omp.Q50.dat
3,8Ko 25 déc. 2014 17:20

H tmp_2-128x128...P17-S1298.bmp
17,1Ko 25 déc. 2014 17:23

. tmp_2-128x128-test.omp.Q50.dat
4,0Ko 25 déc. 2014 17:23

tmp_3-128x128...P29-S2234.bmp
) 17,1Ko 25 déc. 2014 17:24

. tmp_3-128x128-test.omp.Q50.dat
6,9Ko 25 déc. 2014 17:24

H tmp_4-128x128...P16-S1279.bmp
17,1Ko 25 déc. 2014 17:25

T E x @
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%QQ' 38

THANTERNE

AL P~ OF @4 &

DUT-OF-THE-BOX SURVEILLANCE

administrator@ubuntu: ~/Dropbox/WaspMote/Meshlium/XBeeSend/CRAN-ENCODING Bi=]E3
File Edit View Temminal Tabs Help

[administrator@ubuntu: ~/Dropbox/... ¥ \administmtor@ubuntu: ~/Dropbox/... 3¢ |administrator@ubuntu: ~/Dropbox/... 3¢

(4]
node index 1
kt 28(892251144 20.10 -> 6
P ( s -z ai.. Bouygues < 17:25
node index 1
pkt 29(909583368 17.33ms -> @ CRAN-ENCODING UCAM +
node index 1
pkt 30(917948300 8.36ms -> @
ode index 1 tmp_1-128x128...P16-S1253.bmp
31(933400927 15.45ms -> 0 \ 17.1Ko 25 ¢ 3. 2014 17:2
nodp index 1
pkt} 32(950175958 16.78ms -> @ tmp_1-128x128-test.omp.Q50.dat
nodp index 1 , KO0 20 c. 2014 17:2
pkt} 33(970204195 20.03ms -> @
§ =
nodk index 1 i=m tmp_2-128x128...P17-S1298.bmp
pkt} 34(982908742 12.76ms -> @ 1 1Ko 14 1
nodf index 1
pkill35(996383357 7.47ws -> o tmp_2-128x128-test.bmp.Q50.dat
nodk index 1 1.0K( ) . 1417:
pkt} 36(12907483 22.52ms -> 0
nodk index 1 F. tmp_3-128x128...P29-S2234.bmp
pkt} 37(30449218 17.54ms -> 09 E T- PR 1A 4 .
4 =4 17,7Ko ¢
nodp index 1
pkt} 38(40453662 10.00ms -> Osf
tmp_3-128x128-test.omp.Q50.dat
nodg index 1 QK . . 4 1
pkt 39(60885916 20.43ms -> Osf 59 : oo
nodk index 1 -
o o rensios2 9.50ms > 059 mu tmp_4-128x128...P16-S1279.bmp
| 17,1Ko > d 14 1 o
nodp index 1 =
pkt} 41(90828305 20.15ms -> 0
nodp index 1
pkt}42(101168174 10.34ms -> 1
nodf index 1
pkt} 43(108603421 7.44ms -> 0s622.57ms), node ©x0002 camid 1 Q 50, SN 18 write 45 bytes
Caught signal 34 for timer ID ©0x09cfee60
node index 1
Start display img from node ©x0002 camid 1 index 1 4s1.35ms
Thread for node 0x0002 camid 1 created successfully
rcv pkt: 43
Quality Factor is : 50
Opening file tmp 20-node#0002-cam#1-128x128-test.bmp-Q50.dat for display
Encoded file size is 3361, npkt is 43
;Pread for node 0x0002 camid 1 exited []

() v




USING LONG-RANGE
TRANSMISSION (LORA)

oQ »

OO0OU! ¢
?

)
| | sassssessysssevssusssnasinansy (50

|
| L AR R RLRR IR LR R @

SX1272 LoRa
connected on
SPI bus
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sme Pétrolier/de
che Appjiquée

Tests use Libelium
LoRa mode 4 in NLOS
conditions (many
buildings to go
through)

Using LoRa mode 1
can increase the
NLOS range to 1.8km!

Receiver and sender
are at 1.5m height.
Range greatly
increases with
elevation

) OIS e
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time in send() in ms for payload size of

LoRa 100 150 200 250
mode BW CR SF |40 bytes | 50 bytes | bytes Bytes Bytes Bytes
1 125 4/5 12 2389 2718 4356 5995 7634 9273
2 250 4/5 12 1320 1484 2304 3124 3944 4763

3 125 a/5 10 Q6K 991 1483 2016 2508 2041
4 500 4/5 12 786 868 1278 1688 2098 2509

5 250 475 10 559 621 867 1134 1381 T647
6 500 4/5 11 539 580 806 1032 1278 1504

7 250 4/5 9 426 457 601 745 899 1043

8 500 4/5 9 339 354 426 499 576 648

9 500 4/5 8 300 310 352 396 440 482
10 500 4/5 7 279 285 311 337 363 390

Q=20; 1366b(12)
Will generate 7
pkts using 250
max payload

j> 7+2.5 = 17.5s
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LR AND SHORT/MEDIUM-
RANGE INTEGRATION

LR radios have activity

\“ratioc\waints
{ 20kms \? é

'T‘

Multi-hop gateway
communications
can be addressed

-

-~ \
-7 \
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3 1
| ) 1
i ,"y) w2 1
- 1
e 0
. 1
L ] 3
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-
_ -
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WARNING
AUDIO

SURVEILLANCE
"IN PROGRESS

Survei”ance
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» il LUCEE
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From EAR-IT slides 150




SE OF COMPLEMENTARY
TECHNOLOGIES
|

www.ear-it.eu
|

Today's
Acoustic Sensmg
Technologies

— — Today's
audio-ready IoT
Technologies

« Less Capable  Powerful

« Low energy * Power greedy

* Cheaper to get * More costly

*  Much deployed * Fewer available

Combining the complementary Acoustic Sensing and

Internet-of-Things technologies of today for value
|

From EAR-IT slides 151 151
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www.hobnet-project.eu
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BED

MARTSANTANDER TEST-

smart city.
\.

SmartSantander aims at providing a European experimental test facility for the
research and experimentation of architectures, key enabling technologies,
services and applications for the Internet of Things (IoT) in the context of the

J

Alcatel-Lucent @

20.000 IoT devices

Smart Santander Highlights

UTargeting:
Researchers
End users
Service providers
QDuration
36 months
QConsortium
15 Organisations
8 EVU countries + AU
OBudget / Funding
8.6 M€ / 6 ME
UResources
746.2 PM

From EAR-IT slides
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- Carbon Monoxide — CO
- Carbon Dioxide — CO2
- Oxygen — 02

- Methane — CH4

- Hydrogen — H2

- Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H
- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

wasP
comunicaciones inaldmbricas distribuidas C r—-‘(—-] C:] _[—e

0 ATmegal28]
microconftroller

O 8Mhz, 4K RAM & 2G SD
card.

O 2.4GHz IEEE 802.15.4 XBee
O Libelium API vO31

Microprocessor Qe Events |

Accelerometer

- Pressure/Weight
- Bend

- Vibration

- Impact

- Hall Effect

- Tilt

ds?ﬁ

12C-UART Socket

« OTN 210w

- Temperature (+/-)

S . oy T an £ R BT - Liquid Presence
? /Solar socket - Liquid Level
Reset Button - GPS Socket

- Luminosity
- Presence (PIR)

7 T

155 - Stretch
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OW-RESOURCE IOT NODE TO
NHANCE ACOUSTIC SERVICES

k)
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&
PLAY/STORE RECEIVED ! e
AUDIO DATA




EVIEW OF DIGITAL AUDIO

Quantization

Amplitude .
Continous Discrete
Time
Analog signal Quantized signal
Continous w
analog filter / cm;pli Tdeal logical siog}nal
Sampled signal Digital signal
Discrete | ||| | =t b5y 5
i \ ‘ ~ ‘ ‘ x _________ < eod e
4 ;?
sampling Audio CD, CCD Computer

4

Only in this case can we associate
an integer value to the signal
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SAMPLING: SHANNON’S
THEOREM

Shannon’s theorem: Fe > 2 x Fmax(Signal)

Example : .
/ _| [;L"’l[:l L' =
Samples B i) P
NG & 5
Extrapolated PNE b d |
signal ? — 1 . 2 &N\ % &
? J‘._. T | Gy i\—’— e

An incorrectly sampled signal will not be
reconstituted

158



NARROW-BAND AUDIO

«  Sampling rate up to 8kHz

« | sample every 1/8000s (125us)
« Sample coded on 8 bits

* Raw throughput of é64kbps

« So-cdlled Pulse Code Modulation (PCM) used in
most wired telephony systems

*  With 4kHz sampling rate, can reduce to 32kbps

159 159



DIO STREAMING PRINCIPLE

Digital signal 160 8-bit samples (20ms)

SoLITd

J

Computer

packets

packets loss
generated \
\ i?:(;?::zl playout schedule
1 bor

playout schedule
p'-r

R ¥ 160



UCONTROLLER VS
MICROPROCESSOR

PF4 (ADCA/TCK)
PF6 (ADCE/TDO)
PF7 (ADCZ/TDI)

PF2 (ADC2)
I‘)

A

55 GNo

A0 {ADO)

E vce

51

_T_j] PA1{AD1)
3 PA2 (AD2)

@ PF3 (ADC3)
E,] PFS (ADCS/TMS)

@ AVCC

@ GND

Q AREF

@ PFO (ADCO)
@] PF1 (ADC1)
59

57

AIMEL

L' !

'S EFEEEREET.
B

A " ~ " 4 : -' r—
A [ '1EUA Y. 8 2 ¢ OCoB) PGS ﬁ PA3 (AD3
AL \RAKR €
16AU 0545 2 (RXDOPCINTB/PDI) PEO (47 | =2 (aDs
€ TXDO/FDO) PE1 NDEX CORNER E 545 (ADS
¢ {8
- XCKD/AIND) PE2 45 | PAS (ADS)
ke 44 | PA7 (AD7)
. * =1 w2 MM ee .0 e o eastas
A s r G2 (ALE)
Y TETTUTTTT SR L : =
ey ° 0 43 PC7? (A15
. ) AR R ERR R R D C")“““'la e
*» 0°%a ° 41 PCs (A4

. o ot ©
o200 0% se ' °
$3333333334030431

pARARARRRRRRRRRAS -

-

o0®

wuwu.libelium.com ©

Input voltage between 0 and
Vref (e.g. 3.3V). ADC usually
have 10-bit resolution:

©°

&

]
3
o
>
[

®
<
>
o
g
0
£

a
0
®

el
SoOgm

J
Q

w

B .
3
~
A
-
3

1014 is for 3.3V

a0
(To) PD? [3;

SDAIN
AXDIAN

OCOAIOCICACIN
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Electret mic with
amplifier on ADC
INput pin

Convert from 10-bit to

8-bit sample
8Khz sampling gives
64000bps

4Khz sampling gives
32000bps

100 8-bit samples (1l2.5ms or 25ms)

162
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Y-
dasp

AUX-SERIAL-1-TX
DICITALS |= =] GND AUX-SERIAL-1-RX | =
DIGITAL& |= =| DIGITALZ AUX-SERIAL-2-RX | =
pDIGITAL4 |= =| pIcITALS AUX-SERIAL-2-TX | =
DIGITAL2 |[= =| DIGITALZ RESERVED | =
Fet ol N ETTL - - n!r‘n’al 4 ) GND -
VCC on D2 ANALOGS | = =| ANALOGZ GND | =
ANALOG4 |= =| ANALOGS MUX_RX [=
AUDIO on A2 ANALOG2 |* | ANALOG3 MUX_TX | =
I SENSOR POWER [= =| ANNLOG1 SENSOR POWER | =
GND on GND GPS POMER |* ®| 5V SENSOR POLER s |
spa L=« scL oA L=
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#define TIMING SAMPLING 125 // 8000Hz D’ ‘1. | 8 l
#define CAPTURE_DURATION 15000000UL // in us 15s lg' a S|gna
#define SAMPLE COUNT CAPTURE CAPTURE DURATION/TIMING SAMPLING

void setup() {
Timerl.initialize(TIMING_SAMPLING); | | ] *4

<
[¢]
.
[}
Q
V.E

ter

of sound pressure level,

// write on UARTL Or any other way to put the sample into

Timerl.attachInterrupt(callback);

} 164 164



To what extend dlgltal
audio traffic can be
supported by low-
resource loT nodes?

PLAY/STORE RECEIVED I
AUDIO DATA

165 165



|OT NODE SENDING
PERFORMANCE

100 8-bit samples (12.5ms or 25ms) .

Time in send() and time between 2 packet generation
Libelium WaspMote

LIBELIUM WASPMOTE
~*=time in send(), 125000 <“~time in send(), fitted

time between send() “=time between send(), fitted

20 14,78

15,

13,75
11,68 12,72 14,27 1530
» 15 10,65 13,23 4
9.62 1117 1220 e

| 7,55 858 710,13 e

: 8,07 2120 it

10 703 T = 11,38

E maes - 938 10,38 !

5 8,37 ’
7,37

5,36 6,37

4,36
02,353'36"
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 9% 100
XBee payload in bytes

Al

No capture and ftransmission at the same time if using onlydpote ucontrqligy!



MAXIMUM APP. LEVEL
THROUGHPUT

k) it
39353 08sNeSIsTSSIRRIRTIISRST (2

| L AREMRRRRRRRR R bR @

Time in send() and time between 2 packet generation
Libelium WaspMote

~*~time in send(), 125000 -“~time in send(), fitted

time between send() “*time between send(), fitted

15,82

7

1375 " 16,33

g 12,72 1373,,, 1530
1323 %

, 1065 116
2013 1147

12,20

755 858

8,07 9,10

timeinms
=
o
~N
o
w

11,38
a3, 938 1038
o 6 137 %

w

53
336 436

0 235

015 20 25 30 35 40 45 XBee application level max sending throughput & realistic send overhead,
XBee
i WaspMote

=I=realistic send overhead = =0¢=time in send() only

70000
62500
60150 0170

60000

466

40000 40816
——

38294 39344

max throughput in bps
w B Ul
o o o
o o o
o o o
o o o
1

20000 -

10000 -

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
XBee payload in bytes




L MEEIRST SOLUTION: USE XBEE

UCONTROLLER

XBee 802.15.4 radio module has an embedded
uconftroller that can perform framing tasks

So called transparent mode or « serial
ine replacement » mode (APO)
Application provides payload,

e.g. « hello», and XBee fills-in

framing information

Limitation is no dynamic destination address

168 168



IBEE AND XBEE GATEWAYS

k) i
39353 08sNeSIsTSSIRRIRTIISRST (2

IR LT S

IEEE 802.15.4 MAC frame format

Octets: 0/5/6/10/

2 1 0/2 0/2/8 0/2 0/2/8 14 variable 2
Frame Sequence | Destination | Destination | Source Source | Auxiliary Frame FCS
Control | Number PAN Address PAN Address | Security Pavload

3 0013a200 Header -
| 3332 | oommoo | 3332 | 01ma0e HELLO
Addressing fields |
MHR MAC MFR
Payload

View as a

serial port

64-bit 0x0013A2004086D834 /dev/ttyUSBO
16-bit 0x0010
PANID 0x3332

Transparent mode
Or Serial line

replacement mode
00137200 0013A200Q
-- 3332 40722098 3332 4086D834

Some hardware give access to
Link-layer information

HELLO

HELLO
169



AMPLE WITH XBEE & XBEE
GwW APO

'sx139908 TISIRIRIAINIEST [

LAY

void loop() {
val = analogRead (ANALOG2) ; // read analogvalue
val8bit = ((val >> 2) ) ; // convert into 8 bit
// write on UART1, need an XBee module
// with AP mode 0

Y Can support up to 8kHz raw audio, but:

quickly saturates the radio medium,

XBee radio in APO m .e. one 100-byte frame every 12.5ms

Xbee GW

2/ only 1-hop communication

also in APO mode

Use python script to read serial port /dev/ttyUSBO

> python SerialToStdout | play --buffer 50 -t raw —r 8000 -u -1 —

170
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INTERNgTu

w SOLUTION: DEV. OF AUDIO
- BOARD

'HEI9SRISINISISTISIRIISRIININSY (2

« Use dedicated audio board for sampling/storing/

Advanticsys

Specially designed audio - ————
board by INRIA CAIRNS & dsPIC33 with 8kbps speex

Feichter Electronics real-time encoder

 Encoding scheme is Speex at 8kbps
« Designed for multi-platform motes
« Can be plugged to other boards (UART)

171



I 2 AUDIO BOARD PRINCIPLE

The audio board captures 160 bytes (20ms) of
raw audio and uses speex codec at 8kbps to
produce 20 bytes to encoded audio data

It sends the encoded audio data through an
UART line 1o the host micro-conftroller

The host micro-conftroller receives the encoded
data and sends them wirelessly to the next hop

The last hop is a base station that will forward
the encoded audio into a speex audio decoder

Output of the speex audio decoder is in raw
format that can be feed info a player (play)

172 172



SPEEX AT S8KBPS

160 8-bit samples (20ms)

20 bytes of encoded audio data

framing

0xXFF0x55

1 byte
Seq. No.
K// 25 or 21 bytes frame
1 byte /
pkt size 1 byte mpled framin
(21) # samples (20) speex sampledec wframing

173
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P1.7 can be

Advanticsys
g used to power

on/off the audio
board

DvCce
3[0..3)1<4¢ - 51 M (CUARTORX
GIO3 3 gg*«g TOTX
&o1 : e 1
i3 GO0 ? E? 3
57 P15
LED3 <K & P16 pm({ADC|0.7]
o LED2 & 9 e
Initial development on LEDt K———— |} HB—pes
) FLHOLD < o Bl B—zoes
AdvanticSys TelosB mote. FLes K— [ B o
- y o> 14 ] | |40 ADC3
Encoded audio data transferts MSPA20. TDO & 5] |8 Hl—ape—
are realized with UART (serial) vepao-s —12] 7| [4——ADC
] . MSP430_TCK << (SP4.3
communication so easy to UARTTRX _20_——19— _5_—:5—;;,;;3;?&“
12C SCL b By | B 47 CC \ref -
connect to other sensor boards. L T )
TTRs K—a - —gg—ff":: UserINT
P30 ':::,':i~,
< s 5 ovee
DF9BSISIV = |
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AUDIO BOARD ON
WASPMOTE

- : 2 ML ee oo o
2 e 8| ) VARAGRALRY o _ RO ‘

% h ]o
odpre

A L T A A AR A R A RN Y

SO Easnssnann
T

! Lu »

o0®

ote U109
uuu.libelltun.com e

)

-
o
-
-
-
-
K4
-
o I}

AUX-SERIAL-1-TX [¥]

T e ; AUX-SERIAL-1-RX [*

DIGITALS |* =| DIGITALZ AUX-SERIAL-2-RX | =

DIGITAL4 |= =| DICITALS AUX-SERIAL-2-TX |

DIGITAL2 |[= =| DIGITALZ RESERUVED | =

e m——— e = GO |-

TX on AUX-SERIAL-1-RX ANALOGS [* = ANALOGZ GND | =
ANALOG4 |= =| ANALOGS MUX_RX | =

(RX on AUX-SERIAL-1-TX) ANALOG2 |* ®| ANALOG3 MUX_TX | =
SENSOR POWER |= =| ANALOG1 SENSOR POWER | =

VCCon 5V = FUEEF* 5U SENSOR POLER acL |-
SpA L=l SCL apa | =

GND on GND -
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TOUVOOANTVWONONTOCRXS NIGTY
i NANNMOMMOOOMNMETT TS NN

ST 1] 1viIoxa JVIV?
TZ s

0Tvas [
6T DA  |odu
st fo=t | |

LT o umM b 0
9T2u 3
STeam H| 2 T ¥
yToa S

- =

D ONINGYVY MMM

TX on RX1 (pin 19)
(RX on TX1) (pin 18)

VCCon 5V

= GND on GND

]

N3-13S3¥

il

S
e

Miou:nnlll

-

.......

MEGA

AUDIO BOARD ON ARDUINO

c 5
D »
£ 3
z 5
O <
%m
o 2
Od

S
L. ©
S @
- D
o D
n =

with command /@C1#

193095999559558585 58988895 Re5T (5
| AR RRR LR LIR RRed
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AUDIO BOARD ON INTEL
GALILEO V2

k)
9095309 9NISSETISINIRNIUNIIST fg

IR LT S

TX on RX (pin 2)

(RX on TX) (pin 3)

VCCon 5V

GND on GNDe

(el

L—‘ )XG TAL( PWM~')

Q intol D Gallleo

30622 4%

DIMPM

e 0%

S o ‘ L Yo s, i : L{ ‘ ‘:’il=
Set on FORCE ON, then b ST Pt L ot Egma
trigger audio transmission N ] >
with command /@C1# Needs Intel Galileo Gen 2

in order to have



SUMMARY OF AUDIO
CONSTRAINTS

 Codec Minimum sending rate
Raw
4KHz 100 bytes every 25ms
8KHz 100 bytes every 12.5ms

Speex 8000bps
Al
A2
A3
A4

24 bytes every 20ms
48 bytes every 40ms
72 bytes every 60ms
96 bytes every80ms
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|OT NODE SENDING
PERFORMANCE

25 bytes every 20ms

Time in send() and time between 2 packet generation
Libelium WaspMote

“*~time in send(), 125000 =““~time in send(), fitted

LIBELIUM WASPMOTE ~time between send() “=time between send(), fitted

timeinms
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|OT NODE SENDING
PERFORMANCE

& ok
'93095309NISSSTISIRIISRIINIASY (2

FRRRRRRRRLRLRRRIRLALEIRIL LR LR,

Time in send() and time between 2 packet generation
AdvanticSys TelosB

“O=time in send() “@=time in send(), fitted ““*“time between send() “**time between send(), fitted

| A 234 238 24,2 24,6 249 25',3
p -
& time between 2 packet generation @ Time in send()

—Linéaire (time between 2 packet generation) — Linéaire (Time in send()) M
45 18,9 19,2 196 200 '

{3 167 741 178 181 185
5 f6.3 X ;

30

Time in send() & time between 2 packet generation

NN
(=T ]

Time in ms

45\, 50 5 60 65 70 75 80 85 90 95 100

0 20 40 @ 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380 PaVload in bytes
Packet number, size starts at 10 bytes and increases every 20 pkts by 5 bytes

Better with A2 agregation
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MULTI-HOP AUDIO
CONSTRAINTS

Throughput comparison WaspMote, light Libelium API

ughput, back to-back J8hput, without pkt drop ~Receiver w/relay throughput

15222

11111

6207
5926
105 $4%0

4498

0 2 50 6 7 80 % 100
X8ee payload in bytes

iver & relay throughput

\ 4

A

t | 1 v Tr‘ead
relay
1.
1
e L

processing

PLAY/STORE RECEIVED
AUDIO DATA
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. SANTANDER’S LIMITATIONS

Pk 7
I lllllllllllllllllllllllllllllll H
IRRLUTE TTTTERTT LT PG

Read time & processing w/relay time

=®=Read time, WaspMote =“=WaspMote processing w/relay time

XBee payload in bytes

SmartSantander’s loT node uses 38400 Needs to discard audio frame

baud rate for communication between at the source to increase the
XBee radio and host ucontroller time window 182




PEEX AT S8KBPS ON SLOW
RELAY NODES

160 bytes (20ms)

20 bytes of encoded audio data

Add framing
bytes
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CONCLUSIONS

d Internet of Things, like Wireless Sensor Networks
are the foundation of pervasive surveillance
infrastructures

d Connecting them, collecting data and providing
seamless internet connectivity is challenging but
many standards have emerged

d Going beyong « simple » data to multimedia is
still challenging on these low-resource platforms
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