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! WIRELESS AUTONOMOUS
i SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION /’V\
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J ADDED COMMUNICATION
0J ACTIVE COMMUNICATION
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CONTROL, OPTIMIZE &
INSTRUMENT !

PERVASIVE SYSTEMS

_

PEOPLES, INFRASTRUCTURES,
BUILDINGS VEHICULES
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SMART CITIES
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i : Smart Road
Libelium Smart World
Electromagnetic Levels

unexpected events Like acodents or
teathic jorms

Detect iPhone and Androd 5 and ir Measurement cf the energy radiated

general any device whach works with Wili or by cell statons and and WiF: routers.

Air Pollution

Smart Lighting
o3 ot and weather adaptive lighting
n street Lghts.

Intelligent Shopping

Traffic Congestion

of vehicles and pedestran
7 driving and walking

g adwces n the pont of sale
predecances,
ents for them

Noise Urban Maps
und monitoring n bar areas and
cenine zones in real ime

gns monitoring in high per
centers and helds
Structural Health

orng of wibrations and matenial co
Idings, beidges and hiszorcal my

Water Leakages

Vehicle Auto-diagnosis
nformation ccliection from CanBus to
send real time alarms to emargencies
or prowde advice 10 drvers.

Item Location

dual tems in big surfaces
Lie warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses _
ng of viteaticas openngs Study of water su yin rvers ard the Selectve irngation in dry zon to . .\N
o ain maintenance for inGarance purpoves. - 543 for fauna and eligibilty for drinkasle racce the weter resources required in libelium
e the green www.libelium.com

HTTP://WWW.LIBELIUM.COM/TOP_50_IOT_SENSOR_APPLICATIONS_RANKING/#SHOW_INFOGRAPHIC ]
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REAL BUSINESS MODEL IN
SMARTCITIES

Libelium Smart World

Smartphones Detection

Forest Fire Detection
Wine Quality Enhancing
Offspring Care
Sportsmen Care

Structural Health

Quality of Shipment Conditions

Electromagnetic Levels.

Traffic Congestion

Water Quality

Waste Management

Smart Parking

Golf Courses

‘Smart Roads

Smart Lighting
Intelligent Shopping

Noise Urban Maps

Item Location

KEEP STREETS CLEAN

Products like the cellular communication
enabled Smart Belly trash use real-time
data collection and alerts to let municipal
services know when a bin needs to be
emptied. This information can drastically
reduce the number of pick-ups required,
and translates into fuel and financial
savings for communities service
departments. // Visit
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USE ELECTRICITY MORE
EFFICIENTLY

The SenseNET system uses battery-
powered clamp sensors to quickly measure
current on a line, calculate consumption
levels, and send that data to a hosted
application for analysis. Significant
financial and energy resources are saved
as the clamps can easily identify meter
tampering issues, general malfunctions,
and any installation issues in the system. //
Visit

http://www.postscapes.com/internet-of-things-examples/

STOP DRIVING IN CIRCLES

With the use of installed sensors, mobile
apps, and real-time web applications like
those provided in Streetline’s ParkSight
service, cities can optimize revenue,
parking space availability and enable
citizens to reduce their environmental
impact by helping them quickly find an
open spot for their cars. // Visit

LIGHT STREETS MORE
EFFECTIVELY

This smart lighting system from Echelon
allows a city to intelligently provide the right
level of lighting needed by time of day,
season, and weather conditions. Cities
have shown a reduction in street lighting
energy use by up to 30% using solutions
like this. // Visit

RECEIVE POLLUTION
WARNINGS

The DontFlushMe project by Leif Percifield
is an example that combines sensors
installed in Combined Sewer Overflows
(CSOs) with alerts to local residents so
they can avoid polluting local waterways
with raw sewage by not flushing their
toilets during overflow events. // Visit

SHARE YOUR FINDINGS

AirCasting is a platform for recording,
mapping, and sharing health and
environmental data using your
smartphone. Each AirCasting session lets
you capture real-world measurements
(Sound levels recorded by their phone
microphone; Temperature, humidity,
carbon monoxide (CO) and nitrogen
dioxide (NO2) gas concentrations), and
share it via the CrowdMap with your
community. // Visit
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HPL-Information & Quantum Systems Lab
Core Node Technologies

PG - Technology Development
Operations
MEMS and Node system integration

I EB Enterprise Servers,
Weather = Storage & Networking
Service - 22 Networking

Wil
Research™®
Oil and Gas w
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Securnity Service * Airline " EB Enterprise Servers.
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EB ES-Bestshore Application
Services

Data Visualzation

Software Platform

EB Enterprise Servers,
Storage & Networking
High performance computing
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house biosensor

head office

regional office

interactive installation  visualisation equipment b
PP wireless pollution sensor

webpage
t t y t many-t t y t y
bpage responds laptop ambient head and regional virtual environment wireless biosensor webpage, house and

house light level and office share sensor responds to connects to virtual environment
accelerometer data regional office and interactive respond to wireless
sensor readings wireless pollution insullation pollution sensor
shared with public sensor and viswalisation
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Connect to your world

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 16



PPORTUNITIES FOR TELCO
OPERATORS & MORE...

Transmission rate

Wil |
Roving Networks, a leading provider of
wireless solutions announced the RN-
XVee, its new ultra-low power, through
hole 802.11 b/g module that is drop in
compatible with existing 802.15.4
modules. 2011 i
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UMTS, HDPA, LTE, LTE-A
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The “Common” Cisco loT Platform Architecture General Functionality

ata Center Cloud ——
Application Hosting, Management Centralized Intelligence: ' i i i i i i —
CLOUD Computing

s ge T Opportunity for M2M

Multi-Service Edge = i ' am Field Area Network
3G/4G/LTE/WiFi/Ethernet/PLC = ﬂ
Contral
=]

Sensing
s J
= A 20 m 1 Km 10 Km
Embedded Systems and Sensors Smart Things Network jn SmartCities”
Smart and less smart things, vehicles,
machines, Wired or Wireless W
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1 to 30 sensor nodes per
cluster

* 2.GAMA v1.1 Alpha
Flo £t

2BidpJiQiomH
(] Parameters of BPH_model 2B

General

W sonomophong [0 3 () ()

Gateway can
st interconnect clusters

Ifomaton <> Source | [ Species efresh every 1 ..

Communication needs:

Sensor <-> Sensor
Sensor <-> Gateways
Gateways <-> Internet

SOURCE JEAI DREAM, U. CAN THO ] 8§
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Only issue is to process
data, and... apaseramaron e

...cost & energy
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MAC & Routing issues, well-
known to WSN community
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Organization

IPv6 Programmability
Inter-operability "B Energy saving
Interactions (all kind) Scheduling

Semantic, Ontology Efficient MAC, routing
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IP NEED IP ADDRESSES!

dI1IPv4 HAS NO MORE ADDRESSES!

dIPVG GIVES PLENTY OF ADDRESSES
0128BIT ADDRESS=16BYTES!
d 6LOWPAN ADAPTS IPVG TO

RESOURCE-CONSTRAINED DEVICES
0 COMPRESSED IPv6 HEADER

Traffic Class Flow Label

IEEE 802.15.4 Frame Format
.

|D_p3n|_ __ DstEUID 64 | [span] Src EUID 64

Network Header  Application Data

BE
IETF 6LoWPAN Format o

Dispatch: Compressed IPv6
HC1: Source & Dest Local, next hdr=UDP
IP: Hop limit

UDP: HC2+3-byte header (compressed)
40 bytes source port = P + 4 bits, p = 61616 (0xFOBO)
destination port = P + 4 bits




g THE BENEFIT OF IP
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Don’t reinvent the wheel!

RFC 768 UDP - User Datagram Protocol [1980] COAP

RFC 791 IPv4 - Internet Protocol [1981] . : .
RFC 792 ICMPV4 — Internet Control Message Protocol [1981] Constrained Apphcatlon
RFC 793 TCP - Transmission Control Protocol 1981

RFC 862 Echo Protocol E1983} Protocol

RFC 1101 DNS Encoding of Network Names and Other Types [1989]

RFC 1191 IPv4 Path MTU Discovery [1990]

RFC 1981 IPv6 Path MTU Discovery [1996]

RFC 2131 DHCPv4 - Dynamic Host Configuration Protocol [1997]

RFC 2375 IPv6 Multicast Address Assignments [1998] RP L

RFC 2460 IPv6 [1998] :

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT) [2000] Routmg Protocol for LLN
RFC 3068 An Anycast Prefix for 6to4 Relay Routers [2001]

RFC 3307 Allocation Guidelines for IPv6 Multicast Addresses [2002] LLN: Low power & Lossy
RFC 3315 DHCPv6 - Dynamic Host Configuration Protocol for IPvé [2003]

RFC 3484 Default Address Selection for IPvé [2003] Networks

RFC 3587 IPv6 Global Unicast Address Format [2003]

RFC 3819 Advice for Internet Subnetwork Designers [2004]

RFC 4007 IPv6 Scoped Address Architecture [2005]

RFC 4193 Unique Local IPv6 Unicast Addresses 2005

RFC 4291 IPVE Addressing Architecture Ezoos} 6 LOWPa N

RFC 4443 ICMPvV6 - Internet Control Message Protocol for IPv6 [2006]

RFC 4861 Neighbor Discovery for IP version 6 [2007] 802 ’| 5 4

RFC 4944 Transmission of IPv6 Packets over IEEE 802.15.4 Networks [2007]

|ll

From ArchRock “6LowPan tutoria
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End-to-end IPv6 connectivity.

UDP or CoAP can be used to
transport sensor data in an
HTTP-like fashion




CoAP/6LowPan/IEEE 802.15.4
RPL routing

Client/User-
initiated scenario
(e.g. temp. sensor

to actuators

6LowPan

border router

112 106.575520000
113 106.576064000
114 106.576608000
.692576000
.080416000

18 6 8352000
119 116.608896000
120 116.292576000

122 116.5448
123 116.545344000
124 116.545888000
125 116.546432000

' fe80::212:6d45:56b7:6a0f

:212:6d45:50b7:7575

12001:620:607:5b10: :a

1:ff:fe00:28

126 121. ‘fe“: 121 )7:7e21
127 121.703168000
128 123. ‘fe“: 121 )7:7575
129 123.969024000
130 127. ‘fe“: 121 )7:69b3
131 127.658592000
132 127.344416000 ‘fm: :212:6d45:50b7:6a0f

| fe80::212:6d45:5026:34cc | ICMPV6

ff:fe00:28

2001:620:607:5b10: :a

| fe80: :212:6d45:5026:34cc

| fe80: :212:6d45:5026:34cc
| fe80::212:6d45:50b7:6a0f

| fe80::212:6d45:5026:34cc

IEEE 862.
IEEE 862.
| feB0::212:6d45:5026:34cc  ICMPVE

| ICMPVE

IEEE 802.

|ICMPVE

B
G &

o
&

o
&

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
94 BRI_Control (Destination Advertisement Object),
5'Ack, Bad FC!
60 Confirmable, GET, End of Bloc
5 Ack, Bad FCS

65 Acknowledgement, 2.05 Content, End of Blo
5 Ack, Bad FCS

D Advertisement Object), |
5 Ack, Bad FCS
5 Ack, Bad FCS
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),

27
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File Edit View Go Capture Analyze Statistics Telephony Tools

wdxxCcE Q
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Filter: ‘

Source
0x0078

No. Time

1 0.000000000
2 3.253408000
3 3.253952000
4 13.642912000
5 13.643456000
6 24.023584000
7 24.024128000

8 25.457824000 |::ff:fe00:
9 25.458368000
10 25.479296000 [1:ff:fe00:

11 25.479840000
12 34.462976000
13 34.463520000
14 45.451072000
15 45.451616000
16 56.289696000
17 56.290240000

18 64.688096000 ::ff:fee0:
19 64.688640000
20 64.707744000 |::ff:fe00:

21 64.708288000

22 66. 698080000 fe80::212:6045:50cc: 16h4

feg0::212:

fe80::212:

fe80::212:

fe80::212:

fe80::212:

fe80::212:

6d45:56cc:16b4  feg@::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:50cc:16b4  feso::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:58cc: 16b4 fego:: ff:fegd:1 ICMPVE
IEEE 802.15.
100 ::ff:fe0:3 COAP
IEEE 802.15.
3 ::ff:fe00:100 'COAP
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:fe00:1 ICMPVE
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
6d45:50cc: 16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
100 ::ff:feee:3 'COAP
IEEE 802.15.
3 |::ff:fe00:100 CoAP
IEEE 802.15.
fesn: : ff:fean:1 TCMPV6

Internals Help

LI A WEE]

“ - | Expression...

Destination
Bx0e00

Protocol

IEEE 802.

ol WMEX @

Length Info

35 Data, Dst: 0x8000, Src: 0x8078, Bad F(
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
39 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
41 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
37 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
39 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPI_Control (Destination Advertisement

> Frame 1: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface @
> IEEE 802.15.4 Data, Dst: ©x0000, Src: 0x0078, Bad FCS

» Data (24 bytes)

0000 41 88 01 34 12 @0 00 78 @0 3f 00 77 69 72 65 73
63 74 69 6f 6e 6e 65 20

0010 68 61 72 6b 20 66 6T 6e
0020 21 ab 00

@ File: "/tmp/wireshark_-_20140327...

E @ user@instant-contiki: ... m

Profile: Default

A..4...x .7.wires
hark fon ctionne
I..

SN

Time
1 0.000000000
55 3.253408000
55 0.000544000
56 10.388960000
56 0.000544000
57 10.380128000
57 ©.000544000
12 1.433696000
12 0.690544000
58 0.020928000
58 0.000544000
59 8.983136000
59 0.000544000
60 10.987552000
60 0.000544000
61 10.838080000
61 0.000544000
13 8.397856000
13 0.000544000
62 06.019104000
62 0.000544000
63/1.989792000

ammm 28
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d COAP PLUGGIN TO QUERY COAP
NODES IN AN HTTP-LIKE FASHION

% Copper = Add-ons for Firefox luvso.inf.emuhnipsum x |h<_.]tmotz-skylllight x | + | >
- (&) coapv/vsDint.ethzch/lipsum - & |2~ Google Pl B
A
a GET |4 POST | PUT u DELETE Payload PUTme Observe U Discover Auto discovery [V Retransmissions
vs0.inf.ethz.ch:61616 Debug options
‘ /well-known/core l ‘ /bulletin-board | | /bulletin-board/PUTme | Jlipsum ftemperature Jtime Content-Type
‘ ' 41
200 OK (Blockwise)
Header Value Option Value info Elsg
Type Acknowledgment Content-Type text/plain 0 onset use e
Code 200 OK Max-Age 2w 3 byte(s) Uri-Host
TransiD 13545 Block 23 (64 B/block) 2 byte(s) *|  vhostvsQinf.ethz.ch

2

Options 3

Location-Path
Payload not set

S B S T S S I e e S, C T E e T SIS e

fermentum, lacus elementum venenatis aliquet, tortor risus laoreet sapien, a vulputate libero dolor ut odio. Vivamus i Uri-Path
congue elementum fringills. Suspendisse porttitor, lectus sed gravida volutpat, dolor magna gravids masss, id
fermentum lectus mi quis erat. Suspendisse lacinia, libero in evismod bibendum, magna nisi tempus lacus, eu suscipit
augue nisi vel nulla, Praesent gravida lacus nec elit vestibulum sit amet rhoncus dui fringilla. Quisque diam lacus,

ullamcorper non consectetur vitae, pellentesque eget lectus. Vestibulum velit nulla, venenatis vel mattis at, scelerisque 1
nec mauris. Nulla facilisi. Mauris vel erat mi. Morbi et nulla nibh, vitae cursus eros. In convallis, magna egestas dictum

Observe

Token
porttitor, diam magna sagittis nisi, rhoncus tincidunt ligula felis sed mauris. Pellentesque pulvinar ante id velit convallis OnO1CC
in porttitor justo imperdiet. Curabitur viverra placerat tincidunt. Vestibulum justo lacus, sollicitudin in facilisis vel = '
tempus nec erat. Duis varius viverra aliguet. In tempor varius elit vel pharetra. Sed mattis, guam in pulvinar Block number
ullamcorper, est ipsum tempor dui, at fringilla magna sem in sapien. Phasellus sollicitudin orare sem, nec porta libero 42
tempus vitae. Maecenas posuere pulvinar dictum. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices

osuere cubilia Curae; Cras eros mauris, pulvinar tempor facilisis ut, condimentum in magna. Nullam eget ipsum sit Uri-Query

amet lacus massa nunc.<EOT> > not set

29
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i WHAT DO YOU NEED?

CoAP _ _

Constrained Application > Need a CoAP implementation Tiny 0S

Protocol

RPL > Need an RPL implementation Contiki

Routing Protocol for LLN

LLN: Low power & Lossy Arduino

Networks (Telecom

Bretagne

6LowPan > Not difficult, just formatting of gne)

802.15.4 packets

30



CONCLUSIONS

d THE INTERNET-OF-THING IS BECOMING A

REALITY WITH HUGE MASS-MARKET
POTENTIAL

A LOT OF MONEY WILL BE INVESTED IN THESE
TECHNOLOGIES AND ELABORATED
PRODUCTS WILL BE AVAILABLE

IP PROTOCOLS ARE DE-FACTO STANDARD
AND EVERYTHING’S READY FOR FULL IOT IP
CONNECTIVITY

WSN WILL BECOME PART OF |IOT AND IP wWILL
MAKE THE INFRASTRUCTURE A LOT EASIER
TO DEPLOY AND MANAGE...

...THEN SCIENTISTS COULD FOCUS ON HOW
TO EXPLOIT THE DATA

31



