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A WIRELESS AUTONOMOUS
Jivd SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION ’V\

“Radio Transceiver




LARGE SCALE DEPLOYMENT
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4 « NATURALLY » WELL SUITED FOR
JiRL MONITORING/SURVEILLANCE




TX power Odbm: 17.4mA
P=IxV=174x3.3=57.42mW
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T | Baseline power consumption of
(S |Ghieon Products s CL2420 tF?; sensor board o
rom lexas instrumen 1 .
consumption: 18.8mA!
Parameter W e || e[| Condion kote Event capture consumption
Current Consumption, ' '
transmit mode: Event processing consumption
P =-25dBm 85 mA The output power is delivered
P =-15dBm 09 mA differentially to a 50 Q singled
P =-10dBm 1 mA ended load through a balun, see
P =-5dBm 14 mA also page 55.
P=0dBm 17.4 mA
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IMAGE QUALITY, DELIVERY
LATENCIES,...
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\ ACADEMIC VS INDUSTRIAL

N
=

Millions of sensors,
self-organizing, self-
configuring, with
QoS-based multi-
path routing,
mobility, and ...

50 sensors, STATIC deployment,
but need to have RELIABILITY,
GUARANTEED LATENCY for
monitoring and alerting. MUST
run for 3 YEARS. No fancy stuff!
CAN | HAVE IT?

* Placement constraints
« Lifetime constraints

From Peng Zeng & Qin Wang
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A4 ...AND CHEAP POWERFULL
Jig EMBEDDED SYSTEMS

CosT:
~40€

Z/Gadgeteer

oo

Arduino™ CUBLOC

beagle frbrized
board.org @ -
Beagleboard Raspberry Pi edded Artists
PMIC -~

USB < > Série/JATG

TPS65217

Entrée Alim.

usB
Host

Extension
PMIC

‘Il

Ethernet
3
=

BP Reset

0 '

Rl | DuinoMite
USsB —_

Client

CosT:
~80%€

MicroSD™ —— ¢

DDR2 256 MB AM3359 HUB USB  Leds
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~4  WHAT SIZE IS RIGHT FOR A
L TEST-BED?

d HAVE ENOUGH NODES FOR MULTI-
HOP SCENARIO
d10 HOPS IS ALREADY CHALLENGING!

dIF IT WORKS AT 10 HOPS, ADDING MORE
HOPS WILL MOST OF THE TIME SIMPLY ADD
LATENCY
d15 NODES CAN SUIT MOST OF
VALIDATION REQUIREMENTS

U BETTER HAVE DIVERSITY THAN
QUANTITY

U BETTER HAVE REAL DEPLOYMENT
ENVIRONMENT THAN EXPENSIVE, NON

REALISTIC TEST-BEDS 50
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REAL TEST-BED? NOT SO
DIFFICULT!

21
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REAL TEST-BED? NOT SO
M DIFFICULT!
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NOT SO

BED?
DIFFICULT!
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. WHAT IF | REALLY NEED
ML LARGE SCALE VALIDATION?

dIN WIRELESS NETWORKS, LOCALITY IS
AN IMPORTANT PROPERTY

dIN REALISTIC DEPLOYMENT THE
NEIGHBORHOOD SIZE IS LIMITED

J GET BACK TO SIMULATION WITH
REALISTIC MEASURES/PARAMETERS
FROM EXPERIMENTATIONS
J PROCESSING TIME
d MEMORY SIZE
d ENERGY CONSUMPTION
d TRANSMISSION RANGE IN LOS CONDITIONS

24
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WHAT IF | REALLY NEED REALISTIC
LARGE SCALE EXPERIMENTATIONS?

d DO YOU REALLY NEED IT?
JdWHY 15 NODES IS NOT ENOUGH?

dWHY REALISTIC SIMULATION IS NOT
ENOUGH?

dWHAT DO YOU WANT TO PROVE?
dWHAT DO YOU EXPECT?

dSELECT A REALISTIC TEST-BED!

25
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JINZ
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SMARTSANTANDER NODES
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ntetbgent and weather adaptive lighting
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Intelligent Shopping

tting adwces n the point of sale
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Forest Fire Detection

g of cobustion g

fons 1o defire aler

nd preemptiee

Distnbuted measurement of radabon levels "
i KRB power SIATCAS SUFEUNGAZS 10 Noise Urban Maps
generate leakage alerts.

Wine Quality Enhancing
Monitoning soil moisture and trunk diameter
ontrol the ameunt of sugar in
pes and grapevine health

und monitoring n bar areas and
ceninc z2ones in real time.

Offspring Care

Control of growing conditions of the cfepring in
arirnal farms to o evaval and health

Sportsmen Care
Vital signs monitoring in high performance
centers and helds.

Structural Health

Water Leakages
Oete ol bay ArCe CARGe tanks
and pressure vanabons slong pepes.

Vehicle Auto-diagnosis
Waste Management Infermation celiection frem CanBus
sand real ty larms to emaergenc
or prowde advice 10 drvers.

Detection of rubbush levels
1o opomae the t7ash collec

Smart Parking Item Location

dredual tems in big surfaces

Search ¢

Uke warehouses or har!

Montonng of parking spaces avalability
i the city

Quality of Shipment Conditions Water Quality Golf Courses

. XN
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Monitorng of fe A . CONtaIner openngs Study of water sutabdty in rivers and the Sel irngation in dry
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CONTROL, OPTIMIZE &
INSTRUMENT !

PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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I BEYOND SENSOR NETWORKS:
JIKZ COMMUNICATING OBJECTS!

J ADDED COMMUNICATION
0J ACTIVE COMMUNICATION
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A BUSINESS MODEL IN
JiL SMARTCITIES

Libelium Smart World

| Smartphones Detection Electromagnetic Levels Eveprrm
S s 1 KEEP STREETS CLEAN STOP DRIVING IN CIRCLES RECEIVE POLLUTION
Wine Quality Enhancing Products like the cellular communication With the use of installed sensors, mobile WARNINGS
i : ; enabled Smart Belly trash use real-time apps, and real-time web applications like The DontFlushMe project by Leif Percifield

e data collection and alerts to let municipal those provided in Streetline’s ParkSight is an example that combines sensors

S services know when a bin needs to be service, cities can optimize revenue, installed in Combined Sewer Overflows

S emptied. This information can drastically parking space availability and enable (CSOs) with alerts to local residents so
reduce the number of pick-ups required, citizens to reduce their environmental they can avoid polluting local waterways
and translates into fuel and financial impact by helping them quickly find an with raw sewage by not flushing their
savings for communities service open spot for their cars. // Visit toilets during overflow events. // Visit

Water Leakages

departments. // Visit

Vehicle Autt is
Waste Management SR

‘Smart Parking Item Location

Quality of Shipment Conditions Water Quality Golf Courses SR
o ; i e libelitm

USE ELECTRICITY MORE LIGHT STREETS MORE SHARE YOUR FINDINGS
EFFICIENTLY EFFECTIVELY AirCasting is a platform for recording,
The SenseNET system uses battery- This smart lighting system from Echelon mapping, and sharing health and
powered clamp sensors to quickly measure allows a city to intelligently provide the right environmental data using your

current on a line, calculate consumption level of lighting needed by time of day, smartphone. Each AirCasting session lets
levels, and send that data to a hosted season, and weather conditions. Cities you capture real-world measurements
application for analysis. Significant have shown a reduction in street lighting (Sound levels recorded by their phone
financial and energy resources are saved energy use by up to 30% using solutions microphone; Temperature, humidity,

as the clamps can easily identify meter like this. // Visit carbon monoxide (CO) and nitrogen
tampering issues, general malfunctions, dioxide (NO2) gas concentrations), and
and any installation issues in the system. / share it via the CrowdMap with your

Visit community. // Visit 3 3

http://www.postscapes.com/internet-of-things-examples/
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1 INTERNET OF THINGS: IOT

dIPv4d HAS NO MORE ADDRESSES!

4 IPVG GIVES PLENTY OF ADDRESSES
1128BIT ADDRESS=16BYTES!
d 6LOWPAN ADAPTS IPVG TO

RESOURCE-CONSTRAINED DEVICES
0 COMPRESSED IPv6 HEADER

Flow Label

IEEE 802.15.4 Frame Format

Payload Length

40 bytes

|D_Ra]n|_ __ DstEUID 64 | [span] Src EUID 64

BE
IETF 6LoWPAN Format o

Dispatch: Compressed IPv6
HC1: Source & Dest Local, next hdr=UDP

Network Header  Application Data

Hop limit
HC2+3-byte header (compressed)

source port = P + 4 bits, p = 61616 (OxFOBO)
destination port = P + 4 bits

35



Don’t reinvent the wheel!

RFC 768 UDP - User Datagram Protocol [1980] COAP

RFC 791 IPv4 - Internet Protocol [1981] . : .
RFC 792 ICMPV4 — Internet Control Message Protocol [1981] Constrained Apphcatlon
RFC 793 TCP - Transmission Control Protocol 1981

RFC 862 Echo Protocol E1983} Protocol

RFC 1101 DNS Encoding of Network Names and Other Types [1989]

RFC 1191 IPv4 Path MTU Discovery [1990]

RFC 1981 IPv6 Path MTU Discovery [1996]

RFC 2131 DHCPv4 - Dynamic Host Configuration Protocol [1997]

RFC 2375 IPv6 Multicast Address Assignments [1998] RP L

RFC 2460 IPv6 [1998] :

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT) [2000] Routmg Protocol for LLN
RFC 3068 An Anycast Prefix for 6to4 Relay Routers [2001]

RFC 3307 Allocation Guidelines for IPv6 Multicast Addresses [2002] LLN: Low power & Lossy
RFC 3315 DHCPv6 - Dynamic Host Configuration Protocol for IPvé [2003]

RFC 3484 Default Address Selection for IPvé [2003] Networks

RFC 3587 IPv6 Global Unicast Address Format [2003]

RFC 3819 Advice for Internet Subnetwork Designers [2004]

RFC 4007 IPv6 Scoped Address Architecture [2005]

RFC 4193 Unique Local IPv6 Unicast Addresses 2005

RFC 4291 IPVE Addressing Architecture Ezoos} 6 LOWPa N

RFC 4443 ICMPvV6 - Internet Control Message Protocol for IPv6 [2006]

RFC 4861 Neighbor Discovery for IP version 6 [2007] 802 ’| 5 4

RFC 4944 Transmission of IPv6 Packets over IEEE 802.15.4 Networks [2007]

|ll
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IP integration, WWW =

IPv6

Inter-operability
Interactions (all kind)
Semantic, Ontology
Data representation
Data logging
WebServices
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Organization
Programmability
Energy saving
Scheduling

Efficient MAC, routing
Congestion control
Data transmission
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WHO IS CONCERNED?
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SCENARIO

Intelligeré
Agent

© Getty Images ¥V

ensor Net
Send



4 FROM NETWORK ISSUES TO
JiZ BIG DATA ISSUES!

Activating

Intelligeré

. DAL LJQ teuigg;é 2|
iCloud Agent [ @

<, amazon

— jvating Dropbox webservices;
v‘ 4»6\«,. @
-ﬂ; _ General @ -~ E'rfobile'—!
i e S, Google [ mo.
i ‘ To: 43 Windows Azure
.‘"‘—; 4 —_—

© Getty Images ¥ ensor Net

s

40



YA CONTROL, OPTIMIZE &

&

iCloud

amazon
webservices'

PERVASIVE SYSTEMS

e

SENSING

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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HP CENSE

HPL-Information & Quantum Systems Lab
Core Node Technologles

PG - Technology Development
Operations
MEMS and Node system integration

I EB Enterprise Servers,
Weather ‘o L Storage & Networking
Service sige - T 1 Networking
Wildhfp
Researc
Oil and Gas w

Wiredess Carrier o

Security Service * Airline " EB Enterprise Servers.
Storage & Networking
Department of Data warehousing

Transportation w

Retailer

Information Consumers

EB ES-Bestshore Application
Services

Data Visualization

Software Platform

EB Enterprise Servers,
Storage & Networking
High performance computing

“- EB Enterprise Services

s Systems Integration
Service Delivery

-2

interactive installation  visualisation equipment

BIG ACTORS FOR BIG DATA

PACHUBE/COSM

house biosensor
v =

head office arduino microcontroller

regional office

A lptop i dess pollution sensor
webpage

t t Y t many-t t Y t Y
bpage responds laptop ambient head and regional virtual environment wireless biosensor webpage, house and
house light level and office share sensor responds to connects to virtual environment

accelerometer data regional office and interactive respond to wireless
sensor readings wireless pollution insallation pollution sensor
shared with public sensor and viswalisation

tosm

Connect to your world

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 479
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% OPPORTUNITIES FOR TELCO
Jiky OPERATORS & MORE...

1Transmission rate

Roving Networks, a leading provider of
wireless solutions announced the RN-

XVee, its new ultra-low power, through
hole 802.11 b/g module that is drop in

compatible with existing 802.15.4 o>
modules. 2011 { y} —-I

The “Common” Cisco loT Platform Architecture General Functionality

UMTS, HDPA, LTE, LTE-A

Centralized Intelligence: “ “ “ H “ n “ u )
CLOUD Computing — ‘//l

( o SE We T Opportunity for M2M

Multi-Service Edge =

| G
sl e €. 0 m 1 Km 10 Km

Embedder/ Systems and Sensors S e etk SmartCities”
Smart and less s

e mart things, vehicle




\ SUMMARY

=

i

NS

d MORE THAN A DECADE OF WIRELESS SENSOR
NETWORKS

U LOT'S OF NEEDS, LOT'S OF EXPECTATIONS

d SMARTCITIES ARE ONE OF THE ECONOMICALLY
VIABLE APP, MORE TO COME!

MODELS IMPLEMENTATION

SIMULATIONS

ANALYSIS

ANALYSIS SIMULATIONS
44



SOME CONTRIBUTIONS
« FROM THEORY TO
PRACTICE »

45
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T2i team

SEARCH & RESCUE,

Jikg SITUATION AWARENESS

St

-

©

Space Imaging 12/2 7.
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A EAR-IT: AUDIO SURVEILLANCE IN

M. SMARTCITIES AND SMARTBUILDINGS

SEE HTTP://WWW.EAR-IT.EU

47



MULTI-HOP PACKET
FORWARDING

Multi-hop is very costly (routing) and
generates lot’s of packet losses!

.i;" In data-intensive applications, a lot of packets will be transmitted,
U usually at high transmission rate!

o i

> 1 'y 1_ .
Tsend Tr‘elay| v rea
2

I Tpr'ocessing

1
T,

What level of performances can we expect?




///)\\V;\ MASS-MARKET SENSORS

COST:

8MHz Atmega1281
8kB SRAM, 128kB Flash

Xbee radio

LIBELIUM WASPMOTE

16MHz Atmega1281

8kB SRAM, 128kB Flash
Xbee radio

ARDUINO MEGA2560

49



LIBELIUM WASPMOTE

Microprocessor

Accelerometer

.%
<
38

X ore o " ol .2
oo e ;i Battery Sockets

mini-USB
T gt

4 . r;c |-
[Solar socket

Reset Button

!
(el HEB AN RS L

.
(2 RA=22 23
-

ARDUINO MEGA2560

SENSOR’S HW&SW

>E DEREER B8

ARDUINO-BASED IDE

SEVNEEEE N \\/|TH C++-LIKE
WNEROEN | ANGUAGE
micro-controller §

Default speed is
usually 38400
bauds

Higher baud rate
are possible
but...

XBEE 802.15.4
50
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T2i team

//A\\" « ACADEMIC » SENSORS

1Mote2

8MHz Atmega128L
4kB SRAM, 128kB Flash
CC2420 radio

13-416MHz PXA271 Xscale
Wireless MMX DSP

256kB SRAM, 32MB Flash,
32MB SDRAM

CC2420 radio

AdvanticSys CM5000 & CM3000
TelosB-like mote

8Mhz MSP430F1611
10K SRAM, 48K flash
TelosB CC2420 radio

1Mote2 with IMB400
multimedia board




Jikg
1Mote?2

13-416MHz PXA271 Xscale
Wireless MMX DSP

256kB SRAM, 32MB Flash,
32MB SDRAM

CC2420 radio

1Mote2 with IMB400
multimedia board

. « ACADEMIC » SENSORS

8MHz Atmega128L
4kB SRAM, 128kB Flash
CC2420 radio

Radio module
CC2420 is

connected
through SPI bus

SPI speed is in
the order of

several
hundredth kbps AdvanticSys CM5000 & CM3000

TelosB-like mote

Rt A
Y

8Mhz MSP430F 1611
10K SRAM, 48K flash

5
&

QO

TelosB CC2420 radio




LIUPPA |

% « ACADEMIC » SENSORS

J iMote2 <O
e 8MHz Atmega128L
=R R K, i 4kB SRAM. 128kB Flash
=420 radio

T Motes are programmed under the

13.416MHz Pxao7  1INYOS operating system & lib

Wireless MMX DSP
256kB SRAM, 32MB — For MicaZ and TelosB we use

32MB SDRAM S
CC2420 radio TKN154 communication stack

For iM
0 ot§2 vye use IEEE154 < CMS000 & CM3000
communication stack mote

8Mhz MsP430F1611
10K SRAM, 48K flash

1Mote2 with IMB400 TelosB CC2420 radio

multimedia board

53
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Y4 COMMUNICATION
ik PERFORMANCES

dJ APPLICATION LEVEL PERFORMANCES
DEPENDS ON OS, API, HARDWARE
ARCHITECTURE

dJd USUALLY MUCH LOWER THAN RADIO
PERFORMANCES

dWHAT ARE MINIMUM LATENCIES &
MAX. THROUGHPUT?

J FOR SENDING? C. Pham, "Communication performance of low-resource
O FOR RECEIVING? sensormotes for data-intensive applications ",

Proceedings of the IFIP Wireless Days International

J FOR RELAYING? Conference (WD'2013), Valencia, Spain, November 2013.
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A

1 Tread
1. \ 4
relay
I Tpr‘ocessing

1

—>

« Time in send() » is T2-T1

GENERATOR

Time resolution is millisecond

[ TRAFFIC J « Time between 2 pkt generation » is T0O-LO
Minimum data manipulation

void loop() {

TO;
LO=TO0; Measure the time
" in various part of

send (buf); APl send ()
T2; when possible.




SENDING PERFORMANCES

Time between 2 packet generation and time in send(), WaspMote

& time between 2 pkt generation ¥ time in send()

time in ms

60 65 70 75 80 85 90 95 100
XBee payload in bytes

20 25 30 35 40 45 50 55
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T2l team

time in ms

=
o

Time between 2 packet generation and time in send(), WaspMote

W time between 2 pkt generation M time in send()

o N B o ©

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

time in ms

Time between 2 packet generation and time in send(), WaspMote

 time between 2 pkt generation & time in send()

40

33.86

35.23

S Off-the-shelves

SN performances

6 6
iill
110001111
iiffiifiiiii
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90
XBee payload in bytes

95 100

57
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T2i team

Time between 2 packet generation and time in send(), WaspMote

SENDING PERFORMANCES:
COMPARISON

Time in send() and time between 2 packet generation

) ) o AdvanticSys TelosB
& time between 2 pkt generation W time in send()
18 =0=time in send() =E=time in send(), fitted time between send() =**=time between send(), fitted
16.38
16 mer l o 1503 1551 30
- 249 253
14 1314 1354 B8 25 s34 234 238 242 246 7
122 1255 216 22:0 223 227
11.49 197 201 205 209 212 <
12 1025 1069 123 50 1186 190 194 = :
£ 10 o293 2 Bsmes | g 0w AM
£ PSS 189 192 196
P £ 45 i 174 178 181 185
E 8 o - 163 167 /0
£ £ 152 156 159
6 [= 137 141 145 148
10 —
4
5 —
2
0 0 : : : : : : : : : : : : : : : : : : )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
XBee payload in bytes Payload in bytes
Time in send() and time between 2 packet generation Time in send() and time between 2 packet generation
Micaz iMote2
=0=time in send() =@=time in send(), fitted time between send() “**time between send(), fitted =0=time in send() =E=time in send(), fitted time between send() =*=time between send(), fitted
14 30
249 253 256
12 25 23.5 23.8 24.2 2 =
224 228 ;
213 217 221
20.3 20.6 21.0
10 192 196 199 % -
20 st o 916 219 223
") ") ) ) ) 204 205 208 212 -
£ 8 £ 187 19.0 19.4 19.7 .
£ £ 179 183 - L
o o 15
E 6 £
S &
10 I
4
2 5 I
0 ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ) 0 ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; ; )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes Payload in bytes

JO
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JINL

MAXIMUM SENDING THROUGHPUT

80000

70000

60000

30000

max throughput in bps
By w
o o
o o
o o
& o

20000

10000

XBee application level max sending throughput & realistic send overhead,
WaspMote

={=realistic send overhead  =¢=time in send() only

61750 62059

60150

47420 47904 49001 48840

313

1
33676 ‘
31220 A
28836
I 26002

10 15 20 25 30 35 40 45 50 55 60 65
XBee payload in bytes

70 75 80 85 90 95 100

59



MAXIMUM SENDING THROUGHPUT

XBee application level max sending throughput & realistic send overhead,
WaspMote

={=realistic send overhead  =¢=time in send() only

80000 72464 72529

70000 62500 61750
59113 60150
&

60000 -

= T
[=1 ={ LS - -

. m—uno 47904 49001 48840

L 44313
41434 42618

max throughput in bps
F
S o
o o
o o
& o

8294 39344
30000
20000 Maximum sending throughput
AdvanticSys TelosB & MicaZ
10000
o =0=send() throughput MicaZz =@=realistic throughput Micaz
10 15 20 25 30 35 40 45 50 55 60 send() throughput TelosB =>¢=realistic throughput TelosB
XBee payload in byte 80000 —osag 72650 74611
66131 58418 g0
70000
«» 60000
o
o
£ 50000
s 3811 L 3cacc 36735 38063 39344
240000 - 62— Sossy 32437 33922 —
2 30000 s 27586 29268
) b 4448 L S 0gg 24000 ﬁﬁ
5 33406
£ 434 17087 20084 26328 30498 31634
= 20000 = 2687828122
25322 24272 25595
20033 21493 2290
L 16961 18523
10000 - ] 13663 15344
11930
8257 ‘10128‘

0 395 76313 ‘ ‘ ‘
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

60



max throughput in bps

XBee application level max sending throughput & realistic send overhead,
WaspMote

={=realistic send overhead  =¢=time in send() only

MAXIMUM SENDING THROUGHPUT

80000 72464 72529
70000 62500
59113
60000
50000 V
40816
40000 / sey0e 47420 47904 49001 48840
40000 - 42618 24313
41434
38294 39344
30000
20000 Maximum sending throughput
AdvanticSys TelosB & MicaZ
10000 - <
11299 . g .
caZ =@realistic throughput Micaz
Maximum sending throughput osB =>¢=realistic throughput TelosB
Imote2 e
. - . 68418 7%
=0=send() throughput iMote2 =Irealistic throughput iMote2 66131
35000
30000
39344
e 50052 iy 3302235355 36735 38063 39344
43924
é‘ 25000 509 575 29268 30882 !
£ 20000 pss - Al 31634
‘é. . 2559526878 28122 29328 30498
2 51493 22905 24272
%D 15000 aqeq 18523 20033
e
=
= 10000 T T T T T T T T T T T )
5 50 55 60 65 70 75 80 85 90 95 100
5000 - Payload in bytes

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100

Payload in bytes
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RECEIVE PERFORMANCES

Tsend | Trelay]
2

A

VT

read

I Tpr‘ocessing
1

— 7]

I

J AT SENDER SIDE, SEND AS FAST AS

POSSIBLE

d AT RECEIVER SIDE, DETERMINE Teap

d... AND ALSO COMPUTE THE MAXIMUM
RECEIVE THROUGHPUT PER PACKET

SIZE

62
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Treap FOR VARIOUS MOTES

TE

Read time Sender throughput and receiver throughput
=0=Read time, WaspMote  =i=Read time, Arduino |: WaspMote & Ardumo’ 125000bps
60 — =o=measured xbee max sending throughput 125000bps
mer 50
50 & l 45 Rev throughput, Arduino
41
@. 38 ==Rcv throughput, WaspMote
E 40 34
io/o/ / «» 60000 47904 48840
c 46276
s 30 26 13 39344 42618
£ £ 40000 31220
c - 26002
20 3 19560 = ls132 19200 20741 22069 22500 22857
20000 - - — —
10 - 3 E’E—E—_H_-E_E_E_D_G
0 _E 0 | : : 12308 : 13333 : 14118 : 14737 : 15610 . 16000 . 16000 ,
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100
XBee payload in bytes XBee payload in bytes

Packet read time

Packet read time, TelosB =0=packet read time, iMote2 =I=Packet read time, MicaZ

Time in ms

0 T T T T T T T T T T T T T T T T T T 1

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

63
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M RECEIVER THROUGHPUT

Sender and receiver throughput
AdvanticSys TelosB and Micaz

sender throughput MicaZ =*=Rcv throughput MicaZ

==sender throughput TelosB=¢=Rcv throughput TelosB

63928

60973

5676628127
52623 53583

42448 43247

3 o M
34261
20897
31042 30498 31634
2 27586 P 28127 29328

24272 43922 26878
23405 -
20703 MBO?& 21493 22905
13 16961 18523
10000 W— 13668 1539
1 10128 11930
T

Throughput in bps

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

64
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=
7
4

RECEIVER THROUGHPUT

Sender and receiver throughput
AdvanticSys TelosB and Micaz

sender throughput MicaZ =*=Rcv throughput MicaZ
=d=sender throughput TelosB=¢=Rcv throughput TelosB

80000
69424
20000 1— - 67366
60625
cecq, 58168
a 60000 — 52890 63928
a 50052 s8127 60973
: 50000 56766
o 40609 52623 53583
3 37109
2 40000 33406

Throughput in bps

60000

50000

40000

30000

20000

10000 -

Sender and receiver throughput

={=sender throughput

iMote2

31634
26878 28122 29328 30498
24272 25595

. . 0033 21493 22903
=0=NMeasured Rcv throughput sender Micaz, iMote2

51921 51819 52670 (. 51187

49801 49206 55 60 65 70 75

d in bytes

45029 #2742

80 8 90 95 100

31236
28916 30092

27705
25175 26458

386572

22489

21083
12072 18136 19633
13340 14992 —
0863 11632
8031
.. 6133
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Payload in bytes
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RELAY PERFORMANCES

= 1 A 1_
d
Tsend Trelay e
I Tpr‘ocessing
2 1

d RELAYING ARE USUALLY DONE AT
APPLICATION-LEVEL (EVEN OS LEVEL
IS CONSIDERED APP-LEVEL FOR THE
MOTE)

J RELAYING MEANS:
O READ THE PACKET IN MEMORY
1 SEND THE PACKET TO NEXT HOP

66



READ TIME AND RELAY TIME

Read time & processing w/relay time

=¥=Read time, WaspMote ==WaspMote processing w/relay time

“»~Read time, Arduino =»=Arduino processing w/relay time

pCo

120 102 108 ’

94
1 88

80

60

Time inms

40

20 -

0

XBee payload in bytes

Read time is quite independant from

the UART baud rate, but depends on
microcontroller frequency

67
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\\&

=

READ TIME AND RELAY TIME

Read time & processing w/relay time

=o=Read time, WaspMote ==WaspMote processing w/relay time

Read time, Arduino =»=Arduino processing w/relay time

120

108

102
o (5]
- 75 8

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

E 80
£ 60
E 40
* 5, 22 2 2 7 7 F
’ 30 40 50 60 70 80 90 100
Packet read time & packet relay time oespavondinbes
AdvanticSys TelosB and MicaZ
=I=Packet relay time (th), TelosB =fr=Packet relay time (measured), TelosB
=>&=Packet relay time (th), Micaz ==Packet relay time (measured), MicaZ
=0=Packet read time, TelosB =0=Packet read time, MicaZ
30.0 Joo 259 262
25.0
n 20.0 : /.84 . 22,5227
E 15.7_16 00 207 206 *°
£ A ) 13.4 13.7 13.9
o 15.0 - 11¢ 119 122
£
F 10.0
5.0
0.0

68



READ TIME AND RELAY TIME

<=Packet relay time (th), TelosB
<=packet relay time (th), MicaZ

=0=Packet read time, TelosB

Packet read time & packet relay time I
AdvanticSys TelosB and MicaZz Q

~#==Packet relay time (measured), TelosB
==Packet relay time (measured), MicaZ

=O=Packet read time, MicaZ

280 283
e 255 259 262
238 281
25.0 . " :
263
196 199 203 e 5
» 20.0
£ 157 L o0 207 206 218 e
i e : 13.4 137 139 142 14
£ 2 111 114 116 119 12 -
£ 91 93 96 99 < s
) 5
o 110 22115 130 114
97 00 98
5.0 —s :
67 67
Iﬂ 222 4
0.0 ol

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Payload in bytes

Timeinms

Read time & processing w/relay time
=o=Read time, WaspMote =i=WaspMote processing w/relay time
Read time, Arduino =»=Arduino processing w/relay time

120 102 108
w o | S

- 75 8
80
60
40

35

20 32
17 20 22 d 7 2

10 20 30 40 50 60 70 80 90 100
XBee payload in bytes

Packet read time & packet relay time

==Packet relay time (th), iMote2
=0=packet read time, iMote2

iMote2

Packet relay time (measured), iMote2

35.0
29.9 303 306
300 27.5 27.8 28.2 28.5
247 251 254 258 26.1 595 29.9
250 2.3-22.6-23.0 23-3’_ ) 286 7
- ’ 20.6..20.9 ; A - 55, 262 26.4 26.
E 200 i 18.5 9-23.0 233 23.5 236 24.1 246 24.8 249 '
£ ’ '
()]
£ 150
[
10.0 s 5 s
5.0 5> 2 5 5 3 33 33 %14
: 1 1 1
0_0 ] ] ] ] ] ] ] ] ] ] ] ] ] ] 1

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Payload in bytes
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A4 MAXIMUM EXPECTED
iy THROUGHPUT IN MULTI-HOP

Sender, receiver & relay throughput
WaspMote & Arduino, 125000bps

=o=measured xbee max sending throughput 125000bps
Rev throughput, Arduino
«@=Rcv throughput, WaspMote S l

«#=Rly throughput, Arduino @v

«*=Rly throughput, WaspMote

60000

47904 48840

50000 46276

oy
o
o
8

30000

Throughput in bps

[
o
o
8

7901 8372 8511

10000 368

. - ' 6000 6364
azg 4776 5333
s

1509
10 20 30 40 50 60 70 80 90 100
XBee payload in bytes



Y MAXIMUM EXPECTED

M THROUGHPUT IN MULTI-HOP

Sender, receiver & relay throughput
WaspMote & Arduino, 125000bps

=o=measured xbee max sending throughput 125000bps

Rev throughput, Arduino
«=Rev throughput, WaspMote

alslroughput, Arduino

roughput, WaspMote

Sender, receiver & relay throughput
AdvanticSys TelosB and MicazZ

“¥=sender throughput, Micaz =O=Rcv throughput, Micaz

=0=Rcv throughput, TelosB Relay throughput (measured), MicaZ

=@=sender throughput, TelosB =»=Relay throughput (measured), Telosb
80000

a4

70000

<«

4776 5333 6000 6364

3934

8 60000
o

.£ 50000

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

30 40 S0
XBee payload in bytes

70

47904 48840

7001 8372 8511
6667 7368
5333 5970

7407

90 100

71
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MAXIMUM EXPECTED

Sender, receiver & relay throughput

THROUGHPUT IN MULTI-HOP

Sender, receiver & relay throughput
WaspMote & Arduino, 125000bps

=#=measured xbee max sending throughput 125000bps

iMote2 ,
Rev throughput, Arduino
«@=Rcv throughput, WaspMote - l
| «l=sender throughput aisiroughput, Arduino &
=o=Measured Rcv throughput sender Micaz, iMote2 roughput, WaspMote
Relay throughput (th), iMote2
=>=Relay throughput (measured), iMote2 s
60000 49801492065192151819526705053151187
945745 .
o 50000 ﬁﬁ’_/- — ured), MicaZ
o 40000 . 37816
c
= J814,51188 ured), Telosb
2 30000 3833
) ZOM
=] 26134
o 20000 p—" 22704 23822 24080 25119 > 6736669424 7263 7901 8372 8511
< — - — 19906 20380 21557 %333 5070 9987
[ i - coec 17315 18629 —
10000 5 o 13708 14575 % s a6 5333 6000
- 7647 8978
0 'Wﬁa5l T T T T T T T T T T T T T T T ] 30 40 50 60 70 80 90 100
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 |° XBee payload in bytes
Payload in bytes
= -
b0
3 30000
£
~ 20000
10000
0 T T T T T T T T T T T T T T T T T T 1
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
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EXAMPLE:
IMAGE TRANSMISSION

C. Pham, V. Lecuire, J.-M. Moureaux, "Performances of
Multi-Hops Image Transmissions on |IEEE 802.15.4 Wireless
Sensor Networks for Surveillance Applications”, Proceedings
of the 2013 IEEE WiMob, Lyon, October 7-9, 2013.
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A IMAGE QUALITY?
Jiy UNCOMPRESSED BMP

1617 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

ORIGINAL 320X320 1340 oUuT OF 1617 1303 OoUT OF 1617 674 OoUT OF 1617
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
BMP 102400 BYTES

MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4)

MINIMUM LATENCY = 6.46S

Cannot really use the
compressed version of

BMP using RLE.

921 0ouUT OF 1617 689 OouUT OF 1617 913 OUT OF 1617
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVF£



T2i team

4 IMAGE QUALITY?
Jikg STANDARD JPG

427 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

© OUT OF 12 IMAGES
COULD N ECODED

,».
-

ORIGINAL 320%X320 348 OUT OF 427 351 0UT OF 427 349 OoUT OF 1617
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED

JPG 27303 BYTES

MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4)

MINIMUM LATENCY =1.61S

8 OUT OF 12 IMAGES
COULD N ECODED

Encoding cost of
JPEG2000 is too high for

these devices.

258 OUT OF 427 270 OUT OF 427 269 OUT OF 427
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI‘OFS



IMPROVING IMAGE
ROBUSTNESS

302 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

R LI T - i

ORIGINAL 320X320 248 OUT OF 302 236 OUT OF 302 243 OUT OF 302
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
WSN SPECIFIC 17199 BYTES
MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4) T |.. |.. q

l

MINIMUM LATENCY =1.14s

Collaboration with CRAN
laboratory, Nancy, France,

for robust image encoding
techniques for WSN.

188 OUT OF 302 167 OUT OF 302 158 ouT OF 302
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI‘?’B
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JiKZ

DYNAMIC QUALITY FACTOR
128X128

Original BMP 16384b Q=50 5=4800b 63pkts

»

Q=40 S=4268b 56pkts Q=30 S=3604b 46pkis

’

-

PSNR

77



% DYNAMIC QUALITY FACTOR

JL

Original BMP 40000b

200X200

Q=50 S=11045b 142pkts Q=40 S=9701b 123pkts

Q=30 5=8100b 101pkts




250Kkbps: 1.28s

400pkt of 100bytes:

400%0.0115=4.6s

Relay overhead:

. 400°0.0157=6.28s

\ !

Q=20 5=6236b 76

250kbps: 0.199s

76pkt of 95bytes:
76*0.0113=0.858s

Relay overhead:
76*0.0145=1.102s

Time in send() and time between 2 packet generation

kts

MicaZ
=0=time in send() =@=time in send(), fitted time between send() “**time between send(), fitted
14
12 Mpa13 115
10
E g
£
Q
£ 6
=
4
2
0 - - - - - - - - - - - - - - - - - - )
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
Packet read time & packet relay time
AdvanticSys TelosB and MicaZ
=I=Packet relay time (th), TelosB =f==Packet relay time (measured), TelosB
=>e=pPacket relay time (th), Micaz =¥=Packet relay time (measured), MicaZ
=0=packet read time, TelosB =O=packet read time, MicaZ
30.0 27.6-28.0 283
e
25.0 9

Time in ms
o
(9]
o
!

19.6 19.9 203
yy A=A
20.0 20.7 20.6

219 222 4%

111

91 93 96 9.9

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

79
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Sk THIS AFTERNOON
M. MULTIMEDIA TRANSMISSION

&\

\

IMAGE DEMO

0x0013A20040762191

> XBeeSendCmd —A —addr 0013A20040762191 /@FjapanQ20.dat#I#
» XBeeSendCmd —A —addr 0013A20040762191 /@D0030

> XBeeSendCmd —A —addr 0030 /@D0060

» XBeeSendCmd —A —addr 0060 /@D0013A2004086D835

» XBeeSendCmd —A —addr 0013A20040762191 /@T90#

0x0030 REN l
0x0060 ~
N
~ N\
\\ \
Sso l 0x0013A2004086D835

> XBeeSendCmd —A —addr 0013A20040762191 /@D0070
> XBeeSendCmd —A —addr 0070 /@D0013A2004086D835
» XBeeSendCmd —A —addr 0013A20040762191 /@T90# 0x0070

XBeeReceive Unix tool
> XBeeReceive —I —0 20 japandisaster-200x200.bmp 23

Specially designed audio
board by INRIA CAIRNS &
Feichter Electronics

« Allows for multi-hop, encoded audio
streaming scenarios

the soundy of smouwt evwirorumenty
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T2i team

SOME LINKS

i

http://web.univ-pau.fr/~cpham/WSN-MODEL/tool-html/tools.html

Maltimedia transmission on Wireless Sensor Networks: image and audio

% Multimedia transmission on Wir.. | +

@ e univ-paufr/—<pham WSN-MODEL tool-himi tools hem

¢ | 8- cantao
vanticSys TelosB.

lay nodes are implemented using various seasor motes: Libelium WaspMote,
« sink node is a Linux-based machine with a USB gateway and an XBee module

Figure below show lay, sink) the 3 test-bed

A arromwin

e,
US S emar oaTewar

The general scenario is described the figure below. Source coept

. code for the Arduino souree node oo, an)

2. code for an

compile with g++ -Wno-write-strings -o XBeeSendCmd XBeeSendCmd.c

#0/1 enable/disable relay
0013A20040840028 ot the Gcbit dest. mac addr
00080 m the 16-bit dest. mac addr

i

130 transmit with iater pkt time of 130ms
50 set the pkt size for binary mode

Tdes0s.dat set the file name o desds.dat
0013A20040860828 set the 64-bit dest. mac addr
0080 set the 16-bit dest. mac addr

I or 8 set to image mode/set to binary mode

Al commands must be y i@
rated by « £ '

Examples: ,

€T130¢, /6Fiapan020.dat#is

you will need:

(SN) SN
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301000 FSEF %o o0 st uos(omo oy

ol fon s node
sl node(136) "%%%‘I
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il
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18520591 0301 800 RARET)

Fealy

= oide128)
o

1 sz??ﬁ?%@y
mf‘ﬂ 2% M _3.00(12:36.0)™"
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19996510 ﬂﬂm%ﬁm 0 03(0 mlm?‘ﬂ[ﬁm

uu)" 2 A 0y
mm?mww

nnue

OMNeT++/Tkenv - SN

-
whit @

e B

T=31.118598566965
Msgs created: 667040
imsecfsec: 0776365

Timer message, capture, capture, capture capture, capture, . capt

ure,
Timer message capties cadiire, cabture capture _ apture cibture raiire, eiliire Tiner message

Funring.
Msgs present: 1867
Evismsec: 150596
Timer message

Sec

SN.node[46] .Applicat ion

SN mde[46] Rﬂwlwatwn
SN.node[d6].Applicat ion

Fpplication
ication
lication
ication
Lication
Licat io
SN.node[46].Application
SN.node[d6] .Replicat ion
SN.node[46] .Application
SN.node[96] .Applicat ion

SN.node[148].Application

SN.node[148] .Applicat ion
SN.node[ 148] .Applicat jon
pert .coverage 99.8626%

SN.node[5].Aeplication

SN.node[5].Applicat ion
SN,node[6].1 npphcacmn

node(6: ication
Jcauon
ication
ication
ication
ication
ication
ication
lication

31.118698566965
L{ (31 118698566965

\z

SN.node[79] .Applicat ion
SN.node[79].Applicat ion

Sending [image] of size 288 butes to communication laue
Sending [image] of size 288 butes conmunicat ion laye
Sending [image) of size 288 butes communication lage
Sending [inage] of size 288 butes to communication lagc
Sending [image] of size 288 butes conmunicat ion laye
Sending [image] of size 288 bytes conmunication laye
Sending [image] of size 288 butes communication lage
Sending [image] of size 288 butes conmunication laye
Sending [image] of size 288 butes to communication laye
Sending [image] of size 288 butes to communication laye
Sending [image] of size 288 butes to communication laye
Sending [image] of size 288 butes conmunicat ion laye
Sending [image] of sxz: ZEB byLes conmunicat ion lage
Sending [image] of siz: conmunication lage
loce 46 --> REAL D’I%E(l) to r\ode 7

Node 96: INTRUSION SEEN

Node 148: INTRUSION SEEN

Sending [alert] of size 30 bytes
Node 148: INTRUSION SEEN
nb active nodes 100%

Nocde 5: INTRUSION SEEN

Sending [alert] of size 20 bytes
Node 6: INTRUSTON SEEN

Sending [alert] of size 30 bytes
Node 5’ INTRUSION SEEN

Nodl NTRUSION SEEN

Node 124 INTRUSION SEEN
Sending [alert] of‘ == 30 bytes to communication lauer
Node 5: INTRUSII

Nuda 24: INTRUSIUN iEN

Sending [alert] of size 30 bytes to communication lager
Node 63 INTRUSION SEEN

Node 79: WRITES IMAGE FILE(1) from node 10
Node 79: DISPLAY REAL IMAGE(1) from node 10

comnunicaticn layer

comnunicaticn layer

compunication layer

http://web.univ-pau.fr/~cpham/WSN-MODEL/wvsn-castalia.html
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