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WIRELESS SENSOR
NETWORK




WIRELESS AUTONOMOUS
SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
CO M M U N ICATI O N ,;\ “Radio Transceiver

Data Storage

Battery Power
Processory

\
— ’
Anatomy of a Sensor Node \ri.
——<Q—
PVQ Sensing Module



BERKELEY MOTES (CONTD.) ]

d EACH MOTE HAS TWO
SEPARATE BOARDS
0 A MAIN CPU BOARD
WITH RADIO
COMMUNICATION
CIRCUITRY
U A SECONDARY BOARD
WITH SENSING
CIRCUITRY
0 DECOUPLES SENSING
HARDWARE FROM
COMMUNICATION
HARDWARE

d ALLOWS FOR
CUSTOMIZATION
SINCE APPLICATION
SPECIFIC SENSOR
HARDWARE CAN BE
PLUGGED-ON TO THE
MAIN BOARD

Sensing boards 6



SUN SPOT
”VSU”

microsystems

PROCESSOR::
ARMO20T 18OMHZ
32-BIT

512K RAM & 4M
FLASH.

COMMUNICATION :
2.4GHZz, RADIO
CHIPSET: TI CC2420
(CHIPCON) — IEEE
802.15.4 COMPATIBLE

JAVA VIRTUAL SUNROOF
MACHINE (SQUAWK)

LIUPPA IS OFFICIAL SENEON
PARTNER

PROCESSOR
BOARD

BATTERY



libeliu

comunicaciones inaldmbricas distribuidas

d ATMEGAIZ28I]
MICROCONTROLLER

0 8KRAM & 1G SD
CARD.

d 2.4GHz IEEE
802.15.4
COMPATIBLE. RF AND
GSM/GPRS

Gases

- Carbon Monoxide — CO
- Carbon Dioxide — CO2
- Oxygen — 02

- Methane — CH4

- Hydrogen — H2

- Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H
- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

Microprocessor

Accelerometer

/Solar socket \
Reset Button Crystal Oscillator Switch OFF/ON

dsar?

‘e OTA 210

GPS Socket

Events

1 - Pressure/Weight

- Bend

- Vibration

- Impact

- Hall Effect

- Tiit

- Temperature (+/-)
- Liquid Presence
- Liquid Level

- Luminosity

- Presence (PIR)
- Stretch




WIRELESS VIDEO SENSORS (1)

Multimedia board




WIRELESS VIDEO SENSORS
(2)

(o Current Picture EWEE] °  cameracul  [_][T](X]|
| 58 e -
R TN . OPTIONS:
; > N L
Nage® e “ = " . |GrayscaleIvIQVGA(3201240)IVI
- . 'R 3
T S e P ONE-SHOT MODE:
o ~ R Capture
|
Save

NON-STOP MODE:

Play >>

Stop
1000
1050
1100
1150

| »

[« ]

Ll 1 1»]




SURVEILLANCE SCENARIO (1)

RANDOMLY
DEPLOYED VIDEO
SENSORS

NOT ONLY BARRIER
COVERAGE BUT
GENERAL INTRUSION
DETECTION

MOST OF THE TIME,
NETWORK IN SO-
CALLED HIBERNATE
MODE

MOST OF ACTIVE
SENSOR NODES IN
IDLE MODE WITH LOW
CAPTURE SPEED

SENTRY NODES WITH
HIGHER CAPTURE
SPEED TO QUICKLY
DETECT INTRUSIONS

@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

O IDLE NODE: NODE WITH LOW SPEED CAPTURE.
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SURVEILLANCE SCENARIO (2)

@® ALERTED NODE: NODE WITH HIGH SPEED CAPTURE

D :Tl\l?rggzlgi-ﬂslﬁ;l—:-\le (ALERT INTRUSION).
ALERT THE REST [ Rlcion oerconione ]
OF THE NETWORK '..' e o ° y

Q 1-HOP TO K-HOP oo ® 0 . ° o
ALERT oo’ o o oo 1°

@ o'®

0 NETWORK IN SO- . o o o o o .
CALLED ALERTED ® '; o
MODE e o °, S

0 CAPTURE SPEED oo 0% o * v °
MUST BE e ® ° r
INCREASED ® o o . ‘:’ o ©

0 RESSOURCES ® e e ==-""T - o
SHOULD BE .'., .0.0. . o .
FOCUSED ON e ® o
MAKING TRACKING ° °. ° o o
OF INTRUDERS
EASIER

12



SURVEILLANCE SCENARIO (3)

@ SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

© CRITICAL NODE: NODE WITH HIGH SPEED CAPTURE
(NODE THAT DETECTS THE INTUSION).

O |IDLE NODE: NODE WITH LOW SPEED CAPTURE.

O NETWORK ’
SHOULD GO BACK “e®y o © y
TO HIBERNATE 60 ®O N o o
MODE 0 o° o o © oce !'°

OJ NODES ON THE ©9,°
INTRUSION PATH o o © 0 © %90 g
MUST KEEP A o o o K
HIGH CAPTURE o o O. O.OO o o ®
SPEED --.00° 0 o ° : o

O SENTRY NODES © 05T O o °! o o
WITH HIGHER . S ° .-
CAPTURE SPEED o %%, °© o o
TO QUICKLY 00° 0 ¢ 0 o -
DETECT OOO O © o O O O
INTRUSIONS o O O

13



NODE’S COVER SET

J EACH NODE V HAS A FIELD OF VIEW,
FoV,

dCo/(V) =SET OF NODES V' SUCH AS

U, cconFOV,, COVERS FOV,,
d Co(V)=SET OF CO,(V)

1 R LU 0

Co(\V)={V,,V.,V3,V,}
14



<QQOoOmMmZm

NZ0HA2>22OoOMOHOMWZ00

MIDDLEWARE/APP.

NETWORK ISSUES WE
ADDRESS
SIGNAL CBSE for SENSOR NODE
IMAGE/VIDEO —>  SENSOR'S 0s EE?C?ICIAFIICGURATION
PROCESSING
05 ‘ SERVICE-OERPIENTED
SERVICE REPOSITORY
MIDDLEWARE —— SYERVISION
SOFT. ENG.
| ADAPTIVE APPLICATION
DATA MNGT —  APPLICATIONS
HARDWARE
RADIO

Q
O
S



<OoOmMmZm

WZO0OHA> O MUOHOWZO0O

NETWORK

SIGNAL
IMAGE/VIDEO
PROCESSING

0S
MIDDLEWARE
SOFT. ENG.

DATA MNGT

HARDWARE
RADIO

NETWORK ISSUES
WE ADDRESS

VIDEO COVERAGE
ORGANIZATION || SELECTION &
OVERLAYS WAKE-UP MECHANISM
LOAD-REPARTITION
CONGESTION CONTROL
TRANSPORT
| MULTI-PATHS ROUTING
ROUTING
MAC
RESOURCES
ALLOCATION

Q
O

S



CRITICALITY AND RISK-
BASED SCHEDULING

BASIC APPROACH: PM2HW2N/ACM MSWIN 2009
CURRENT APPROACH: IEEE WCNC2010
WITH INTRUSION DETECTION RESULTS: IEEE RIVF2010
WITH RE-INFORCEMENT: IEEE ICDCNZ20T1
JOURNAL PAPER IN JNCA, ELSEVIER



DON'T MISS IMPORTANT

EVENTS!

WHAT IS CAPTURED

WHOLE
UNDERSTANDING
OF THE SCENE IS
WRONG!!!

18



HOW TO MEET SURVEILLANCE
APP’'S CRITICALITY

d CAPTURE SPEED CAN BE A
« QUALITY » PARAMETER

d CAPTURE SPEED FOR NODE V
SHOULD DEPEND ON THE APP’'S
CRITICALITY AND ON THE LEVEL OF
REDUNDANCY FOR NODE V

dV’'S CAPTURE SPEED CAN INCREASE
WHEN AS V HAS MORE NODES
COVERING ITS OWN FOV - COVER SET

19



CRITICALITY MODEL (1)

LINK THE CAPTURE FRAMES
RATE TO THE SIZE OF SECONDE
THE COVER SET 4

HIGH CRITICALITY M A X
O CONVEX SHAPE \: ——————————— .
O MOSTPROJECTIONS @ @~k —— —— — — —

OF X ARE CLOSE TO

HIGH CRITICAL APPLICATION

LOw CRITICAL APPLICATION

THE MAX CAPTURE

|
|
|
SPEED |
LOW CRITICALITY B |
0 MOST PROJECTIONS A
OF X ARE CLOSE TO - .
THE MIN CAPTURE [/ — 1 7o~
SPEED

CONCAVE AND
CONVEX SHAPES
AUTOMATICALLY
DEFINE SENTRY COVERS
NODES IN THE

NETWORK

.

20



CRITICALITY MODEL (2)

R° CAN VARY IN [O,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R°
R°< 0.5

d CONCAVE SHAPE BV
R°> 0.5

d CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

P,(0,0) P, (r°=0)

LOW CRITICAL LEVEL HIGH CRITICAL LEVEL

21



BEHAVIOR FUNCTION

Bt)=(1—-t)%«Py+2t(1 —t)« P, +t* % P,

P &Pl(r(’:l) Py(h,,h,)
- — A

— ! ‘\ D (.0_nNn o)\ / / ﬁ
N P {r"=0.8) _ _ ‘
‘. _~ - py

s .. -~ ~ yd
% “~ -~ /
K )(‘\' //
‘e /S >‘ p
\ V4 7 4
/ A /S
/ / r
/ /
y =
II // ( b N
[/ / | AN |

Po P2
|!Lxll[“

%‘g_
ﬁO
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/
v




SOME TYPICAL CAPTURE
SPEED

d MAXIMUM CAPTURE SPEED IS 6FPS OR 12FPS

d NODES WITH SIZE OF COVER SET GREATER
THAN N CAPTURE AT THE MAXIMUM SPEED

o)l 1 2 3 4 5 6
r
N=6 00 005 | 020 | 051 | 107 | 2.10 | 6.00
02 030 | 073 | 134 | 220 | 352 | 6.00
P,(6.6) 05 00 | 200 | 300 | 400 | 500 | 6.00
08 748 | 380 | 466 | 527 | 570 | 600
10 300 | 493 | 549 | 580 | 595 | 600
rO| 1 2 3 4 5} 6 7 8 9 10| 11| 12

75| 1.2 1.6 1.9 2.1 2.3| 2.5 2.6/ 2.7| 2.8 2.9
1.5| 1.9| 2.2| 2.4| 2.6| 2.7 2.8| 2.9| 2.9 2.9| 2

0 1| .01] .02] .05] 0.1] .17] .26] .38 .54] .75] L.1] 1.5 3

) 2 .07 .15 .25| .37| 51| .67 .86| L.1| 1.4 1.7| 2.2| 3
N=12 A .17 .35 55| 75| .97 1.2| 14| 1.7] 2.0 2.3] 2.6| 3
Px(12,3) 61 36[ .69 1.0 1.3| 1.5| 1.8| 2.0| 2.2| 2.4| 2.6| 2.8 3
3 3

1 3

23



20=A0V

FINDING V'S COVER SET

BASIC APPROACH: IFIP WD2009
IMPROVED VERSION: IEEE WIMOB 2010
WITH ADAPTIVE SCHEDULING: I[EEE ICUMT 2009

\V; b P={veN(V):VCOVERS THE POINT “P” OF THE FOV}
B={veN(V):V COVERS THE POINT “B” OF THE FoV}
AOV=20° C={veN(V):V COVERS THE POINT “C” OF THE FOV}
oV= G={veN(V):VCOVERS THE POINT “G” OF THE FOV}
———y

7 o
p
\ )
AoOV=38°
=
PG={PNG}
BG={BNG}
AoOV=31° CG={CNG}
- Co(V)=PGxBGxCG 4




LARGE ANGLE OF VIEW

Co(V)={
{V13.
{V,V,, Vg,
V4, Vs, Ve

25



SMALL ANGLE OF VIEW

Co(V)=H{
{V1

{V,, V3, V,},
{V;,V,, Vs},
{Vi, V4, Vel
{V,,V,, Vel
V4, Vs, Vel

¥

{V17V37V4}’ Vo G

PG={PNG_.}
BG={BnG,}
cG={CnG,}
Co(V)=PGxBGxCG

26



HETEROGENEOUS AOV

27



SIMULATION SETTINGS

d OMNET++ SIMULATION MODEL

dJ VIDEO NODES HAVE COMMUNICATION
RANGE OF 3O0OM AND DEPTH OF VIEW
OF 25M, AOV IS 36°. 175 SENSORS IN
AN 75M.75M AREA.

d BATTERY HAS 100 UNITS, 1 IMAGE =1
UNIT OF BATTERY CONSUMED.

d MAX CAPTURE RATE IS 3FPS. 12
LEVELS OF COVER SET.

d FULL COVERAGE IS DEFINED AS THE
REGION INITIALLY COVERED WHEN
ALL NODES ARE ACTIVE

28



RISK-BASED SCHEDULING

1 STATIC RISK-BASED SCHEDULING
O R°=CTE IN [O,1]

O DYNAMIC RISK-BASED SCHEDULING
OSTARTS WITH A LOW VALUE FOR R° (0.1)

0 ON INTRUSION, ALERT NEIGHBORHOOD
AND INCREASES R° TO A R,,,x VALUE (0.9)

O STAYS AT R, FOR T, SECONDS BEFORE
GOING BACK TO R°
d DYNAMIC WITH REINFORCEMENT

0 SAME AS DYNAMIC BUT SEVERAL ALERTS
ARE NEEDED TO GET TO R°= R,y

0 GOING BACK TO R° IS DONE IN ONE STEP

29



percentage coverage, active nodes

PERCENTAGE OF COVERAGE,

ACTIVE NODES (1)

-@- percentageCoverager®=0.2

- percentageActiveNode r°=0.2 =¥ percentageActiveNode r°=0.6
percentageCoverage r°=0.6
percentageActiveNode r°=0.4 == percentageActiveNode r°=0.8
percentageCoverage r°=0.4 =@~ percentageCoverage r°=0.8

100

1
ﬁ

(=
H f
[N~}

3 4 ) 6 7 8 9 10| 11| 12
60 0 01| .02| .05 0.1 .17, .26| .38| .54| .75| 1.1| 1.5| 3
| 2| .07] .15| .25| .37| .51| .67| .86| 1.1| 1.4 1.7| 2.2 3
A || .17 .35| .55| .75 97| 1.2 1.4| 1.7 2.0| 2.3| 2.6] 3
40 .6 || .36] .69 1.0| 1.3] 1.5| 1.8 2.0{ 2.2 2.4| 2.6/ 2.8 3
1 81 .75 12 16 19 21 23 2.5| 2.6] 2.7 28 29 3
1 1.5 2.8| 2.9| 2.9 3
- L‘ﬂl\ g
f ' T e LA T T T
1E1 1E2 1E3 2900s

time (second)

30



percentage coverage, active nodes

A

o

o
J

80 -

60

40

20

PERCENTAGE OF COVERAGE,
ACTIVE NODES (2)

-l percentageActiveNode 0.32ips
~®- percentageCoverage 0.32fps
percentageActiveNode 0.56fps

percentageCoverage 0.56fps

-l percentageActiveNode 1.18fps

~#- percentageActiveNode 0.83fps ~@- percentageCoverage 1.18fps

percentageCoverage 0.83fps

0% 00%08% 0% 00000%0000%00%0409

' r°z.2 = 0.32fps
r°=.4 = 0.56fps
r°=.6 = 0.83fps
r°=.8 = 1.18fps

2000000000000 00

l‘“’\', .’.

o

| | '.

. .
I \
s *.-;. — “"*“ ll FEssEEEEE ".

i-q '. ‘ - / Mlilllllilliiii\.
e %
1 T T T
200 400 600

time (second)

IN COMPARISON, USING A DYNAMIC

RISK-BASED SCHEDULING GIVES A

NETWORK LIFETIME OF NEARLY

2900S FOR R®°=0.2 31



MEAN STEALTH TIME

T,-To IS THE INTRUDER’S
STEALTH TIME
VELOCITY IS SET TO 5M/S

0O
O ®)
@ 0 Too
® o
O @ o o
O 0 o O O
O 0O o O
o 5 o o
O O o) INTRUSIONS STARTS AT T=10S
e O WHEN AN INTRUDER IS SEEN, COMPUTE
© O o THE STEALTH TIME, AND STARTS A NEW
INTRUSION UNTIL END OF SIMULATION
@)
o o. . e o ®)
ce®® 0 ¢ O© ®
o O O
o) @) O O ®)
® O O

32



mean stealth time (second)

mean stealth time (second)
no
1

MEAN STEALTH TIME

)| <= meanStealthTime r°=0.2
|| @~ meanStealthTime 0.321ps

meanStealthTime r°=0.4
meanStealthTime 0.56fps

~

§ At

SR Wl

/

1E2 1E3
time (second)

< meanStealthTime r°=0.6

J ~@- meanStealthTime 0.83fps

meanStealthTime r°=0.8
meanStealthTime 1.18fps

1
A e W
7 U e ..._...-——--—'—""—‘,.
P

T T T T T T T T T T T T

1E2
time (second)
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STEALTH TIME, WINAVG][10]

stealth time, winavg10 (second)

stealth time, winavg10 (second)

~@- stealthTime 0.32fps (winavg1

-l stealthTime r°=0.2 (winavg10)§
)
l

| |

—
_——’—-.—
.-
i
-

time (second)

I
2000

-l stealthTime r°=0.4 (winavg10)

{| @~ steaithTime 0.56fps (winavg10)

500
time (second)

1000
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STEALTH TIME, WINAVG][10]

200 400
time (second)

w
|

steath time, winavg10 (second)

n
_a
.
L
~ 4‘1\,.-
=
S
_:—""'o
—
3
-
t_/\\'
b

4 | <M stealthTime r°=0.8 (winavg10)
~@- stealthTime 1.181ps (winavg10)}

steath time, winavg10 (second)
n

T
100 200
time (second)



mean stealth time (second)

DYNAMIC SCHEDULING

O R°=0.1, Ry, =0.9, T,=5,10,15,20..60S

=f= stealthTime Ta=5s, 1°: 0.1->0.9
~@- stealthTime Ta=10s, 1°1 0.1-50.9
stealthTime Ta=15s, 1°10.1->0.9 v
°10.1->059
°10.1-»0.9]
°10.1->059
°10.1->0.9
01->09

stealthTime Ta=20s,
== stealthTime Ta=30s,

stealthTime Ta=40s,
== stealthTime Ta=50s,
=@= stealthTime Ta=60s,

CAN FURTHER INCREASE THE
NETWORK LIFETIME (>35005S)
WHILE MAINTAINING THE
STEALTH TIME

I I I I I I I LI | I I I I I I I [ | I I 1 1

1E2 1E3
time (second)
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mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (1)

QO R°=0.191,=0.69R,,,,=0.9
Q2 ALERT MSG TO HAVE | =1,+0.1

-l stealthTime Ta=5s, 1°: 0.1->0.9

=@~ stealthTime Ta=10s, 1°: 0.1->0.9
stealthTime Ta=15s, 1°: 0.1->0.9
stealthTime Ta=20s, 1°: 0.1->0.9

=#=stealthTime Ta=30s, r°: 0.1->0.9

stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce

=l stealthTime Ta=10s,
=@~ stealthTime Ta=15s,

stealthTime Ta=20s,
=== stealthTime Ta=30s,

1°: 0.1->0.6—>0.9 reinforce
1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6->0.9 reinforce
1°: 0.1->0.6->0.9 reinforce

time (second)
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mean stealth time (second)

DYNAMIC WITH
REINFORCEMENT (2)

A R°=0.191,=0.4/0.5/0.69R,,,,=0.9
02 ALERT MSG TO HAVE I =1_+0.1

== stealthTime Ta=5s, 1°: 0.1->0.4->0.9 reinforce == stealthTime Ta=20s,
-Q-stealthTime Ta=5s, 1°: 0.1->0.5->0.9 reinforce -.-stealthTime Ta=20s,
stealthTime Ta=5s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=20s,
stealthTime Ta=15s, 1°: 0.1->0.4->0.9 reinforce === stealthTime Ta=30s,
=#=stealthTime Ta=15s, 1°: 0.1->0.5->0.9 reinforce =#=stealthTime Ta=30s,
stealthTime Ta=15s, 1°: 0.1->0.6->0.9 reinforce stealthTime Ta=30s,

—

°20.1->0.4->0.9 reinforce
°:0.1->0.5->0.9 reinforce
°:0.1->0.6->0.9 reinforce
°20.1->0.4->0.9 reinforce

— o oy oy

2 0.1->0.5->0.9 reinforce

—

2 0.1->0.6->0.9 reinforce

time (second)



THE ADVANTAGE OF HAVING
MORE COVER-SET (1)

P,(6,6)

N=12
P,(12,3)

[Co(o))

9

0.0

0.05

0.20

0.51

1.07

2.10

6.00

0.2

0.30

0.73

1.34

2.20

3.52

6.00

0.5

1.00

2.00

3.00

4.00

5.00

6.00

0.8

248

3.80

4.66

5.27

5.70

6.00

1.0

3.90

493

549

5.80

5.95

6.00

ﬁ

10| 11

01| .02

.05

0.1

A7

.26

38

.04

7D

1.1 1.5

07 .15

.25

37

01

.67

.86

1.1

1.4

1.7 2.2

A7) .35

.00

g3

97

1.2

1.4

1.7

2.0

2.3| 2.6

36| .69

1.0

1.3

1.5

1.8

2.0

2.2

2.4

2.6| 2.8

75 1.2

1.6

1.9

2.1

2.3

2.5

2.6

2.7

2.8 2.9

=1oo| | in| 10| ©

1.5 1.9

2.2

2.4

2.6

2.7

2.8

2.9

2.9

2.9 2

UN] RUL) BVL] VL] RVL) VL)

39



OCCLUSIONS/
DISAMBIGUATION

S8M.4M RECTANGLE2>GROUPED INTRUSIONS

MULTIPLE VIEWPOINTS ARE DESIRABLE
SOME COVER-SETS « SEE » MORE
POINTS THAN OTHER

40



THE ADVANTAGE OF HAVING

number of covered poirts

o

n

mean number of covered paoints
.

MORE COVER-SET (2)

time (second)

7| - max number of points (slid nqwmavg'cm
“@- min number of points (slidingw 0)
it o of pos (aldiginavg10) Sliding winavg of 20
a
{ ‘ r‘ - - ‘__!_ —Q"“
% N' SN Sy ———
INTRUSION STARTS AT T=10S
0 100 VELOCITY OF 5M/S
— Cne Gadnd SCAN LINE (LEFT TO RIGHT)
'.'manx nuun:eer of : I nts (mean COVWAGBC
1 er of points (mean) Mean
J(‘“- - — -
0 100 200
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STEALTH TIME WITH
GROUPED INTRUSIONS

stealth ime (second)
n
1 1 1

=fill= stealthTime r°=0.8 (winavg10)
=@=stecalthTime 1.18fps (winavg10)
stealthTime r°=0_8 (winavg10), rectangle intrusion

1

Ih"
i""" o
/ | "' / \'\ . .//R /,,/" '.'
“ "N'M"W"* R L

T
100

time (second)

200
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@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

DEFINING SENTRY NODES

O IDLE NODE: NODE WITH LOW SPEED CAPTURE.

# of cover sets

O

O

O

@)
@
.O

0.00

O
O

ON©

O

O

©])

©C @@ O
o 0O

L ] L ]
. . . .. . 0. .
L ] * L ] ..
L
: . ® e o ...
L
. O .
° . ) . .
.. y . ® e
Jd e R
. * :
o. L
| ‘el .,
. L ]
g ‘0@ g
. .. .« . . ' ..
. o
L < . L ]
“ . .' . S .
. . . ’ .
o <50 < 0@® <15 >15.
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SENTRY NODES

# OF COVER SETS

# INTRUSION DETECTED

.. ....
@
.. . .'. . .o
' .. L] .
. o °
L el s

.
o <0 <1 0@ <5 >15‘
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RESEARCH DIRECTIONS



[ RESEARCH DIRECTIONS ]

PERVASIVE AND UBI OUS SYSTEMS

DATA MNC

46



CONTROLLED PROPAGATION

(1)

@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

O IDLE NODE: NODE WITH LOW SPEED CAPTURE.

47



CONTROLLED PROPAGATION

(2)

® ALERTED NODE: NODE WITH HIGH SPEED CAPTURE
(ALERT INTRUSION).

INTRUSION DETECTICIN"
e

o
S | .
| o
il : -
('.l|‘\’ >). ® ®
P,(0,0) P,(r'=0)
LOW CRITICAL LEVEL HHHHHHHH l:' HIGH CRITICAL LEVEL
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CONTROLLED PROPAGATION
(3)

d NOT A SIMPLE PROPAGATION OR
BROADCAST ALGORITHM

SCHEDULING dNOT ALL NODES NEED TO BE AT THE
MAXIMUM (SAME) ALERT LEVEL

dWHICH NODES SHOULD BE MORE
THAN OTHERS?

ORGANIZATION 1 BORROW PROPAGATION MODEL
FROM OTHER DISCIPLINES

U EPIDEMIC PROPAGATION,
PERCOLATION, WAVE PROPAGATION,

0 ACCORDING TO THE MODEL, MAP
THE PARAMETER OF A
SURVEILLANCE SYSTEM TO THE

MODEL’S PARAMETERS 49



CONTROLLED PROPAGATION
(4)

EX: TSUNAMI GENERATION

FsSLma M

FROPAGATION

sensor nodes hear the
border may need to be

« alerted » than others,
they could have an
amplification factor greater
than those near the centre




SCHEDULING COVER-SET

J ON INTRUSION, IT IS DESIRABLE
TO USE MORE CAMERA
SCHEDULING 0 TO CIRCUMVENT OCCLUSIONS
0 TO HELP FOR DISAMBIGUATION

- dITIS NOT NECESSARY THAT ALL
ACTIVATED CAMERA CAPTURE
AT A SAME RATE

O HOW TO DEFINE THE CAPTURE RATE
FOR EACH NODE OF THE SAME
COVER SET? CONSENSUS?

0 CAMERA ROTATION CAPABILITIES?

U TAKE INTO ACCOUNT ROUTING OF
FLOWS?

ORGANIZATION
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INTERACTIONS OF MOBILE
NODES AND FIXED NODES

d STUDY THE INTERACTIONS UNDER THE
CRITICALITY MANAGEMENT SCHEME

SCHEDULING 0 FIXED SENSORS CAN DECREASE THEIR
CRITICALITY LEVEL ON PROXIMITY OF A

MOBILE NODE
- d SOME MOBILITY CAN BE TRIGGERED BY

ALERTS

ORGANIZATION O APPLIED THE CRITICALITY MODEL FOR
MOBILITY DEGREE?

d WHAT TRAJECTORY FOR MOBILE
NODES? WHAT FUNCTIONALITY?
dJ MOBILE NODES AS RELAY
d MOBILE NODES AS AGGREGATORS
d MOBILE NODES AS VALIDATORS
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MAC LEVEL & ROUTING

d DESIGN MAC LAYER FOR
EMERGENCY TRAFFIC
0 CROSS-LAYER APPROACH?
O TASSILI PROJECT WITH ALGERIA

d DESIGN MULTI-PATH ROUTING
FOR EFFICIENT VIDEO TRANSFER
d CROSS-LAYER APPROACH?

0 COLLABORATION WITH CRAN/
NANCY
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TOWARDS WIDE-AREA
SITUATION AWARENESS
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