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Before IoT: wireless 
autonomous sensor!

q  In general: low cost, low power (the battery 
may not be replaceable), small size, possibly 
disposable!

q  Sense the environment for physical 
properties: temperature, presence,…!

q  Still the main dev. Platform for IoT!

Radio Transceiver 

Data Storage 
Battery Power Processor 
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« Naturally » well suited for 
Monitoring/Surveillance!
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Collect data & 
instrument !!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!

?
 ?
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Academics vs Industries!

Millions of sensors, 
self-organizing, self-
configuring, with 
QoS-based multi-
path routing, 
mobility, and … 

50 sensors, STATIC deployment, 
but need to have RELIABILITY, 
GUARANTEED LATENCY for 

monitoring and alerting. MUST 
run for 3 YEARS. No fancy stuff! 

CAN I HAVE IT? 

From Peng Zeng & Qin Wang  
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1-hop communication!

Only issue is to process 
data, and… 
 
…cost & energy  

Most of telemetry systems 
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Cellular model!

9	
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Downlink	
  

Uplink 

Channels �

0 1 2 3 4 5 6 7 0 7 … … 

8 Time Slots per frame 

Duration of a TDMA frame = 4.62 ms 

time 

GSM (2G)/GPRS!

GPRS  shield for Arduino!
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3G and beyond!

q 3G and beyond use CDMA 
techniques!

uplink 

 
Voice 
Data 

CDMA codes (Walsh) 
1 
2 
3 3G  shield sold by Libelium!
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Opportunities for Telco 
operators & more… !

Enhanced from M. Dohler “M2M in SmartCities” 
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Private long distance 
communications!

XBEE—PRO 868 
868 MHz short-range 
device G3 band for Europe 
Outdoor RF line-of-sight 
range up to 40 km 
Data rate of 24 Kbps 
 

Libelium LoRa is based on 
Semtech SX1272 LoRa  
863-870 MHz for Europe 
Outdoor RF line-of-sight 
range up to 22 km in LOS 
and 2km in NLOS 
Data rate? 
 

Picture from Libelium/Cooking-Hacks!
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Tests from Libelium!

http://www.libelium.com!
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Multi-hop to gateways!

- Routing issues 
- Medium Access issues 

Short range, low 
power radio 
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IEEE 802.15.4!

802.15.4 
(PHY & MAC) 

 

 

 

CC2420 (TI)!
Xbee (Digi)!

MRF24J40MA (Microchip)!

ZigBit AT86RF230 (ATMEL) !

OSI 3 & 4 

OSI 2 

OSI 1 

duty-cycling 
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Maturation of the 
market: WSNèIoT!
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The benefit of IP!

From ArchRock “6LowPan tutorial” 

Don’t reinvent the wheel! 

RFC6282 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks [2011]!
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IP need IP addresses!!

q IPv4 has no more addresses!!
q IPv6 gives plenty of addresses!

q 128bit address=16bytes!!
q 6LowPan adapts IPv6 to 

resource-constrained devices!
q Compressed IPv6 header!

40 bytes	



7 bytes !	



From ArchRock “6LowPan tutorial” 
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Routing over low power 
& lossy networks (RPL)!

RPL is the 4th protocol 
standardized by IETF (RIP, 
OSPF, BGP) 
 
Provides end-to-end IPv6 
connectivity 
 
UDP can be used to 
transport sensor data 

IPv6 egde router	


RPL	



RPL	



RPL	


RPL	



UDP	



LBR (6lowPAN) 
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IoT for human!

Internet of Things 
for you & me 
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IETF Internet for things!

6LowPan 
802.15.4 

 

RPL 
Routing Protocol for Low 
power & Lossy Networks 

 
IPv4, IPv6 

Internet Routing 
Protocols: RIP, OSPF, 
BGP,… 

 

CoAP: Constrained 
Application Protocol 

 

HTTP 

 
TCP, UDP 

 
UDP, TCP? 

 

IPv6 egde router	


LBR (6lowPAN) 

CoAP 
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CoAP/6LowPan/IEEE 802.15.4!

IPv6 

to actuators 

IPv6 

RPL routing!

6LowPan 
border router 

ge
t 

get 

ack 

ack 

Client/User-
initiated scenario 
(e.g. temp. sensor) 
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Copper for Firefox!

q CoAP pluggin to query CoAP 
nodes in an http-like fashion!

get 

ack 
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Back to Industrial!

50 sensors, STATIC deployment, but 
need to have RELIABILITY, 

GUARANTEED LATENCY for 
monitoring and alerting. MUST run for 
3 YEARS. No fancy stuff! CAN I HAVE 

IT? 

IEEE 802.15.4 has been enhanced to 
provide more robustness & reliability with 
channel hopping technologies - TSCH 
 
  
 
 

time 
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6LowPan / TSCH!

IETF 6TiSCH addresses the issues 
of IPv6 over TSCH MAC 
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Towards Multimedia 
Information!

Near real-time constraints, 
large amount of data, 
stream-like 
communication,… 
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Visual data for situation-
awareness!

Collect data to improve the responsiveness !
of rescue operations !
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Exploiting acoustic data!

(Audio) 
Surveillance 

Energy-
efficiency 

Sound Mappings 

Traffic Accidents 

Traffic 
Management 

Ambient Assisted Living 

From EAR-IT slides 



30	



Arduino + uCamII!
128x128 images!

XBee 802.15.4 module, 
connected to UART2 at 
125000 bauds 

Green led, 
indicates 
that uCam 
is ready 

Red led, 
indicates that 
uCam is 
taking picture 
and encoding 
is undergoing 

uCamII camera, connected 
to UART1 at 115200 bauds 

Arduino Due board, AT91SAM3X8E 
at 84MHz, 96KB SRAM, 512KB flash 

uCamII configured 
for RAW 128x128 
8-bit/pixel gray 
scale 

Can be 
controlled 
wirelessly to 
capture, take 
reference image, 
compare image, 
transmit image, 
define packet 
size, image 
quality factor,… 
 
 Cost:!

~45€ 

Cost:!
~25€ 

Cost:!
~45€ 
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development of audio 
board!

•  Use dedicated audio board for 
sampling/storing/encoding!

•  Encoding scheme is Speex at 8kbps!
•  Designed for multi-platform motes!
•  Can be plugged to other boards (UART)!

Specially designed audio 
board by INRIA CAIRNS & 
Feichter Electronics 
 
 

dsPIC33 with 8kbps speex 
real-time encoder 
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Communication 
performance issues?!

q Application level performances 
depends on OS, API, hardware 
architecture!

q Usually much lower than radio 
performances!!

q What are min. !
latencies & max.!
throughput?!
q For sending?!
q For receiving?!
q For relaying?!

C. Pham, "Communication performance of low-
resource sensor motes for data-intensive 
applications ", Proceedings of the IFIP Wireless 
Days International Conference (WD'2013), 
Valencia, Spain, November 2013. 
 
C. Pham, "Communication performances of IEEE 
802.15.4 wireless sensor motes for data-intensive 
applications: a comparison of WaspMote, Arduino 
MEGA, TelosB, MicaZ and iMote2 for image 
surveillance", Journal of Network and Computer 
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014 
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Conclusions!

q Internet of Things, like Wireless 
Sensor Networks are the 
foundation of pervasive 
surveillance infrastructures!

q Connecting them, collecting 
data and providing seamless 
internet connectivity is 
challenging but many 
standards have emerged!

q Going beyong « simple » data to 
multimedia is still challenging 
on these low-resource 
platforms!


