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BEFORE |IOT: WIRELESS
AUTONOMOUS SENSOR

O IN GENERAL: LOW COST, LOW POWER (THE BATTERY
MAY NOT BE REPLACEABLE), SMALL SIZE, POSSIBLY

DISPOSABLE
0 SENSE THE ENVIRONMENT FOR PHYSICAL
PROPERTIES: TEMPERATURE, PRESENCE,...

d STILL THE MAIN DEV. PLATFORM FOR IOT

Battery
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COLLECT DATA &
INSTRUMENT !

PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




A CADEMICS VS INDUSTRIES

Millions of sensors,
self-organizing, self-
configuring, with
QoS-based multi-
path routing,
mobility, and ...

50 sensors, STATIC deployment,
but need to have RELIABILITY,
GUARANTEED LATENCY for
monitoring and alerting. MUST
run for 3 YEARS. No fancy stuff!
CAN | HAVE IT?

* Placement constraints
« Lifetime constraints

From Peng Zeng & Qin Wang



Most of telemetry systems
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3G AND BEYOND

113G AND BEYOND USE CDMA
TECHNIQUES

Spanish: | !
Sy 'qua'..;,| E\ﬁfﬁi(ﬂ

' »
> Hawallan: ."\10]]1[
"¢

raci Bonjour  gema: Guten Tag
X N sapanese: S B (T

matiae: C120

3G SHIELD SOLD BY LIBELIUM
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SO PPORTUNITIES FOR TELCO
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OPERATORS & MORE...

Transmission rate

WLAN
(802.11) UMTS, HDPA, LTE, LTE-A
100 kbps
1 kbps Zigbee —_ )
(802.15.4)
Bluetooh |
(802.15.1)
10 bps

10 m 100 m 1 Km 10 Km
Enhanced from M. Dohler “M2M in SmartCities”
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. PRIVATE LONG DISTANCE
COMMUNICATIONS

PICTURE FROM LIBELIUM/COOKING-HACKS

ARDUINO MULTIPROTOCOL m

device Go wanu 1us CuUlvUpE 000-0/V NIMZ TOI Curope

Outdoor RF line-of-sight Outdoor RF line-of-sight
range up to 40 km range up to 22 km in LOS
Data rate of 24 Kbps and 2km in NLOS

Data rate?
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LIBELIUM

Viewpoint of 'Alfocea’
41.724698, -0.952482

Viewpoint of 'La Plana de Cadrete'
41.530331,-0.954516

HTTP://WWW.LIBELIUM.COM
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- Routing issues

- Medium Access issues
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IEEE 802.15.4

IEEE 802.15.4 /F'ame Beacons\uiiy CyC| | rJ/Frame Beacons\

Medium access control
TTTTITTTTTd ™ T
3 EEER l | |
- Actiy | Contention i
Physical layers 1 1 i Inactive Period \cooss P e:tiot

0. 0.0
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MRF24J40MA (MICROCHIP)

CC2420 (TI)

XBEE (DIGI)
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MATURATION OF THE
MARKET: WSN=2I10T
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Don’t reinvent the wheel!

RFC 768 UDP - User Datagram Protocol

RFC 791 IPv4 — Internet Protocol

RFC 792 ICMPv4 - Internet Control Message Protocol

RFC 793 TCP - Transmission Control Protocol

RFC 862 Echo Protocol

RFC 1101 DNS Encoding of Network Names and Other Types
RFC 1191 IPv4 Path MTU Discovery

RFC 1981 IPv6 Path MTU Discovery

RFC 2131 DHCPv4 - Dynamic Host Configuration Protocol
RFC 2375 IPv6 Multicast Address Assignments

RFC 2460 IPv6

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT)

RFC 3068 An Anycast Prefix for 6to4 Relay Routers

RFC 3307 Allocation Guidelines for IPv6é Multicast Addresses
RFC 3315 DHCPv6 - Dynamic Host Configuration Protocol for IPv6
RFC 3484 Default Address Selection for IPv6

RFC 3587 IPv6 Global Unicast Address Format

RFC 3819 Advice for Internet Subnetwork Designers

RFC 4007 IPv6 Scoped Address Architecture

RFC 4193 Unique Local IPv6 Unicast Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 4443 ICMPv6 - Internet Control Message Protocol for IPvé
RFC 4861 Neighbor Discovery for IP version 6

RFC 4944 Transmission of IPv6 Packets over IEEE 802.15.4 Networks

g' l“:ns'.u..m M 8 t‘] < ‘!.
@ ol .=

Steering Committee

[1980]
[1981]
[1981]
[1981]
[1983]
[1989]
[1990]
[1996]
[1997]
[1998]
[1998]
[2000]
[2001]
[2002]
[2003]
[2003]
[2003]
[2004]
[2005]
[2005]
[2006]
[2006]
[2007]
[20071

RFC6282 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks [2011]

|ll

From ArchRock “6LowPan tutoria
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IP NEED IP ADDRESSES!

dI1IPv4 HAS NO MORE ADDRESSES!

dIPVG GIVES PLENTY OF ADDRESSES
0128BIT ADDRESS=16BYTES!
d 6LOWPAN ADAPTS IPVG TO

RESOURCE-CONSTRAINED DEVICES
0 COMPRESSED IPv6 HEADER

Traffic Class Flow Label

IEEE 802.15.4 Frame Format
'

|D_p3n|_ __ DstEUID 64 | [span] Src EUID 64

Network Header  Application Data

BE
IETF 6LoWPAN Format o

Dispatch: Compressed IPv6
HC1: Source & Dest Local, next hdr=UDP
IP: Hop limit

UDP: HC2+3-byte header (compressed)
40 bytes source port = P + 4 bits, p = 61616 (0xFOBO)
destination port = P + 4 bits

From ArchRock “6LowPan tutorial”



HHROUTING OVER LOW POWER
B, LOSSY NETWORKS (RPL)
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RPL is the 4th protocol

standardized by IETF (RIP,
OSPF, BGP)

Provides end-to-end IPv6
connectivity

UDP can be used to
transport sensor data
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Internet of Things
for you & me
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IETF INTERNET FOR THINGS

Application Protocol ' '

UDP, TCP? TCP, UDP

RPL

Routing Protocol for Low
power & Lossy Networks

CoAP: Constrained

CoAP

Internet Routing
Protocols: RIP, OSPF,
BGP....

IPv4, IPv6

o6LowPan

802.15.4

IPv6 egde router
LBR (6lowPAN)




6LowPan
border router

COAP/6LOWPAN/IEEE 802.15.4

RPL ROUTING

IPv6

Client/User-
initiated scenario

.g. temp.
(e.g. temp. sensor INTERNET

112 106.575520000
113 106.576064000
114 106.576608000
.692576000
.080416000

18 6 8352000
119 116.608896000

120 116.292576000 1:ff:fe00:28

122 116.5448
123 116.545344000
124 116.545888000
125 116.546432000

:212:6d45:50b7:7575

' fe80::212:6d45:56b7:6a0f

12001:620:607:5b10: :a

126 121. ‘fe“: 121 )7:7e21
127 121.703168000
128 123. ‘fe“: 121 )7:7575
129 123.969024000
130 127. ‘fe“: 121 )7:69b3
131 127.658592000
132 127.344416000 ‘fm: :212:6d45:50b7:6a0f

to actuators

| fe80::212:6d45:5026:34cc | ICMPV6

ff:fe00:28

2001:620:607:5b10: :a

[feso:

| fe80: :212:6d45:5026:34cc

| fe80: :212:6d45:5026:34cc
| fe80::212:6d45:50b7:6a0f

1212:6d45:5026:34cC

IEEE 862.
IEEE 862.
| feB0::212:6d45:5026:34cc  ICMPVE

| ICMPVE

IEEE 802.

|ICMPVE

B
G &

o
&

o
&

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
94 BRI_Control (Destination Advertisement Object),
5'Ack, Bad FC!
60 Confirmable, GET, End of Bloc
5 Ack, Bad FCS

65 Acknowledgement, 2.05 Content, End of Blo
5 Ack, Bad FCS

D Advertisement Object), |
5 Ack, Bad FCS
5 Ack, Bad FCS
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),

23
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d COAP PLUGGIN TO QUERY COAP
NODES IN AN HTTP-LIKE FASHION

% Copper = Add-ons for Firefox luvso.inf.emuhnipsum x |h<_.]tmotz-skylllight x | + | >
- (&) coapv/vsDint.ethzch/lipsum - & |2~ Google Pl B
A
a GET |4 POST | PUT u DELETE Payload PUTme Observe U Discover Auto discovery [V Retransmissions
vs0.inf.ethz.ch:61616 Debug options
‘ /well-known/core l ‘ /bulletin-board | | /bulletin-board/PUTme | Jlipsum ftemperature Jtime Content-Type
‘ ' 41
200 OK (Blockwise)
Header Value Option Value info Elsg
Type Acknowledgment Content-Type text/plain 0 onset use e
Code 200 OK Max-Age 2w 3 byte(s) Uri-Host
TransiD 13545 Block 23 (64 B/block) 2 byte(s) *|  vhostvsQinf.ethz.ch

2

Options 3

Location-Path
Payload not set

S B S T S S I e e S, C T E e T SIS e

fermentum, lacus elementum venenatis aliquet, tortor risus laoreet sapien, a vulputate libero dolor ut odio. Vivamus i Uri-Path
congue elementum fringills. Suspendisse porttitor, lectus sed gravida volutpat, dolor magna gravids masss, id
fermentum lectus mi quis erat. Suspendisse lacinia, libero in evismod bibendum, magna nisi tempus lacus, eu suscipit
augue nisi vel nulla, Praesent gravida lacus nec elit vestibulum sit amet rhoncus dui fringilla. Quisque diam lacus,

ullamcorper non consectetur vitae, pellentesque eget lectus. Vestibulum velit nulla, venenatis vel mattis at, scelerisque 1
nec mauris. Nulla facilisi. Mauris vel erat mi. Morbi et nulla nibh, vitae cursus eros. In convallis, magna egestas dictum

Observe

Token
porttitor, diam magna sagittis nisi, rhoncus tincidunt ligula felis sed mauris. Pellentesque pulvinar ante id velit convallis OnO1CC
in porttitor justo imperdiet. Curabitur viverra placerat tincidunt. Vestibulum justo lacus, sollicitudin in facilisis vel = '
tempus nec erat. Duis varius viverra aliguet. In tempor varius elit vel pharetra. Sed mattis, guam in pulvinar Block number
ullamcorper, est ipsum tempor dui, at fringilla magna sem in sapien. Phasellus sollicitudin orare sem, nec porta libero 42
tempus vitae. Maecenas posuere pulvinar dictum. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices

osuere cubilia Curae; Cras eros mauris, pulvinar tempor facilisis ut, condimentum in magna. Nullam eget ipsum sit Uri-Query

amet lacus massa nunc.<EOT> > not set

24



BACK TO INDUSTRIAL

50 sensors, STATIC deployment, but
need to have RELIABILITY,
GUARANTEED LATENCY for

monitoring and alerting. MUST run for
3 YEARS. No fancy stuffl CAN | HAVE

 Placement constraints
« Lifetime constraints

IEEE 802.15.4 has been enhanced to
provide more robustness & reliability with

channel hopping technologies - TSCH

2 MH2
Channel

-
+ + + +

' ' .. e 3 ‘ '
t $ ! $ $ $ f t $ t + i 4 $
2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2455 2470 2475 2480

£

2400 MHz 2483.5 Mz

b) [EEE 802 15.4 channal sedecthon (2400 MHz PHY)
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SLOWPAN / TSCH

simple hardware

|| || ]
. T H web-like interaction
3 - O
5 -
_E . = - =
© Internet Integration : E T o
v 6LoWPAN
e.g. 31 time slots (310ms)
¢ e
fd i IEEE802.15.4¢
- o

"IETF 6TiSCH, a new

IEEE802.15.4

IETF 6TiISCH addresses the issues
of IPv6 over TSCH MAC

standardization effort to combine IPv6
connectivity with industrial performance

Figures from X. Vilajosana,
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TOWARDS MULTIMEDIA
INFORMATION

.,

Near real-time constraints,
large amount of data,
stream-like
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UAL DATA FOR SITUATION-
AWARENESS

COLLECT DATA TO IMPROVE THE RESPONSIVENESS
OF RESCUE OPERATIONS

28




From EAR-IT slides

Wanagement

SOUNDBOT

Homal?t

Rebosc Servicas for ageing

What's hagpenisg now -
it My ’ﬂnﬂb_fhu: T
1 [ I .

\ Voo 4

Deomastic Scunds and Nolsas [DSN)
Acsustic Event Detection (AED

Survel

etficiency

ance
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ARDUINO + uCAMII
128X128 IMAGES

XBee 802.15.4 module, Green led,
connected to UARTZ2 at indicates
125000 bauds that uCam
is ready
Can be
controlled
wirelessly to
y CosT: 2,
capture, take 25€ ~ :
f , Red led, uCamII configured
rererence image, indicates that eaS for RAW 128x128
compare image, b uCam is ! 8-bit/pixel gray

transmit image,
define packet
size, image
quality factor,...

taking picture
and encoding
is undergoing [

scale

a COST:

uCamII camera, connected

Ardui board, ATO1SAM3X8
rduino Due board, AT9 X8E to UARTI at 115200 bauds

at 84MHz, 96KB SRAM, 512KB flash s

30
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" DEVELOPMENT OF AUDIO
“ BOARD
- USE DEDICATED AUDIO BOARD FOR w

SAMPLING/STORING/ENCODING

Advanticsys
CM3000

Specially designed audio ‘ e E———————
board by INRIA CAIRNS & dsPIC33 with 8kbps speex

real-time encoder

Feichter Electronics

- ENCODING SCHEME IS SPEEX AT S8KBPS
- DESIGNED FOR MULTI-PLATFORM MOTES
- CAN BE PLUGGED TO OTHER BOARDS (UART)

31



COMMUNICATION
S PERFORMANCE ISSUES?

d APPLICATION LEVEL PERFORMANCES
DEPENDS ON OS, API, HARDWARE

ARCHITECTURE

d USUALLY MUCH LOWER THAN RADIO
PERFORMANCES!

QOWHAT ARE MIN.  CERI i o

applications ", Proceedings of the IFIP Wireless
LATENCIES & MAX. Days International Conference (WD'2013),

THROUGH PUT? Valencia, Spain, November 2013.
O FOR SENDING? C. Pham, "Communication performances of |IEEE
802.15.4 wireless sensor motes for data-intensive
J FOR RECEIVING? applications: a comparison of WaspMote, Arduino
MEGA, TelosB, MicaZ and iMote2 for image
J FOR RELAYING? 9

surveillance", Journal of Network and Computer
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014

32



CONCLUSIONS

JINTERNET OF THINGS, LIKE WIRELESS
SENSOR NETWORKS ARE THE
FOUNDATION OF PERVASIVE
SURVEILLANCE INFRASTRUCTURES

d CONNECTING THEM, COLLECTING
DATA AND PROVIDING SEAMLESS
INTERNET CONNECTIVITY IS
CHALLENGING BUT MANY
STANDARDS HAVE EMERGED

d GOING BEYONG « SIMPLE » DATA TO
MULTIMEDIA IS STILL CHALLENGING
ON THESE LOW-RESOURCE
PLATFORMS
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