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! WIRELESS AUTONOMOUS
i SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION /’V\

“Radio Transceiver




J ADDED COMMUNICATION
0J ACTIVE COMMUNICATION
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Wireless technologies
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TX power Odbm: 17.4mA
P=IxV=174x3.3=57.42mW
E=Pxt->t=E/P

326018s or 90.5h

Haven'’t considered:

',‘ A “{;E‘.”:h“:i; j

T | Baseline power consumption of
(G |[hiven Products L2420 the sensor board
from Texas Instruments RX consu mption- 18.8mAl
Parameter W e || e[| Condion kote Event capture consumption
Current Consumption, ' '
anamit o Event processing consumption
P =-25dBm 85 mA The output power is delivered
P =-15dBm 09 mA differentially to a 50 Q singled
P =-10dBm 1 mA ended load through a balun, see
P =-5dBm 14 mA also page 55.
P=0dBm 17.4 mA




d MANY NEW TERMS FOR QUITE OLD

CONCEPTS!
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O INTERNET OF THINGS
THE |I-O-T FOR BEGINNERS

g e —

http://readwrite.com/tag/Internet of ‘Things
Q D2D: DEVICE-TO-DEVICE Oz .~

~ TR

d MOTIVATIONS ARE
O SITUATION/CONTEXT AWARENESS

d UBIQUITOUS SENSING/COMPUTING
0 MORE « INTELLIGENCE » INTO MACHINES



X 3. B P

i 7 24 D @S A
INTERNET:?

o o & 9 OF @+ U
<HIN

Do - oQ #

WHAT'S NEW?

@) THE OLD WAY




P % o 3 8o 'f" |5
!INTERNET:?
= i OF &, ¢ -

I-o-T means
communication/
cooperation/
decision
between objects
in a more
autonomous way
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dI1IPv4 HAS NO MORE ADDRESSES!

dIPVG GIVES PLENTY OF ADDRESSES
0128BIT ADDRESS=16BYTES!
d 6LOWPAN ADAPTS IPVG TO

RESOURCE-CONSTRAINED DEVICES
0 COMPRESSED IPv6 HEADER

allccs Flow Label IEEE 802.15.4 Frame Format
Payload Length Hop Limit | | | | l | 7 b '
Dpan _\.P‘st EUID 64 S pa‘r]_ Src EUID 6—4— _____ ytes
| preamble @ |§ | F-C>I;>Z|Z;A;]Dst16|$;|:c16| ——————
Network Header  Application Data
52
IETF 6LoWPAN Format UoP
Dispatch: Compressed IPv6
HC1: Source & Dest Local, next hdr=UDP
IP: Hop limit
UDP: HC2+3-byte header (compressed)
40 bytes source port = P + 4 bits, p = 61616 (0xFOBO)
destination port = P + 4 bits
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Don’t reinvent the wheel!

RFC 768

RFC 791

RFC 792

RFC 793

RFC 862

RFC 1101
RFC 1191
RFC 1981
RFC 2131
RFC 2375
RFC 2460
RFC 2765
RFC 3068
RFC 3307
RFC 3315
RFC 3484
RFC 3587
RFC 3819
RFC 4007
RFC 4193
RFC 4291
RFC 4443

RFC 4861

UDP - User Datagram Protocol

IPv4 - Internet Protocol

ICMPVv4 - Internet Control Message Protocol

TCP - Transmission Control Protocol

Echo Protocol

DNS Encoding of Network Names and Other Types
IPv4 Path MTU Discovery

IPv6 Path MTU Discovery

DHCPvV4 - Dynamic Host Configuration Protocol
IPv6 Multicast Address Assignments

IPv6

Stateless IP/ICMP Translation Algorithm (SIIT)

An Anycast Prefix for 6to4 Relay Routers
Allocation Guidelines for IPv6 Multicast Addresses
DHCPvV6 - Dynamic Host Configuration Protocol for IPv6
Default Address Selection for IPv6

IPv6 Global Unicast Address Format

Advice for Internet Subnetwork Designers

IPv6 Scoped Address Architecture

Unique Local IPv6 Unicast Addresses

IPv6 Addressing Architecture

ICMPvV6 - Internet Control Message Protocol for IPv6

Neighbor Discovery for IP version 6

RFC 4944 Transmission of IPv6 Packets over IEEE 802.15.4 Networks

From ArchRock “6LowPan tutoria

|ll

[1980]
[1981]
[1981]
[1981]
[1983]
[1989]
[1990]
[1996]
[1997]
[1998]
[1998]
[2000]
[2001]
[2002]
[2003]
[2003]
[2003]
[2004]
[2005]
[2005]
[2006]
[2006]
[2007]

[2007]

8LOWPAN PROTOCOL SUITE

CoAP

Constrained Application
Protocol

RPL

Routing Protocol for LLN
LLN: Low power & Lossy
Networks

oLowPan
802.15.4

16
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INTERACTION CAN TAKES
ANY (UNEXPECTED) FORMSI

"UDP? L Sre 18.243.0.1 o  Dst 1824301 ~ Port 80 7

N 0 WA

UDP header

IP header
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IP integration, WWW 5

Organization

IPv6 Programmability
Inter-operability "B Energy saving
Interactions (all kind) Scheduling

Semantic, Ontology Efficient MAC, routing
Data representation Congestion control
Data logging Data transmission
WebServices
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EVEL 1: STORE, PROCESS

PERVASIVE SYSTEMS

22
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PERVASIVE SYSTEMS

PEOPLES,
INFRASTRUCTURES,
BUILDINGS, VEHICULES,...

23



INTERNET@

Tw VEL 4: CONTROL, OPTIMIZE
' & INSTRUMENT !

” T = PERVASIVE SYSTEMS

.

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES

&8 i 2189 | 23.10 | |




BE SMART* |

d SMART...
d CITY, BUILDING, ROAD, TRAFFIC
d AGRICULTURE
d FARMING
d ENVIRONMENT: WATER, FOREST
d ENERGY, ELECTRICITY GRID
dVEHICULE & TRANSPORTATION
d TRANSPORT & LOGISTIC
d SURVEILLANCE, SECURITY, SAFETY
d...

25
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ENERGY & ELECTRICITY
GRIDS

-

\/w L/ N\

Yogesh Simmhan, Baohua Cao, Michail Giakkoupis, and Viktor K. Prasanna. Adaptive rate
stream processing for smart grid applications on clouds. In Proceedings of the 2nd ACM
international workshop on Scientific cloud computing (ScienceCloud "11).
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SMART CITIES
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i : Smart Road
Libelium Smart World
Electromagnetic Levels

unexpected events Like acodents or
teathic jorms

Detect iPhone and Androd 5 and ir Measurement cf the energy radiated

general any device whach works with Wili or by cell statons and and WiF: routers.

Air Pollution

Smart Lighting
o3 ot and weather adaptive lighting
n street Lghts.

Intelligent Shopping

Traffic Congestion

of vehicles and pedestran
7 driving and walking

g adwces n the pont of sale
predecances,
ents for them

Noise Urban Maps
und monitoring n bar areas and
cenine zones in real ime

gns monitoring in high per
centers and helds
Structural Health

orng of wibrations and matenial co
Idings, beidges and hiszorcal my

Water Leakages

Vehicle Auto-diagnosis
nformation ccliection from CanBus to
send real time alarms to emargencies
or prowde advice 10 drvers.

Item Location

dual tems in big surfaces
Lie warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses _
ng of viteaticas openngs Study of water su yin rvers ard the Selectve irngation in dry zon to . .\N
o ain maintenance for inGarance purpoves. - 543 for fauna and eligibilty for drinkasle racce the weter resources required in libelium
e the green www.libelium.com

HTTP://WWW.LIBELIUM.COM/TOP_50_IOT_SENSOR_APPLICATIONS_RANKING/#SHOW_INFOGRAPHIC 3]
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A BUSINESS MODEL IN
SMARTCITIES

Libelium Smart World

Wine Quality Enhascing

Offsgeing Care

Sportsmen Care

Ouality of Shipment Conditions.

Gedf Courses

KEEP STREETS CLEAN

Products like the cellular communication
enabled Smart Belly trash use real-time
data collection and alerts to let municipal
services know when a bin needs to be
emptied. This information can drastically
reduce the number of pick-ups required,
and translates into fuel and financial
savings for communities service
departments. // Visit

USE ELECTRICITY MORE
EFFICIENTLY

The SenseNET system uses battery-

powered clamp sensors to quickly measure
current on a line, calculate consumption
levels, and send that data to a hosted
application for analysis. Significant
financial and energy resources are saved
as the clamps can easily identify meter
tampering issues, general malfunctions,
and any installation issues in the system. /
Visit

STOP DRIVING IN CIRCLES

With the use of installed sensors, mobile
apps, and real-time web applications like
those provided in Streetline's ParkSight
service, cities can optimize revenue,
parking space availability and enable
citizens to reduce their environmental
impact by helping them quickly find an
open spot for their cars. // Visit

<>
&WEPLEV{r
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-

7 &

RECEIVE POLLUTION
WARNINGS

The DontFlushMe project by Leif Percifield
is an example that combines sensors
installed in Combined Sewer Overflows
(CSOs) with alerts to local residents so
they can avoid polluting local waterways
with raw sewage by not flushing their
toilets during overflow events. // Visit

LIGHT STREETS MORE
EFFECTIVELY

This smart lighting system from Echelon
allows a city to intelligently provide the right
level of lighting needed by time of day,
season, and weather conditions. Cities
have shown a reduction in street lighting
energy use by up to 30% using solutions
like this. // Visit

SHARE YOUR FINDINGS

AirCasting is a platform for recording,
mapping, and sharing health and
environmental data using your
smartphone. Each AirCasting session lets
you capture real-world measurements
(Sound levels recorded by their phone
microphone; Temperature, humidity,
carbon monoxide (CO) and nitrogen
dioxide (NO2) gas concentrations), and
share it via the CrowdMap with your
community. / Visit

http://www.postscapes.com/internet-of-things-examples/

32



SMARTSANTANDER

WWW.SMARTSANTANDER.EU
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Intelligeré
Agent

© Getty Images ¥

ensor Net

e

36



& ok
|| SE095509SNSSSSTSSIRRITRIINILST (2
|

IR U AT T TR AR

Intelligeré : S= B el l.'lgfi‘,‘i\ -
Agent Tamera Ne e

- ’ﬂh‘i 7 .
Activating

,,,,,,

iCloud

oce amazon
Dropbox webservices”

Sm
C()ng mobile

‘ T LT WlndowsAzureh

Jvating

© Getty Images !'

ensor Net

e



CONTROL, OPTIMIZE &
|NSTRUMENT

l B &
lCloud

amazon
) webservices
:r v P F‘ ol ,‘

W (
| <} . A
i Windows Azure

S = PERVASIVE SYSTEMS

-~

e ——— SENSING

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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HPL-Information & Quantum Systems Lab
Core Node Technologies

PG - Technology Development
Operations
MEMS and Node system integration

I EB Enterprise Servers,
Weather = Storage & Networking
Service - 22 Networking

Wil
Research™®
Oil and Gas w

Wireless Carrier

-

Securnity Service * Airline " EB Enterprise Servers.

l’)n-p.nrm,rnt of Data warehousing
rdnsporiation w=

-
Retaier

Information Consumers

EB ES-Bestshore Application
Services

Data Visualzation

Software Platform

EB Enterprise Servers,
Storage & Networking
High performance computing

/a9 Se
X =m EB Enterprise Services

s Systoms Integration
Service Delivery

Storage & Networking

PACHUBE/COSM

house biosensor

head office

regional office

interactive installation  visualisation equipment b
PP wireless pollution sensor

webpage
t t y t many-t t y t y
bpage responds laptop ambient head and regional virtual environment wireless biosensor webpage, house and

house light level and office share sensor responds to connects to virtual environment
accelerometer data regional office and interactive respond to wireless
sensor readings wireless pollution insullation pollution sensor
shared with public sensor and viswalisation

tosm

Connect to your world

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 30



F4YPPORTUNITIES FOR TELCO

oQuw/
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OPERATORS & MORE...

Transmission rate

Roving Networks, a leading provider of
wireless solutions announced the RN-
XVee, its new ultra-low power, through

hole 802.11 b/g module that is drop in \ /;»v UMTS. HDPA LTE. LTE-A

compatible with existing 802.15.4 g y

modules. 2011

Core e, S We T Opportunity for M2M

i e |

Ml({tf -‘Se/"\{ice Edge‘ \ s ' i s Field Area Network
=

s
| nasssassyssssnsssnainey
| el .

The “Common” Cisco loT Platform Architecture General Functionality

Data Center Cloud ———————
Application Hosting, Management Centralized Intelligence:
CLOUD Computing O

scurity, Network Services
Mobile Packet Core

‘ Contral
Sersing

B e T 2 30 m 1 Km 10 Km

Embedded Systems and Sensors Smar Things Network in SmartCities”

Smart and less smart things, vehicles,

)
machines, Wired or Wireless \
|
b
floE \
IntametofEverything

40
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MULTI-DISCIPLINARY

RESEARCH
EVALUATION AND SIMULATION

DISTRIBUTE

SYSTEN < NETWORKING

APPLICATIONS

Data fusion/aggregation, data
mining, data analysis, data
prediction, data-replication, data
semantic, self-organization,
clustering, resilience, security,

Energy optimization/harvesting,
sensor integration, ...

41
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NETWORK

SIGNAL
IMAGE/VIDEO
PROCESSING

OS
MIDDLEWARE
SOFT. ENG.

DATA MNGT
SECURITY
MOBILITY

HARDWARE
RADIO

ORGANIZATION
OVERLAYS
SCHEDULING

TRANSPORT

ROUTING

MAC
RESOURCES
ALLOCATION

IMAGE COVERAGE
SELECTION &
WAKE-UP MECHANISM
CRITICALITY-BASED
SCHEDULING

LOAD-REPARTITION
CONGESTION CONTROL

2-HOP INFORMATION
GEOGRAPHIC ROUTING
MULTI-PATHS ROUTING

DUTY-CYCLED MAC
CRITICALITY-ADAPTIVE
MAC

nw OO



SOME CONTRIBUTIONS
« FROM THEORY TO
PRACTICE »

IMAGE AND ACOUSTIC FOR
SURVEILLANCE

43
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COLLECT DATA TO IMPROVE THE RESPONSIVENESS
OF RESCUE OPERATIONS
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Co(V)={
V3,

{V,,V;,V,},
(V. V3, Vo3,
V3, V4, Vst
{V,,V,, V¢},
{V,,V,, V¢},
{V4’ VS’ V6}

v

ICo(V)I =7
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RC CAN VARY IN [0O,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R©°
R°< 0.5

O CONCAVE SHAPE BV
RC> 0.5

0 CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

‘ Py(h,. h,)
1)

P,(0,0) # cover sets P,(r°=0)
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CRITICALITY-BASED

SCHEDULING

o
o ©O
o
o
o
o ©
o o ©
o
° o
o
o ° o
.oo
o O
o
o
°
o ©
o o
o ©
o

e sentry sensor node
o normal sensor node

Routing
information

C Disambiguatio
overoge | nnode
selection
Activity Intrusion/ Image
managemen Event transmissio
t detection n
Alert Image
management encoding

48



Must limit the

number of images
sent from sensors

Which sensors
should be allowed
to send images for
disambiguation
purposes”?

Q ’ \}\

i @ dlerted node

49



2-HOP INFORMATION

Fa(v,u) = {L|d(k‘ Sink) < d(u, Sink),u € F(v),k € N(u)}

Fy(v, u)
770

—— o — -
————————————— ’—’

-
-
-
-
-
-
-
-
-—
-
-
-
-—
-
-
-
-
-

Foy

F(v) = {'u.|d('u., Sink) < d(v, Sink),u € N(-v)}

50



IMAGES & #PATHS
LIKELIHOOD

Ry _phop(Coi(v)) = 1 lcgjv)l i
2—hop (L 03(V)) = [Co;(v)] — NbOptimal Paths(w)

O R..,,opr MEASURES THE LIKELIHOOD OF
A GIVEN COVER SET TO FIND AS MANY
NEEDED 2-HOP PATHS AS REQUIRED

BY THE CAPTURE RATE OR # OF
IMAGES

51



NSHARED RELAY NODES
LIKELIHOOD

d 2-HOP POTENTIAL FORWARDERS MAY HAVE
FEW RELAY NODES THEMSELVES

d A COVER SET WITH MANY UNSHARED RELAY

NODES PER 2-HOP FORWARDER HAS BETTER
EFFICIENCY

|Co;(v)]
1 |F(w)|
Ryelay(Coi(v)) =
etay(Coi(v)) = 1505 Z:j Fo(w)]
|F(w)]
Q THE [F:(v)] RATIO EXPRESSES THE

LIKELIHOOD THAT A 2-HOP FORWARDER HAS
SEVERAL UNSHARED RELAY NODES

52



L OVER-SET'S TRANSMISSION
| QUALITY FACTOR

| Lsnsissuisniminied .

d EACH COVER SET IS THEN
ASSOCIATED TO A TRANSMISSION
QUALITY (TQ )

AdTQ IS USED TO SCORE AND CLASSIFY
COVER SETS AT ASENTRY NODE

TQ(Coi(v)) = a X Ra_pop(Coi(v)) + B X Rrelay(Co;(v))

do+p =1.

53



HMAGE STATISTICS AT SINK

100 +

80
S
80 ~ 2-hop
g 40 - selection and
Z GPSR is used

20 1 2-hop

0 ’ ~~ selection and
. T-GPSR is
Packet Loss Received Usable Complete used
Ratio Image Image Image

0 AN IMAGE WITH MORE THAN 60% PKT

LOSSES IS SAID UNUSABLE 54



MULTIMEDIA SENSOR
SIMULATION MODEL

AU T T A A SR RN T

J ADVANCED PROPAGATION AND RADIO
MODELS

d LAYERED, FLEXIBLE ARCHITECTURE

2 OMNeT++/Tkenv - SN - Jo](x
—— [ Trace oticns  Help
= (Node) SN.node[0] - J[o](x
— x & . N D o » iR ¥
E = (N A ] R.,,’ < @ 1 &3 S| > fen 40 SN 10.000173909671 SN.node3T (ied1 )
Mags schedued 121 Ms3gs created: 241
[l (node.Node) SN.node(0] (id=6) (ptr0x3hd7aa8) Zoom: 0.68x Evises nis Brsokeh y
$ffusicn, fhysicn, s A 5N) S (sl
3y aiffeon | aeaor e ittusor i 15.0) 3.0 C=SYOVEXY]
s 0] - : : v & &2+
s B bl TS U B2 oy sn ) Zoom: 0.56x
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px B55 py 843 alpha 18 v coorgmdio - nods -
Y ¢ %6436 cx 861, cy 58{ v P noge34 2
c 262,866 L 5 pe18 3
Initializing module SN :{‘;;e o nodggRegges nos:1S  nodeds node
" rodeS5  1d px 7, o g ¢ node2s «, NOCe4s
hicatign ed nqoe node2 noent
Resourgei noce19
e nodeS6  1d 56 px 539 g odes?
Application node 561 initialized with cr
6 id 5 px 533 pu
bx 288,621 . node2f10deds .
Py 2 b . node7 -
Initializing module : n0de28  nodel?
o557 S7 noddwgied
. nodeds ;
noded? .
X '"":I;JjRHESD nodeld & nodas3
Initializirg wo 20620 nodess
nodeS8  1d 58 Ul . : noge21
node 581 : ~
rodeSS nodeS7
= noded1
nqde23 v
v node3s ngdeds
# : : . s naddugdesa g
[P c(l‘:x:aik::'t }f"’l 0.9 . e node iy |
- e “ey 13 noJxaded0 ~
Gikia noded node10 fodad
. node22
oA
24 nodel
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bed \®

THE SINK

Application:Image sent
( @ g\ Fe——_——_————— Fe——_— +————]—{————+ b
& I P t 4
coordinator jntrysion FAN &:y l _________ l__Tf?ff_l__ff_f_f_l__z_fgfffff_
wirehae: .?ucalProcessﬂ.‘l]\ K@/\ \f gx\ nﬂde[15] | node=2 | 1 | 206 | 0
=y ) ol < ) @ | node=5 | 4 | 824 | o
510%‘14]\@/ . HELIE) nodefs] | node=9 | 2 | 412 | 2
el noue[sﬁe/ ~ [23) node[25] | node=10 | 6 |
node[17] O | node= | 0
- \_/m:r/ node=15 | 2 | 412 | 2
e, - 3 | node=17 | 1 | 206 | 0
T RANES @ ¢ o PN =
tt:—/\’:ﬁ/ -~’\\e/ _ e \\ @/\ | node=19 | 3 | 618 | 0
node[12] \@dode[s] TR 4 node=22 | 4 | 824 | 0
nodp(s7] \8/ o = node(d] | 2 | 412 | o
node[22] = g E‘fsl]“] 22N | node=24 | | 0
node[53] ® Lok Ry
) N 2 | node=26 | 1 | 1
| node=27 | 6 | |
) 7
i) noBefief’] | node=29 | 7 | 1442 | 6
e Sngueledr | node=33 | 6 | 1236 | 6
e % mde[zo}\. | node=35 | 12 | 2472 | o
-~ \w/as wel54l ode=37 | 5 | 1030 | 0
s, ) ) ggde[qfl \ | | 8 | 1648 | 3
= Sl o I node=46 | 412 I 2
- node=48 0
2 Q | node=50 | 2 | 2

i
node(36] node[SZ]
node[41]

60 IMAGE
75MX75M

1SINK (NODE 54)

Bie[a)

nude[SIATdem

node[4Hode[0]

SENSOR NODES

|

|

|

|

| index=23
| index=24
| index=27
| index=29
| index=33
| index=35
| index=37
|




EMASS-MARKET SENSORS

CoOsT:
~100€

waspP
moTe

8MHz Atmega1281
8kB SRAM, 128kB Flash
Xbee radio

16MHz Atmega1281
8kB SRAM, 128kB Flash
Xbee radio

ARDUINO MEGA2560
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LIBELIUM WASPMOTE

Microprocessor

Accelerometer
12C-UART Socket
e« @

Optimized Libelium’s API

'a‘; ; ® > Battery Sockets
"= » Al -

- g 1101
3 -

i B o L) .."v 19 5 g

=9 TPt FEEA Tt i open !

/Solar socket \
Reset Button Crystal Oscillator "\ Switch OFF/ON

ARDUINO MEGA2560

UART-based
connection to
micro-controller

Default speed is §

usually 38400
bauds

Higher baud rate
are possible
but...

SENSOR’S HW&SW

ARDUINO-BASED IDE

WITH C++-LIKE
LANGUAGE

XBEE 802.15.4
58



13-416MHz PXA271 Xscale

Wireless MMX DSP

256kB SRAM, 32MB Flash,
32MB SDRAM

CC2420 radio

1Mote2 with IMB400
multimedia board

8MHz Atmega128L
4kB SRAM, 128kB Flash
CC2420 radio

TelosB

AdvanticSys CM5000 & CM3000
TelosB-like mote

8Mhz MSP430F 1611
10K SRAM, 48K flash

CC2420 radio




8MHz Atmega128L
4kB SRAM, 128kB Flash
CC2420 radio

———————— Radio module
13-416MHz PXA271 Xscale CC2420 is
Wireless MMX DSP connected
256kB SRAM, 32MB Flash, through SPI bus
32MB SDRAM

CC2420 radio SPI speed is in
the order of

several
hundredth kbps AdvanticSys CM5000 & CM3000

TelosB-like mote

St

::
o

<

8Mhz MSP430F 1611
10K SRAM, 48K flash

1Mote2 with IMB400
multimedia board

TelosB CC2420 radio
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(INTERNET:¢
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THINGS=
nol’
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1Mote?2

(2 « ACADEMIC » SENSORS

8MHz Atmega128L
4kB SRAM, 128kB Flash
420 radio

Motes are programmed under the

13-416MHz PXA271
Wireless MMX DSP

256kB SRAM, 32MB -~ For MicaZ and TelosB we use
TKN154 communication stack

32MB SDRAM
CC2420 radio

For iMote2 we use IEEE154
communication stack

1Mote2 with IMB400
multimedia board

TinyOS operating system & lib

TelosB

mote

8Mnz MSP430F1611

10K SRAM, 48K flash
CC2420 radio

s CM5000 & CM3000
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MOTES

1iMote2 with IMB400

multimedia board

OPTIONS:

IGrayscale] v ]QVGA (320x240) ]vl

ONE-SHOT MODE:

Capture

Save

NON-STOP MODE:

Play >>

Stopl

B §orf S g g -
sg ID 1000 -l
sg ID 1050
sg ID 1100
sg ID 1150

[«]n]

<« 1 [ 1»
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ORE GENERIC SOLUTION:
FILE SENDER NODE

Fully configurable: t

File to send 4 S ==Y T2 . S
Size of packet chunk ; Srepes 3 S oo S

Inter-packet delay
Image/Binary mode
Destination node
Clock synchronization

- ~ETYTETVYS

Flest24060, hit4E#
801 ZAZ0B466FEZES

CoOsT:
~132€

63



RELAY NODES

ADVANTICSYS TELOSB MICAZ AND IMOTEZ2

™
@ ! <

B, A\

Fully configurable:

Destination node
Additional relay delay
Clock synchronization

i
G E : 4 - —
BRd AP2 [ MMO T s
B 3332 0 wvrrrr [
- ‘“FBJES Wt & G 0,
- 2

/dev/tty. usbserial-A8008W y

PR1 PHO noc

LIBELIUM WASPMOTE ARDUINO MEGA2560
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SINK NODE

LINUX PC/LAPTOP WITH
USB/SERIAL GATEWAY



ADJUSTABLE QUALITY
FACTOR

200X200, SUITABLE FOR SITUATION-AWARENESS

Q=50 S=11045b 142pkts 23pkts
Y i ~...,' - s .4 T “ ."1.‘{?_1 i 3 i 5 fv/.,fb"‘ ;‘"

Yot S FLT W

Collaboration with CRAN
laboratory, Nancy, France.

Very robust image
encoding techniques
against packet losses




TRANSMISSION TIME

Time in send() and time between 2 packet generation
Micaz

¢
'93095309NISSSTISIRIISRIINIASY (2

FRRRRRRRRLRLRRRIRLALEIRIL LR LR,

=0=time in send() =@=time in send(), fitted “7*time between send() “**time between send(), fitted

14

250kbps: 1285 K- 0 S R

Time inms

400pkt of 100bytes:

400*0.0115=4.6s Y ()

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes

~ Relay overhead: oy ' 0
\ 400*0.0157=6.28s ‘ :

Packet read time & packet relay time
AdvanticSys TelosB and MicaZ

)= 20 5:6236b 76 kTS =I=Packet relay time (th), TelosB =f==Packet relay time (measured), TelosB
=>e=pPacket relay time (th), Micaz =¥=Packet relay time (measured), MicaZ
=0=packet read time, TelosB =O=packet read time, MicaZ

250kbps: 0.199s

76pkt of 95bytes:
76*0.0113=0.858s

19.6 19.9 203
'y A=A

219 222 4%

200 207 20.6

1
13.4 13.7 139 14.2 145 I
111 .
91 93 96 99 .

Time in ms
o
(9]
o
!

Relay overhead:
76*0.0145=1.102s

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Payload in bytes
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MULTI-HOP FORWARDING
CREASES PKT LOSS RATE

»
30353 095NSISSTISIIRIRIIISTISY (2
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TEST BED

R0/1 enable/disable relay mode
D0013A2004086D828 set the 64-bit dest. mac addr
D0080 set the 16-bit dest. mac addr

T130 transmit with inter pkt time of 130ms

z50 set the pkt size for binary mode

FdesQ5.dat set the file name to desQ5.dat
D0013A2004086D828 set the 64-bit dest. mac addr
D0080 set the 16-bit dest. mac addr

I or B set to image mode/set to binary mode

All commands must be prefixed by « /@ »
and ended/separated by « # »

Examples:

/@T130#, /@Fjapan020.dat#I#

XBeeReceive Unix tool
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80ms

200x200 =
. """ n e =, PSNR=26.2259

76 PKTS

\ ARDUINO MEGA2560

-

70ms
PSNR=21.9901

60ms
PSNR=17.265

1 tal 50ms
e » PSNR=14.2429
ARDUINO MEGA2560
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SOME CONTRIBUTIONS
« FROM THEORY TO
PRACTICE »

IMAGE AND ACOUSTIC FOR
SURVEILLANCE

71



8 EAR-IT: AUDIO SURVEILLANCE IN
SMARTCITIES AND SMARTBUILDINGS

SEE HTTP://WWW.EAR-IT.EU
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EAR-IT ON
SMARTSANTANDER
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AR-IT ON HOBNET TEST-
BED AT UNIGE

Specially
designed audio
board by INRIA
CAIRNS &
Feichter
Electronics

dsPIC33 with 8kbps speex
real-time encoder




EAR-IT IOT NODE

WK Y. _
llbelmn advanticsys

Microprocessor

Accelerometer
12C-UART Socket

e w e ;' AdvanticSys CM5000
l olar Socke!
Reset Button | Crystal Oscillator \_Switch OFF/ON TelosB-like mote

WaspMote

8MHz Atmega1281
8kB SRAM, 128kB Flash

48K flash, 10K RAM

CC2420 radio
Xbee radio

IMAGES ARE FROM LIBELIUM COMPANY

8Mhz MSP430F 1611
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THNGS . MULTI-HOP PACKET
FORWARDING

Multi-hop is very costly (routing) and
- generates lot's of packet losses!

.';" In data-intensive applications, a lot of packets will be transmitted,
L. usually at high transmission rate!

o i

o A
¥ " 1 Tr‘ead
send relay
I Tpr'ocessing

What level of performances can we expect?
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ERNET:?

OF @ ¢ d_
A

SPEEX AT SKBPS
REQUIREMENTS

160 bytes (20ms)

Need to be

20 bytes of encoded audio data
2 bytes
able to relay

0xXFF0x55 ] byte
Seq. No.

/

a 24-byte pkt
every 20ms

24 or 21 bytes frame

\

1 byte

frame size speex sampledec

77



RELAY NODE

PERFORMANCES

30.0

25.0

20.0

15.0

Time in ms

10.0

5.0

0.0

Packet read time & packet relay time

“=Packet relay time (th), TelosB ‘Packet relay time (measured), TelosB

==pPacket read time, TelosB

275 280 283

255 259 262 _gpefiuel
238 24.1 et 579 57 281
: 26.3

y 22.4

250 248 255

10 15N\20 25 30/35 40WGO 65 70 75 80 85 90 95 100
Payload in bytes
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« TIME TO FORWARD »
MEASURES

Time in ms

45
40
35
30
25
20
15
10

Time to forward (read+send)

¢ Timetoforward  —Linéaire (Time to forward)

©

0O 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360 380
Packet number, size starts at 10 bytes and increases every 20 pkts by 5 bytes
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ST ON SMARTSANTANDER

—a—

o
O -
E-Q-CE“D-D Calle GE | Maldl - N
- D g
D. ) O.
g = O O. )
o -
_O‘I o2 s ?g-‘ 2 395
000 0 00008 T /_\D
== - ; A
= pase0 Y ! 3 g 2 o
: 12
O F
- 2 9 =
Real Club

h" aritimn
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gal Club
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RELAY NODE
PERFORMANCES

Read time & processing w/relay time

=®=Read time, WaspMote ==WaspMote processing w/relay time

120
100
80

60

Time in ms

40

20

10 20 30 40 50 60 70 80 90 100
XBee payload in bytes
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PEEX AT S8KBPS ON SLOW
RELAY NODES

160 bytes (20ms)

20 bytes of encoded audio data

Add framing
bytes

2 3 4 6 8

I

[

[

[

I

1 1
A6 aggregate audio frames

83



CONCLUSIONS

d WIRELESS COMMUNICATION CAN NOW BE
INTEGRATED AT LOW-COST TO A NUMBER OF
SMALL DEVICES/OBJECTS

0 SENSOR NETWORKS CAN PROVIDE LARGE SCALE
AWARENESS TO SETUP THE FOUNDATION FOR
AMBIENT INTELLIGENCE TO OFFER NEW SERVICES
FOR SMART SOCIETIES

d HOT TOPICS ARE MULTIMEDIA INFORMATION FOR
ENHANCED SITUATION-AWARENESS

0 TESTBED & REAL EXPERIMENTATIONS ARE
NEEDED TO HIGHLIGHT REALISTIC ISSUES

d OUR RESEARCH IS ON PROPOSING SUITABLE
CONTROL MECHANISMS BASED ON REALISTIC

CONSTRAINTS 34
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SOME LINKS

i

« Networks image an

62 aramission o Weekeis Senss
Ly e————
@ vt cav-pu - Comam W B omw
« selay scden ot Libcium WangMoke. Cronsbon AdvasticSys TebouB

tning variom
. ‘...._*...L-uun.um.m.lsnunn-u-xn«mk

Figurs below shows from

s ASCI e s the list of he softwaes tools you will seed:

The prmeral scenario Is described the figuse below. Source sode and relay nodes

1. code for the Ardsiso soerce node (s, 2ip)
2. code foe sn ode, # is actually
3. onde o e ik o rodieg e srielprt nddvcode e 2134 pacht cived b he Xbowmodle
wihges ~gatabsed ~Nnowwri o XBeoReceive XBeeRnce:

you may ncod o itall SO image libesey with 3 go .
4 ml«--wkmmmu‘llmmmm‘lumtu
wihges -Neo-write-atrings -o XBees XBeeSendCad.c ~1re

(imo. zip)

130 transmit with ister pRt time of 1)0ms
50 set the pht size for binary mode
v v > desgs.dat
4013A2604086002 the 64-bit dest. mac addr
£000 set the LC-bit dest. mec add

mode/set. to bizary mede

set to image

ST
'Wsw‘)n » nodehen 13
mr%l'l mb“[";]o 0100

3(
e el eﬂpj S

100 49,5, node{106}
Y EERO  of;
e ’%ﬂj - 2
» '[%gf '1 0'.‘“ ]
node(74) oS
nuﬂe]]ﬂ%‘J‘_;‘ua’L g

0.14291.0)

i am(r wmmg):uw

.
ose BTN o

- - 3

O gHIREGR) 810,20 -
=] nsue.m uy .

mﬁs 169 essta

sadax]

numﬂ

. node(1e]

»fo&f.‘,mhwm--

u mm)qa ‘
Py Ty — ﬂwrrw—nmhﬂaa‘—

u».ja(:'?ab

node,

it

0.03(0:100.

Eonpy

node[2s] ngde()

300(12:36 0"

o)1 06

cdo[s4]

N T

wﬁ%c :
gl

61.0)

i

e
31.118636566365

fr/~cpham/WSN-MODEL/tool-html/tools.html

OMNeT++/Tkenv - SN

Fareing
Msgs present 1867
Evhimomc: 150538

. caghae, cashee. caobye._cwbre_cehee. . cphee, Tiver message,

§§

268 bytes to communication
263 bytes to commnication
268 butes to commnicat ion
268 butes to
size 269 butes to
size 268 btutes to
size 268 butes
size 268 butes
size 268 butes
of size 268 bytes
size 283 bytes
3ize 268 bytes
3ize 288 butes
] of size 263 butes
lication Node 46 --> FEAL IMAGE(1) to rode 79
Aeplication Node 96: INTRUSION SEEN

29LLVLLLYLLLYYLY
FEEEEEERE R R

comsunicat ion lav
conmunication la
communicaticn law
conmunicat ion las
consunicat ion lay

ﬁﬁ'f?ﬁ'i’ﬂﬁé’ﬁ

RCCO000n00ea0ns

13
5
i
3
§
2
i 8

22
i i

48) Fpplication Sauuv [alerl] o“ size 30 bytes to communication lage:
El mde[na] Fpplication Node 0N SEEN
b muve m 1004

pert..coverage 99,
INTRUSTON SEEN

SH.node(5].Applicat ion Node S:
lication Sending [alert] of size 30 butes to communication laye

ication Node 61 INTRUS.

ert] of size 30 butes to communication leage
SEEN

SEEN
TRUSION SEEN
ert] of size 30 bytes to comaunication layes

Lication Node 24: INTRUSION SEEN
licotion Serding Lalert] of size 30 bytes to conmnication layes
0N SEEN

$3799538%

SN.node(79] Application Node 79: WRITES IMAGE FILE(1) from node 10
SN.node(79] Application Node 79: DISPLAY REAL INAGE(1) from node 10

http://web.univ-pau.fr/~cpham/WSN-MODEL/wvsn-castalia.html
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