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WHAT IS A SENSOR?

d SENSORS COULD MONITOR A WIDE VARIETY
OF AMBIENT CONDITIONS THAT INCLUDE THE
FOLLOWING:

TEMPERATURE,

/
HUMIDITY, A -
VEHICULAR MOVEMENT, @4 "

LIGHTNING CONDITION,

o000 o

PRESSURE,
SOIL MAKEURP, ‘
NOISE LEVELS, -

d SENSORS CAN BE USED FOR CONTINUOUS
SENSING, EVENT DETECTION, EVENT ID,
LOCATION SENSING, ETC.



TRADITIONAL SENSING
APPLICATIONS




WIRELESS AUTONOMOUS
SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION ’V\

“Radio Transceiver

Data Storage

e

¢ Q Sensing Module



MONITORING/SURVEILLANCE




LARGE SCALE DEPLOYMENT




g

g

ATMEGAI28I1

MICROCONTROLLER

8K RAM & 1G SD
CARD.

2.4GHz IEEE
802.15.4
COMPATIBLE. RF
AND GSM/GPRS

libeliu

comunicaciones inaldmbricas distribuidas

- Carbon Monoxide — CO
- Carbon Dioxide — CO2
- Oxygen — 02

- Methane — CH4

- Hydrogen — H2

- Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H
- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

o [ I
/Solar socket
Reset Button

- Pressure/Weight
- Bend

- Vibration

- Impact

- Hall Effect

GPS Socket

- Tilt

- Temperature (+/-)
- Liquid Presence
- Liquid Level

- Luminosity

- Presence (PIR)

- Stretch
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[ ADVANCED CONNECTIVITY ]

1 —
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ADVANCED DATABASE
FEATURES

N

/

2

FROM LIBELIUM

A

ZigBee

&

LOCAL STORAGE

_J_ INSIDE MESHLIUM |

—

| Localfile | Local DataBase | External Database H Show me NOW |

Q-

q

Local File System

Local Data Base

(MysQL)

Connection data
Database: |capturedData
Table: xbeeData

IP: 192.168.1.19
Port 3306

User: root
Password: | libelium2007

[ check Connection ] [ Save |

‘ . [Store frames in the external data base

(save ”

[ Show data | Last 100 insertions. | Show sql script J (to create database table)
ID  TimeStamp MAC Xy z Temp Battery
2304 2010-11-26 14:31:07 0013a20040304174 27 23 1023 28 97%
2303 2010-11-26 14:31:03 0013a20040304174 27 23 1023 28 97% -
2302 2010-11-26 14:31:00 0013a20040304f74 27 23 1023 28 97%
2301 2010-11-26 14:30:28 0013a20040304174 27 23 1023 28 97%
2300 2010-11-26 14:29:58 0013a20040304f74 27 23 1023 28 97%
2299 2010-11-26 14:29:29 0013a20040304174 27 23 1023 28 97%
2298 2010-11-26 14:29:26 0013a20040304f74 27 23 1023 28 97%
2297 2010-11-26 14:29:23 0013a20040304174 27 23 1023 28 97%
2296 2010-11-26 14:29:00 0013a20040304174 27 23 1023 28 97%
2295 2010-11-26 14:28:57 0013a20040304174 27 23 1023 28 97%
2294 2010-11-26 14:28:53 0013a20040304f74 27 23 1023 28 97%
2293 2010-11-26 14:28:21 0013a20040304174 27 23 1023 28 97%
2292 2010-11-26 14:28:18 0013a20040304174 27 23 1023 28 97%
2291 2010-11-26 14:28:14 0013a20040304174 27 23 1023 28 97%
2290 2010-11-26 14:28:01 0013a20040304174 27 23 1023 28 97%
2289 2010-11-26 14:27:58 0013a20040304174 27 23 1023 28 97% ~|
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THE FULL TESTBED
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CUSTOM BEHAVIOR

vold setup()
{
ACC.ONC);

USB.begin{);

h

'/ starts

Ll

vo1d 10@p<)

[ ——————— Check Register-—————————————————————
'/ should always answer @x34, 1t 1s used to chech
7 the proper TIHIleHﬂllfx of the accelerometer

hyte check = ACC.check();

{ == L Values——————————————

/== Y Values——m—————————————————

int z_acc = ACC.getZ();
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JENNIC SENSOR KITS

http://www.jennic.com/
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SPECIFIC APPLICATIONS
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TOWARDS GLOBAL SENSING

Activatir

Combination of Intelligerit | S|
r'andorlr;ly c?ndI ] Agent e g ot
manually deploye Activating
sensors

Authorised

User

© Getly Images /A"

ensor Net
s
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WHERE CLOUDS COME IN!

Combination of Intelligeré
randomly and Agent
manually deployed
sensors

Authorised
User

E——

B - amazon
- ‘ mmr'ﬁ & Dropbox webservices”
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"0 @
— o Tt Y : bI !
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: ‘Eg Wlndows Azur

i |
Send iﬁ ENSLL 1 vt~

Agent

ML @ . NG |
. |C| ou d telhgeré )




SMART CITIES, CONTROLLED
SYSTEMS

e

PERVASIVE SYSTEMS

_

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




IMAGE SENSOR MOTES

o IGrayscale] v ]QVGA (320x240) ]vl

OPTIONS:

ONE-SHOT MODE:

Capture

Save

NON-STOP MODE:

Play >>

Stopl
—
sg ID 1000
sg ID 1050
sg ID 1100
sg ID 1150

| »

[«]n]

<« 1 [ 1»

1iMote2 with IMB400
multimedia board
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SEARCH & RESCUE

coocoooooo

Multimedia
board




ACTIVITY DETECTION

=== Sound could serve as detector if

gound N

v
\*

Light sensor could serve as A I Ye as
detector if the person rapid . R = "shaked
occult the sensor g e YWY |

/‘[ighf |




GET IMAGES FROM
DEPLOYED SENSORS
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ENERGY CONSIDERATION

| U | 18720 JOULES
G -
rrTERs R
| SRR
+ —44
| ——
e -
v oo !
| ——3.. = -5
*:‘4 ST Transcoiver "'T
L ii i e |
. | . I ) o 7‘ T & ‘
(@ |Ghincon Products Ce2420
- | from Texas Instruments
Parameter Min. Typ- Max. Unit Condition / Note
Current Consumption,
transmit mode:
P =-25dBm 85 mA The output power is delivered
P =-15dBm 09 mA differentially to a 50 Q singled
P =-10dBm 1 mA ended load through a balun, see
P=-5dBm 14 mA also page 55.
P=0dBm 174 mA

TX power Odbm: 17.4mA
P=IxV=174x3.3=57.42mW
E=Pxt->t=E/P

326018s or 90.5h

Haven'’t considered:

Baseline power consumption of
the sensor board

RX consumption: 18.8mA!
Image capture consumption
Image processing consumption




<QOQomMmZm

NZ0H A2 MOHOWZO00O

MIDDLEWARE/APP.

ADDRESSED _
SIGNAL CBSE for SENSOR NODE
IMAGE/VIDEO —>  SENSOR'S 0S gl\z/?gxglceumnoru
PROCESSING
os | EREEETS,
S S
MIDDLEWARE —— SYERVISTON

SOFT. ENG. Q
@)
| ADAPTIVE APPLICATION g

DATA MNGT —>  APPLICATIONS

HARDWARE
RADIO



[ ACTIVE SENSOR NETS (1) ]

AVOIDS THE BLACK-BOX
VISION
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[ ACTIVE SENSOR NETS (2) ]

- JIN

AVOIDS THE BLACK-BOX
VISION



DYNAMIC RECONFIGURATION

d TARGET PLATFORM: MICAZ
J EXTENSION OF THE THINK GENERIC




TOWARDS SERVICE
ORIENTED ARCHITECTURE

d FAST RECONFIGURATION ENABLES
DYNAMIC AND ON-THE-FLY NEW
SERVICES DEPLOYMENT

-~

~N

-

~

-

~

F2,tl (A>




<QOQomMmZm

NZO0OHAYDX7OoMOHOWZ0A0O

NETWORK  —

SIGNAL
IMAGE/VIDEO
PROCESSING

0S

MIDDLEWARE —

SOFT. ENG.

DATA MNGT —

HARDWARE
RADIO

NETWORK ISSUES
WE ADDRESS

VIDEO COVERAGE

ORGANIZATION SELECTION &
OVERLAYS WAKE-UP MECHANISM
‘ LOAD-REPARTITION
CONGESTION CONTROL
TRANSPORT
Q
O
MULTI-PATHS S
ROUTING
ROUTING OPTIMIZED
GEOGRAPHIC ROUTING
« URGENT » MAC LAYER
MAC CRITICALITY-AWARE
RESOURCES MAC LAYER
ALLOCATION



SCHEDULING IMAGE
SENSORS




FIRST OF ALL: DON'T MISS
IMPORTANT EVENTS!

WHAT IS CAPTURED

WHOLE
UNDERSTANDING
OF THE SCENE IS
WRONGI!!!
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HOW TO MEET SURVEILLANCE
APP’S CRITICALITY

d CAPTURE SPEED CAN BE A
« QUALITY » PARAMETER

d CAPTURE SPEED FOR NODE V
SHOULD DEPEND ON THE APP’S
CRITICALITY AND ON THE LEVEL OF
REDUNDANCY FOR NODE V

V'S CAPTURE SPEED CAN INCREASE
WHEN AS V HAS MORE NODES
COVERING ITS OWN FOV - COVER SET

32



NODE'S COVER SET

Co(V)={
{V 3},

V1, V3, Vi,
{V,,V;,V,}, V.
{V,,V,, Vi), *
{V,V,, V),
{V,,V,,V,},
{V4’ VS’ V6}

Iy

ICo(V)I =7




CRITICALITY MODEL (1)

LINK THE CAPTURE
RATE TO THE SIZE OF
THE COVER SET

HIGH CRITICALITY M AX
O CONVEX SHAPE -
O MosT PROJECTICM

OF X ARE CLOSE TO

THE MAX CAPTURE
SPEED

FRA

LOW CRITICALITY B

0 CONCAVE SHAPE

0 MosT PROJECTIOI\N

OF X ARE CLOSE TO A

THE MIN CAPTURE

SPEED
CONCAVE AND
CONVEX SHAPES
AUTOMATICALLY

MES

SED?NDE

HIGH CRITICAL APPLICATION

LoOw CRITICAL APPLICATION

J

J
|
|

J
I
|
|
|
|
|
|
|
|
|
|
|

DEFINE SENTRY =

NODES IN THE
NETWORK

o
L

COVERS
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CRITICALITY MODEL (2)

RC CAN VARY IN [0,1]

BEHAVIOR FUNCTIONS
(BV) DEFINES THE
CAPTURE SPEED
ACCORDING TO R°
RC< 0.5

0 CONCAVE SHAPE BV
RC°> 0.5

0 CONVEX SHAPE BV
WE PROPOSE TO USE

BEZIER CURVES TO
MODEL BV FUNCTIONS

P,(0,0) P,(r°=0)

LOW CRITICAL LEVEL HIGH CRITICAL LEVEL
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Po

BEHAVIOR FUNCTION

Bt)=(1—=t)?%Py+2t(1 —t) s« P, +t* %« P,

P14

P2

‘Pl(r():l) P,(h,, h)
—> f
‘\ D (.0_n o)\ / /A

“ 1 \r =0,0) - _~ ’

W

LLLLLLL



MEAN STEALTH TIME

T,-To IS THE INTRUDER’S STEALTH TIME
VELOCITY IS SET TO 5M/S

o
OO0 e INTRUSIONS STARTS AT T=10S
® O WHEN AN INTRUDER IS SEEN, COMPUTE
o O, THE STEALTH TIME, AND STARTS A NEW
INTRUSION UNTIL END OF SIMULATION
e
5 O . 0 5 e
ce® o0 ¢ O© e o
o O O
e O 0O 0O o e
O O O
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RISK-BASED SCHEDULING IN
IMAGES (1)

Q R°=R°,,=0.1, R°,,.=0.9, NO ALERT

|C0(VJ')|:3
fps=0.14

|Co(v))[=8
fps=0.81




RISK-BASED SCHEDULING IN
IMAGES (2)

O R°>R°=R°,,,,=0.9




mean stealth time (second)

-h
1

MEAN STEALTH TIME
STATIC SCHEDULING

-l stealthTime r°=0.1
~@- stealthTime r°=0.2
stealthTime r°=0.3
stealthTime r*=0.4
~#- stealthTime r°=0.5
stealthTime r°=0.6
=B stealthTime r°=0.7
“@- stealthTime r°=0.8
stealthTime r*=0.9

1E2 1E3
time (second)

Ll LJ T 1
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mean stealth time (second)

MEAN STEALTH TIME
RISK-BASED SCHEDULING

-

-l stealthTime Ta=5s, r®: 0.1->0.9

“@- stealthTime Ta=10s, r°: 0.1->0.9
stealthTime Ta=15s, r*: 0.1->0.9
stealthTime Ta=20s, r°: 0.1->0.9

/ /[/ x | EE
/ e TNV

A ~
A\ 9

o

Z\N
L v 1
N\ 1% / stealthTime r®
". T~ A / stealthTime
*~—%

r’=0.4

MW

/~ - stealt hTime r°=
@ stealthT

ime r°=

Ay A .
VAN “'\‘: Nl ~#- stealt hTime r°=0.5
o ] *4’". tttttt hTime r°=0.6
e ¥ HiE sigalihTine '00.2

o =
h Sepp T @ stealt hTime r°=0.8
\ ;

”*'/” stealthTime r°=0.9
- e 7 - —

=0.3

'__". =
0.1 | |»
0.2

T T T T
3
time (secon d) 45OES

w ',——ot %o

time (second)

LI |

1E3

1300s

SENSOR NODES START AT O.1 THEN
INCREASE TO O.9 IF ALERTED (BY
INTRUDERS OR NEIGHBORS) AND STAY

ALERTED FOR TA SECONDS
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COMMUNICATION ISSUES




REVIEW OF COMMUNICATION
ARCHITECTURE

ﬁ

OSI Model TCP/IP Model

: Application

Presentation

| NFS
FTP, Telnet

Application SMTP ... XDR

RPC

Transport l Transport TCP, UDP
: Network l Internet - IP

Wil

' - ARP, RARP
Data Link

| Network HDLC, PPP, SLIP
Physical Access 802.X ...

]
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[ AD-HOC NETWORKS ]

d INFRASTRUCTURE-LESS NETWORKS
d MANET (MoBILE ADHOC NETWORKS)




MULTI-HOP PACKET
FORWARDING

Multi-hop is very costly (routing) and
generates lot’s of packet losses!




ROUTING
ENERGY VS LATENCY

d PROACTIVE?

d MAINTAIN & UPDATE ROUTING TABLE
INDEPENDENTLY OF COMMUNICATION NEEDS

0d PERIODICAL UPDATES

d SAME PHILOSOPHY THAN IN WIRED-NETWORKS
(RIP, OSPF)

O LOW LATENCY
0 « WASTE » BANDWIDTH AND ENERGY
d REACTIVE, ON-DEMAND?

d ON-THE-FLY DISCOVERY OF ROUTES, WHEN
COMMUNICATION NEEDS APPEAR

d SAVE BANDWIDTH AND ENERGY

d HIGHER LATENCY

0 GENERALLY EFFICIENT AT LOW LOAD
d HYBRID?

d PROACTIVE OR REACTIVE DEPENDING ON THE
DISTANCE

48



FLAT VS HIERARCHICAL

o o
0 09...9 490
d FLAT ROUTING? @fv@'o“@”'O"O,'fd:'.':~ ) v}f; oo &P °
d SIMPLE N N e om@,@.o o
d NOT SCALABLE! 96 TwseT 00

0 HIERARCHICAL ROUTING?
0 MORE EFFICIENT
U « LEADERS » ELECTION OVERHEAD
0 MOBILITY COST
0 MULTIPLE HIERARCHY LEVELS ARE POSSIBLE

d GEOGRAPHICAL ROUTING?
0 GPS-AIDED FOR INSTANCE

U EFFICIENT ROUTING TOWARDS THE
DESTINATIONS

0 GEOGRAPHICAL INFORMATION ARE
PROPAGATED USING FLOODING

49



|

On-demand multi-hop routing
llustrated: AODV example

——  RREQ

|

50



AODV (Example) ]

S . Reverse
Path
Setup 51



AODV (Example)
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AODV (Example)

53



AODV (Example)

_________
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AODV (Example) ]

— Forward
Path Setup
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AODV (Example)
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AODV (Example)
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AODV (Example)
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[ BROADCAST OVERHEAD

0 QUITE HIGH IN LARGE NETWORKS!
o ® ‘ ®

59



GEOGRAPHIC ROUTING

Avoids keeping routing
information

Relies on geographic
(GPS) coordinates to
find next-hop node

Reduces route
maintenance overhead

60



AREA-BASED GEOGRAPHIC
ROUTING

61



CONS: HOLES IN NETWORK
INCREASES PATH LENGTH

Need to detect/indicate
where are the holes so
that nodes at the border
of a hole will not be
selected

Nodes that run out of
energy may create new
holes!

Holes signalling
overhead can become
high

62



[ FUNNELING EFFECT ]

UAMANY-TO-ONE TRAFFIC
PATTERN CAUSES CONGESTION
IN THE ROUTING FUNNEL
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REVIEW OF COMMUNICATION
ARCHITECTURE

ﬁ

OSI Model TCP/IP Model

| NFS
FTP, Telnet

Application SMTP ... XDR

RPC

: Application

: Presentation ,

Transport l Transport TCP, UDP

Wil

: Network l Internet IP

' - ARP, RARP
Data Link

| Network HDLC, PPP, SLIP
Physical Access 802.X ...

]

MEDIUM ACCES
CONTROL




WIRELESS MEDIUM IS A
SHARED MEDIUM

Collisions when multiple
transmissions (e.g. multi-hop)

Hidden terminal problem

WiFi transmission power
Is too energy-consuming
for WSN!

Huge cost of passive
listening!

WSN can be idle for a

TDMA s usually not used long period!

because of waste of resource




S-MAC - SENSOR MAC

® NODES PERIODICALLY SLEEP

® TRADES ENERGY EFFICIENCY FOR
LOWER THROUGHPUT AND HIGHER
LATENCY

® SLEEP DURING OTHER NODES
TRANSMISSIONS

® NEEDS COMPLEX SYNCHRONIZATION
MECHANISMS

v
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T-MAC - TIMEOUT MAC

® TRANSMIT ALL MESSAGES IN BURSTS
OF VARIABLE LENGTH AND SLEEP
BETWEEN BURSTS

O RTS/CTS/ ACKSCHEME

® SYNCHRONIZATION SIMILAR TO S-
MAC

oma T LT LT LTTLTT ema D LT LT LT
N N . e

7A sleepti

swe LT ol T WTT wee 0 W T
v

1
W
o
<
@
%)
m

0 (0]

@

DELAYED TX ASSUME RE-TX
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B-MAC

® Low POWER LISTENING (LPL) USING
PREAMBLE SAMPLING

® AVOIDS COSTLY SYNCHRONIZATION
MECHANISMS

Sender I Sleep Preamble

Receiver I Sleep I Sleep




CHALLENGES FOR MAC
PROTOCOLS IN WSN

d ENERGY EFFICIENCY
d LOW LATENCIES

d FAIRNESS

A CHALLENGE FOR MISSION-CRITICAL
APPLICATION




OUR CURRENT RESEARCH
ON MAC LAYER

O DUTY-CYCLED MAC (E.G. SMACQC)
- Sleep - Sleep |

J LINK THE LISTENING TIME TO THE
CRITICALITY MODEL

@]
(@]

oo Neighbors of a sentry nodes
N N should have longer listening time.
3y Can optimize for nodes on the

M path to the sink.




END-TO-END
PERFORMANCES?

Holes in deployment
Limited buffers
Multi-hop overhead
Congestion

Channel contention
Duty-cycling MAC
Physical interference
Small PDU

Nodes availability

Q (B S IeHE (o R e R n

END-TO-END LOSS RATE IS EXPECTED TO BE HIGH!
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IMAGE QUALITY?
UNCOMPRESSED BMP

1617 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

ORIGINAL 320X320 1340 oUuT OF 1617 1303 OoUT OF 1617 674 OoUT OF 1617
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
BMP 102400 BYTES

MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4)

MINIMUM LATENCY = 6.46S

Cannot really use the
compressed version of

BMP using RLE.

921 0uUT OF 1617 689 OouUT OF 1617 913 OUT OF 1617
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIW



ORIGINAL 320%X320
256 GRAY LEVELS,
JPG 27303 BYTES

MAX TX RATE = 250 KPS
(IEEE 802.15.4)

MINIMUM LATENCY =1.61S

Encoding cost of
JPEG2000 is too high for

these devices.

IMAGE QUALITY?
STANDARD JPG

427 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

© OUT OF 12 IMAGES
COULD N ECODED

348 OUT OF 427 351 OUT OF 427 349 OuUT OF 1617
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED

WITH LOSS BURSTS (RADIO)

8 OUT OF 12 IMAGES
COULD N ECODED

258 OUT OF 427 270 OUT OF 427 269 OUT OF 427
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVFg



ORIGINAL 320X320
256 GRAY LEVELS,
WSN SPECIFIC 17199 BYTES

MAX TX RATE = 250 KPS
(IEEE 802.15.4)

MINIMUM LATENCY =1.14s

Collaboration with CRAN
laboratory, Nancy, France,

for robust image encoding
techniques for WSN.

IMPROVING IMAGE
ROBUSTNESS

302 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

248 OoUT OF 302 236 OUT OF 302 243 OUT OF 302
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED

WITH LOSS BURSTS (RADIO)

188 OUT OF 302 167 OUT OF 302 158 OoUT OF 302
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI‘OF&



INTRUSION DETECTION

(A)

@® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).

SLEEP NODE: NODE WITH LOW SPEED CAPTURE.

SCENARIO

(B)

® ALERTED NODE: NODE WITH HIGH SPEED CAPTURE
(ALERT INTRUSION).

(c)

® SENTRY NODE: NODE WITH HIGH SPEED CAPTURE
(HIGH COVER SET).
©® CRITICAL NODE: NODE WITH HIGH SPEED CAPTURE
(NODE THAT DETECTS THE INTUSION).

SLEEP NODE: NODE WITH LOW SPEED CAPTURE.

INTRUSION DETECTIONY?
 J ) o 4
o ° ¢ :
® 9 1
®eo, ™ L LI
®e ° e o oo
°
o9,
Y Y e o e o 1
09,4
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ke ne @ [ ] ™Y [ [ ]
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° L ] .l e ©
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e o [ ] [ ]
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[ N ] ® o © [ ] ™Y
o © ™Y
° [ ] [ I ] [ [ ]
® ] [ J
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® 1
[ J (‘;:
o 1°
1
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ee o o0 ® ®
. e © Py ] @)
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g o) o ©° T
) s e 1 @ ®
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...'--“—
@
® @
] ) @
[

HIBERNATE MODE
r’=0

ALERT MODE
r’=mMAx

HIBERNATE MODE (AFTER INTRUSION)
r’=0
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SOME IMAGES DISPLAYED BY
THE SINK

Application:Image sent

(( A %) ‘i @ 2EN Fom T i e i +——= + +
= = Images Packets by coverset
L;g coordinator jntrysion by ) \8} .,|_ _________ .,|_ ________ _,|_ _________ _,|_ ____________ 0}
| | |
| | |
| | |
| |

W”Wmﬁfﬁ‘l“\“awmessﬂ\ \8/ \‘téf\r :ngc%1 5] | node=2 1 206 0
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ENABLING LARGE-SCALE,
OPERATIONAL SEARCH &
RESCUE APPLICATIONS




SENSOR & ROBOTS

d WIRELESS SENSOR NETWORKS
0 LARGE SCALE SENSING

O NATURAL COLLABORATION THOUGH DATA
AGGREGATION, REPORTING, ...

d MOBILITY IS NOT A PRIORITY

d ROBOTS
d MOBILITY IS A FUNDAMENTAL FEATURE
0 EXPLORATION, RESCUE

d SENSOR & ROBOTS
dWSN PROVIDE SENSING DATA TO ROBOTS
d ROBOTS MAINTAIN CONNECTIVITY

d SENSORS COULD HELP FOR LOCALIZATION

WHEN GPS DATA ARE DOWN 78



CHALLENGING COOPERATION
IMPLIES DIFFERENCES!




ROBOT'S MOBILITY TO

oocdoooooo

Multimedia
board

Space Imaging 12/2 1705



SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (1)

Deploy in mass a
WASN to get a first
snapshot of the

situation: images,

radiation level,
targets,...

© Reuters




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (2)

Based on
collected data,
optimize
deployment/

selection of
autonomous
robots




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (3)

Robots could
serve as relay or
install
communication
gateways to

maintain WSN
connectivity and
increase data
storage capability




SENSOR & ROBOTS
SEARCH & RESCUE

d RESCUE COULD BE OPERATED IN
SEVERAL PHASES (4)

Sensor & Robots
will contineously
collaborate during
the rescue
Process:

localization, path
optimization,
remote sensing,...




DISASTER MANAGEMENT
INFORMATION SYSTEMS

etwork Condition from AP

Condition in Damaged Building

Resourcgs from APs, s & Robots™y

from Mobile Robots l

Access Point

Trajectory

Obstacles

| D) Mobile Robots % ~

For Information Administral sensor Ne;=><T - -

Snapshot Images

Geographic Information
before Disaster

L 4

T /'
83 <
P Images of Geographic Information
<% n
Y
% 3| Snhapshot Images
g / —
N AP (Planned)
2D CAD _ 3D Laser Range Finder
For\ RoboTs Operga-l-oras Level Data Level Data

From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10.

Modified by C. Pham with sensor nets.
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Making Base GIS Data

accuracy:mm

rmat Translation

From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10
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From « Development of Temporal GIS Server Unit for Grouped Rescue Robots System”, Michinori HATAYAMA(DPRI, Kyoto
Univ.), Hisashi Mizumoto (Kyoto University), Fumitoshi Matsuno (Kyoto University). Slides presented at ROSIN 10




SENSORS & ROBOTS
PROPOSE NEW INTERACTION
SCHEMES

dJ USE THE CRITICALITY MODEL TO
CONTROL BOTH SENSORS AND
ROBOTS

d PROTOTYPING ON REAL HARDWARE
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COOPERATION WITH
CAMERAS ON MOBILE
ROBOTS

Fixed image sensors near a fixed image sensors whose FoV’s
mobile camera can decrease center is covered by a mobile camera
their criticality level decrease their criticality level
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IMPACT ON LIFETIME &
STEALTH TIME

% active nodes

1E2—_

'=il=no RC
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200

stealth time, mean (second)

=jl=stealthTime - no RC
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=f=stplalthTime - 8RC
stealthTime - 15RC| - G

=#-stealthTime - 8RC - G

time (second)
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IMAGE SENSOR SIMULATION

MODEL UNDER OMNET++

d COMMUNICATION LAYERS ARE VERY
IMPORTANT FOR WSN

d USE SPECIFIC SIMULATOR
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STUDY THE IMPACT OF
COMMUNICATION LAYER ON
SURVEILLANCE QUALITY
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Node 148: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
Node 148: INTRUSION SEEN
nb active nodes 100%

Node 5: INTRUSION SEEN

Sending [alert] of size 30 bytes to communication layer
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Node 79: WRITES IMAGE FILE{(1} from node 10
Node 79: DISPLAY REAL IMAGE(1} from node 10



ROBOT SIMULATORS

0 MOBILITY, EXPLORATION, NAVIGATION,
TRACKING, CONTROL AND DESIGN ARE VERY
IMPORTANT FOR ROBOTS

0 USE SPECIFIC ROBOT SIMULATORS
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SENSORS & ROBOTS
ENABLE REALISTIC
INTERACTION STUDIES

Sensor specific simulator for communication stack
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CONCLUSIONS

d WSN’S NATURAL APPLICATION IS
SURVEILLANCE BUT...

d ... USING WSN TECHNOLOGY FOR MISSION-
CRITICAL APPLICATIONS IS FAR FROM BEING
MATURE!

0 NEED TO TAKE THE APPLICATION’S

CRITICALITY INTO ACCOUNT WHEN
DESIGNING CONTROL MECHANISMS AND
PROTOCOLS

0 BUILDING EFFICIENT, RELIABLE LOW LAYERS
IS CHALLENGING!

d SENSORS & ROBOTS ARE COMPLEMENTARY
TECHNOLOGIES FOR MISSION-CRITICAL
APPLICATIONS BUT...

d ...NEED SUITABLE TOOLS!
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