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BEFORE IOT: WIRELESS
AUTONOMOUS SENSOR

0 WIRELESS SENSOR NODES OR EMBEDDED LINUX

STILL REMAIN THE MAIN IOT DEVELOPMENT
PLATFORM

O IN GENERAL: LOW COST, LOW POWER (THE BATTERY
MAY NOT BE REPLACEABLE), SMALL SIZE, PRONE TO
FAILURE, POSSIBLY DISPOSABLE

Battery
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MATURATION OF THE
MARKET: WSN=2I10T
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Libelium Smart World

Forest Fire Detection
Wine Quality Enhancing
Offspring Care
Sportsmen Care

Structural Health

Quality of Shipment Conditions

[Smartphones Detection

Electromagnetic Levels

Traffic Congestion

Water Quality

Waste Management
‘Smart Parking

Golf Courses

Smart Lighting

Water Leakages
Vehicle Auto-diagnosis
Item Location

libetum.

KEEP STREETS CLEAN

Products like the cellular communication
enabled Smart Belly trash use real-time
data collection and alerts to let municipal
services know when a bin needs to be
emptied. This information can drastically
reduce the number of pick-ups required,
and translates into fuel and financial
savings for communities service
departments. // Visit

USE ELECTRICITY MORE
EFFICIENTLY

The SenseNET system uses battery-
powered clamp sensors to quickly measure
current on a line, calculate consumption
levels, and send that data to a hosted
application for analysis. Significant
financial and energy resources are saved
as the clamps can easily identify meter
tampering issues, general malfunctions,
and any installation issues in the system. /
Visit

STOP DRIVING IN CIRCLES

With the use of installed sensors, mobile
apps, and real-time web applications like
those provided in Streetline’s ParkSight
service, cities can optimize revenue,
parking space availability and enable
citizens to reduce their environmental
impact by helping them quickly find an
open spot for their cars. // Visit

LIGHT STREETS MORE
EFFECTIVELY

This smart lighting system from Echelon
allows a city to intelligently provide the right
level of lighting needed by time of day,

season, and weather conditions. Cities
have shown a reduction in street lighting
energy use by up to 30% using solutions
like this. // Visit

RECEIVE POLLUTION
WARNINGS

The DontFlushMe project by Leif Percifield
is an example that combines sensors
installed in Combined Sewer Overflows
(CSOs) with alerts to local residents so
they can avoid polluting local waterways
with raw sewage by not flushing their
toilets during overflow events. // Visit

SHARE YOUR FINDINGS

AirCasting is a platform for recording,
mapping, and sharing health and
environmental data using your
smartphone. Each AirCasting session lets
you capture real-world measurements
(Sound levels recorded by their phone
microphone; Temperature, humidity,
carbon monoxide (CO) and nitrogen
dioxide (NO2) gas concentrations), and
share it via the CrowdMap with your
community. // Visit

http://www.postscapes.com/internet-of-things-examples/



CONTROL, OPTIMIZE &
|NSTRUMENT

iCloud
amazon

g - mo
| <} . -
4 Windows Azure

PERVASIVE SYSTEMS

-~

——— SENSING

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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HPL-Information & Quantum Systems Lab
Core Node Technologies

PG - Technology Development
Operations
MEMS and Node system integration

I EB Enterprise Servers,
Weather = Storage & Networking
Service - 22 Networking

Wil
Research™®
Oil and Gas w

Wireless Carrier

-

Securnity Service * Airline " EB Enterprise Servers.

l’)n-p.nrm,rnt of Data warehousing
rdnsporiation w=
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Retaier

Information Consumers

EB ES-Bestshore Application
Services

Data Visualzation

Software Platform

EB Enterprise Servers,
Storage & Networking
High performance computing

/a9 Se
X =m EB Enterprise Services

s Systoms Integration
Service Delivery

Storage & Networking

PACHUBE/COSM

house biosensor

head office

regional office

interactive installation  visualisation equipment b
PP wireless pollution sensor

webpage
t t y t many-t t y t y
bpage responds laptop ambient head and regional virtual environment wireless biosensor webpage, house and

house light level and office share sensor responds to connects to virtual environment
accelerometer data regional office and interactive respond to wireless
sensor readings wireless pollution insullation pollution sensor
shared with public sensor and viswalisation

tosm

Connect to your world

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 11



d OPEN SOURCE MIDDLEWARE FOR GETTING
INFORMATION FROM SENSOR CLOUDS,
WITHOUT HAVING TO WORRY ABOUT WHAT
EXACT SENSORS ARE USED.

1 EXPLORES EFFICIENT WAYS TO USE AND
MANAGE CLOUD ENVIRONMENTS FOR |IOT
“ENTITIES” AND RESOURCES (SUCH AS
SENSORS, ACTUATORS AND SMART DEVICES)
AND OFFERING UTILITY-BASED, PAY-AS-YOU-

O, |IOT SERVICES.

0 ENABLES THE CONCEPT OF “SENSING-AS-A-
SERVICE”, VIA AN ADAPTIVE MIDDLEWARE
FRAMEWORK FOR DEPLOYING AND
PROVIDING SERVICES IN CLOUD
ENVIRONMENTS

12
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IP integration, WWW V
IPv6 )
Inter-operability
Interactions (all kind)
Semantic, Ontology

Data representation

Data logging
WebServices, RDF,

OWL, ...
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Organization
Programmability
Energy saving
Scheduling
Efficient MAC,
routing
Congestion control
Data transmission
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= 15T ISSUE: COLLECT DATA

PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




A CADEMICS VS INDUSTRIES

Millions of sensors,
self-organizing, self-
configuring, with
QoS-based multi-
path routing,
mobility, and ...

50 sensors, STATIC deployment,
but need to have RELIABILITY,
GUARANTEED LATENCY for
monitoring and alerting. MUST
run for 3 YEARS. No fancy stuff!
CAN | HAVE IT?

* Placement constraints
« Lifetime constraints

From Peng Zeng & Qin Wang



Most of telemetry systems

)

M ’ Only issue is to process
TN data, and...

@ @ ...cost & energy

_______

~~_
———————
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CELLULAR MODEL
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3G AND BEYOND

113G AND BEYOND USE CDMA
TECHNIQUES

Spanish: | !
Sy 'qua'..;,| E\ﬁfﬁi(ﬂ

' »
> Hawallan: ."\10]]1[
"¢

raci Bonjour  gema: Guten Tag
X N sapanese: S B (T

matiae: C120

3G SHIELD SOLD BY LIBELIUM

19



SO PPORTUNITIES FOR TELCO
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OPERATORS & MORE...

Transmission rate

WLAN
(802.11) UMTS, HDPA, LTE, LTE-A
100 kbps
1 kbps Zigbee —_ )
(802.15.4)
Bluetooh |
(802.15.1)
10 bps

10 m 100 m 1 Km 10 Km
Enhanced from M. Dohler “M2M in SmartCities”

20
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. PRIVATE LONG DISTANCE
COMMUNICATIONS

PICTURE FROM LIBELIUM/COOKING-HACKS

ARDUINO MULTIPROTOCOL m

device Go wanu 1us CuUlvUpE 000-0/V NIMZ TOI Curope

Outdoor RF line-of-sight Outdoor RF line-of-sight
range up to 40 km range up to 22 km in LOS
Data rate of 24 Kbps and 2km in NLOS

Data rate?



LIBELIUM

Viewpoint of 'Alfocea’
41.724698, -0.952482

Viewpoint of 'La Plana de Cadrete'
41.530331,-0.954516

HTTP://WWW.LIBELIUM.COM
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- Routing issues

- Medium Access issues

23



IEEE 802.15.4

IEEE 802.15.4 /F'ame Beacons\uiiy CyC| | rJ/Frame Beacons\

Medium access control
TTTTITTTTTd ™ T
3 EEER l | |
- Actiy | Contention i
Physical layers 1 1 i Inactive Period \cooss P e:tiot

0. 0.0
- o°o°o°o°o’o°o %"

MRF24J40MA (MICROCHIP)

CC2420 (TI)

XBEE (DIGI)
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ARTSANTANDER TESTBED

WWW.SMARTSANTANDER.EU
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PICTURES ARE TAKEN IN THE CONTEXT OF THE EAR-IT PROJECT 26



HUSKMARTSANTANDER TEST-BED
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PICTURES ARE TAKEN IN THE CONTEXT OF THE EAR-IT PROJECT
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L5 IMIT THE NUMBER OF HOPS

TO GATEWAYS

3 TO 5 HOPS MAXIMUM ~d

28



2,

- | NEED MULTI-HOP FOR

Most of telemetry systems

XBee 868MHz
Outdoor LOS range: 40-80kms

2400 bps

SO

Many surveillance
applications can be
satisfied with the 1-hop
communication model!!!




LA ULTI-HOP ROUTING IS STILL
= INTERESTING!

J1-HOP MODEL IS NOT ECONOMICALLY
TRACTABLE IN LARGE SCALE
DEPLOYMENT

d1-HOP MODEL IS USUALLY NOT
ENERGY-EFFICIENT

d1-HOP MODEL IS HARD TO OPTIMIZE IN
TERMS OF RADIO ACCESS METHODS

d ROUTING IN WSN IS FUNDAMENTALLY
DIFFERENT FROM ROUTING IN OTHER
TYPE OF NETWORKS, EVEN OTHER
WIRELESS NETWORKS

30



EWHY IS IT SO DIFFERENT?

| s .

1. WSN/IOT ARE MAINLY DEPLOYED FOR
SURVEILLANCE 22 COVERAGE &
LATENCY IS IMPORTANT

2. WSN/IOT ARE DEPLOYED TO GET
DATA FROM REMOTE AREAS OR TO

REACT TO EVENTS = MAINLY DATA-
CENTRIC

3. WSN/IOT RUN ON BATTERY =
ENERGY SAVING IS IMPORTANT, IF
NOT MANAGED CORRECTY, SEE ITEM 1

31



ENERGY VS LATENCY

1-HOP

1-hop has the smallest
latency !

32



ENERGY VS LATENCY

MULTI-HOP - GREEDY

Greedy geographic

routing uses maximum
distance forwarding

33



ALWAYS GOOD?

IS MAXIMUM DISTANCE

Few long links with low quality

Adapted from Ahmed Helmy,
“Robust Geographic Routing and
Location-based Services”
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Many short links with high quality

Intermediate nodes that are more sollicited die first
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S B REEDY=SHORTEST PATH?

35



S B REEDY=SHORTEST PATH?

36



T O RGANIZING THE NETWORK

J THE NETWORK IS NO LONGER USEFUL
WHEN NODE’S BATTERY DIES

d ORGANIZING THE NETWORK ALLOWS
FOR SPACING OUT THE LIFESPAN OF
THE NODES

dJ HIERARCHICAL ROUTING PROTOCOLS
OFTEN GIVE PRIORITY TO ENERGY

d EX: LOW-ENERGY ADAPTIVE
CLUSTERING HIERARCHY (LEACH)

37



CLUSTERING

J A CLUSTER-HEAD COLLECT DATA
FROM THEIR SURROUNDING NODES
AND PASS IT ON TO THE BASE
STATION

d THE JOB OF CLUSTER-HEAD ROTATES

Base Station )
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Clusters 3 8



LEACH CLUSTER-HEAD

= CLUSTER-HEADS CAN BE CHOSEN
STOCHASTICALLY (RANDOMLY BASED) ON THIS

ALGORITHM:
T(n)= P ‘ VneG
1-Px(rmodP?)
T(n)=0 VnéG

WherenisarandomnumberbetweenOand 1

P is the cluster-head probability and
G is the set of nodesthatweren’tcluster-headsthe previous rounds

= [FN<T(N), THEN THAT NODE BECOMES A
CLUSTER-HEAD

" THE ALGORITHM IS DESIGNED SO THAT EACH
NODE BECOMES A CLUSTER-HEAD AT LEAST

O N C E W.B. Heinzelman, A.P. Chandrakasan, H. Balakrishnan, Application specific
protocol architecture for wireless microsensor networks, IEEE Transactions on

Wireless Networking (2002). 30
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p=0.05,

draw N a random number
round

N < 0.0500 = 0.05/(1-0.
N < 0.0526 = 0.05/(1-0.
N < 0.0555 = 0.05/(1-0.
N < 0.0588 = 0.05/(1-0.
N < 0.0625 = 0.05/(1-0.
N < 0.0666 = 0.05/(1-0.
N < 0.0714 = 0.05/(1-0.
N < 0.0769 = 0.05/(1-0.
N < 0.0833 = 0.05/(1-0.
N < 0.0909 = 0.05/(1-0.
N < 0.1000 = 0.05/(1-0.
N < 0.5000 = 0.05/(1-0.
N < 1.0000 = 0.05/(1-0.

EXAMPLE

[0,1][ at each

05%0)
05%1)
05%2)
05%3)
05%4)
05%5)
05%6)
05%7)
05%8)
05%9)
05%10) ?

e NUMBER OF CLUSTERS
MAY NOT FIXED IN ANY
ROUND.

P
| — Plrmod(1/P)]
0

L I B A L S R S S L)

if n€ G,

T(n) =

otherwise,
05%18) ?
05%19) ?

40



OPTIMIZE SELECTION

O A MODIFIED VERSION OF THIS PROTOCOL IS
KNOWN AS LEACH-C (OR LEACH
CENTRALIZED)

d THIS VERSION HAS A DETERMINISTIC
THRESHOLD ALGORITHM, WHICH TAKES INTO
ACCOUNT THE AMOUNT OF ENERGY IN THE
NODE

T(N)new= P Ep.current
1-Px(rmodP?) Epmax

Ep_maxis the initial amount of energy

41
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FROM AD-HOC TO
ANDARDIZED PROTOCOLS

Steering Committee

Don’t reinvent the wheel!

RFC 768 UDP - User Datagram Protocol
RFC 791 IPv4 — Internet Protocol
RFC 792 ICMPv4 - Internet Control Message Protocol

RFC 793 TCP - Transmission Control Protocol

RFC 862 Echo Protocol

RFC 1101 DNS Encoding of Network Names and Other Types
RFC 1191 IPv4 Path MTU Discovery

RFC 1981 IPv6 Path MTU Discovery

RFC 2131 DHCPv4 - Dynamic Host Configuration Protocol
RFC 2375 IPv6 Multicast Address Assignments

RFC 2460 IPv6

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT)

RFC 3068 An Anycast Prefix for 6to4 Relay Routers

RFC 3307 Allocation Guidelines for IPvé Multicast Addresses
RFC 3315 DHCPv6 - Dynamic Host Configuration Protocol for IPv6
RFC 3484 Default Address Selection for IPv6

RFC 3587 IPv6 Global Unicast Address Format

RFC 3819 Advice for Internet Subnetwork Designers

RFC 4007 IPv6 Scoped Address Architecture

RFC 4193 Unique Local IPv6 Unicast Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 4443 ICMPv6 - Internet Control Message Protocol for IPvé
RFC 4861 Neighbor Discovery for IP version 6

RFC 4944 Transmission of IPvé Packets over IEEE 802.15.4 Networks

[1980]
[1981]
[1981]
[1981]
[1983]
[1989]
[1990]
[1996]
[1997]
[1998]
[1998]
[2000]
[2001]
[2002]
[2003]
[2003]
[2003]
[2004]
[2005]
[2005]
[2006]
[2006]
[2007]
[20071

RFC6282 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks [2011]

|ll

From ArchRock “6LowPan tutoria



IP NEED IP ADDRESSES!

dI1IPv4 HAS NO MORE ADDRESSES!

dIPVG GIVES PLENTY OF ADDRESSES
0128BIT ADDRESS=16BYTES!
d 6LOWPAN ADAPTS IPVG TO

RESOURCE-CONSTRAINED DEVICES
0 COMPRESSED IPv6 HEADER

Traffic Class Flow Label

IEEE 802.15.4 Frame Format
'

|D_p3n|_ __ DstEUID 64 | [span] Src EUID 64

Network Header  Application Data

BE
IETF 6LoWPAN Format o

Dispatch: Compressed IPv6
HC1: Source & Dest Local, next hdr=UDP
IP: Hop limit

UDP: HC2+3-byte header (compressed)
40 bytes source port = P + 4 bits, p = 61616 (0xFOBO)
destination port = P + 4 bits

From ArchRock “6LowPan tutorial”



An IPv4 address (dotted-decimal notation)

172 . 16 .254 . 1
\ 4 ¥ \ 4 ¥

10101100.00010000.11111110.00000001

| | | J
1 I

lOne byte =Eight bits

|
Thirty-two bits (4 * 8 ), or 4 bytes

An IPv6 address (in hexadecimal)

2001:0DB8:AC10:FE01:0000:0000:0000:0000

2 A 2 : |
2001:0DB8:AC10:FEO1:: Zeroes can be omitted

N

10000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000

HOST ADDRESS

Image source: Indeterminant (Wikipeida) GFDL

From "6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann” 45



2 GLOWPAN ADDRESSING

| s .

d IPV6 ADDRESSES ARE COMPRESSED IN GLOWPAN

d ALOWPAN WORKS ON THE PRINCIPLE OF

O FLAT ADDRESS SPACES (WIRELESS NETWORK IS ONE
IPV6 SUBNET)

O WITH UNIQUE MAC ADDRESSES (E.G. 64-BIT OR 16-
BIT: OX0O013A20040568B34 OR 0X0220)

0 LOWPAN COMPRESSES IPVG ADDRESSES BY
U ELIDING THE IPVG PREFIX
* GLOBAL PREFIX KNOWN BY ALL NODES IN NETWORK

e LINK-LOCAL PREFIX INDICATED BY HEADER
COMPRESSION FORMAT

U COMPRESSING THE INTERFACE ID
e ELIDED FOR LINK-LOCAL COMMUNICATION
 COMPRESSED FOR MULTIHOP DST/SRC ADDRESSES

0 COMPRESSING WITH A WELL-KNOWN “CONTEXT”
0 MULTICAST ADDRESSES ARE COMPRESSED

From “"6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann”



Based from "6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann”

Remote Server

IPv6 Internet

ADVERTISE PREFIX
2001:300a:1:0

Build an IPv6 address with

prefix and a combination " : WIRELESS NETWORK IS
of 802.15.4: ONE IPVG6 SUBNET

- PANID
- 16-bit address

or
- 64-bit address

47



Use RFC4944 compression

6LoWPAN Format Design

« Orthogonal stackable header format

scheme for simplicity. New
scheme should follow RFC6282

« Almost no overhead for the ability to interoperate and scale.

« Pay for only what you use

IEEE 802.15.4 Frame Format

D pan| Dst EUID 64 S pan Src EUID 64

\4

Max 127 bytes

Dst16|Src16

DSN}

preamble | & [FCF

Fchk

Network Header = Application Data

IETF 6LOWPAN Format R}
> UDP
Dispatch: coexistence/

sp
HC1

ﬁ

dsp
HC1

mhop

Header compression

frag

dsp

Mesh (L2) routing

mhop

dsp
HCA1

frag

Message > Frame fragmentation

From ArchRock “6LowPan tutorial”




HHROUTING OVER LOW POWER
B, LOSSY NETWORKS (RPL)

I 930953035 ISSSTISIRIISRIINIASTY (F

-

evver 1802.15

RPL is the 4th protocol

standardized by IETF (RIP,
OSPF, BGP)

Provides end-to-end IPv6
connectivity

UDP can be used to
transport sensor data



RPL (ripple)
Routing Protocol for Low Power
and Lossy Networks

Walkthrough

draft-dt-roll-rpl-01.txt
Anders Brandt
Thomas Heide Clausen
Stephen Dawson-Haggerty

Jonathan W. Hui
Kris Pister

Pascal Thubert
Tim Winter

IETF 75 — Roll WG — July 2009



DAG Construction

Low power and lossy network Border Router

LBR-1

 LLN links are depicted

« LBR form a Destination
Object DAG (DODAG)

@ ‘ @ Links are annotated w/
ETX (Expected
Transmission Count)

@ @ @ * Itis expected that ETX

variations will be
averaged/filtered as per

@ @ @ [ROLL-METRICS] to be
stable enough for route

computation

IETF 75 — Roll WG — July 2009



DAG Construction

* LBR-1 multicasts RA-DIO
L BR-1 (Router Advertisement
1 ' 2 DODAG Information Object)
1

’ « Nodes A, B, C receive and
/_3\ process RA-DIO

« Nodes A, B, C consider link

metrics to LBR-1 and the

optimization objective
* The optimization objective

can be satisfied by joining
the DAG rooted at LBR-1

* Nodes A, B, C add LBR-1
as a DAG parent and join

IETF 75 - Roll WG 209 A GG

@
(£




DAG Construction

LBR-1  Node A is at Depth 1 in the
2 DAG, as calculated by the

routine indicated by the

1
3
1 ; ©
@ | @ example OCP (Depth

ETX)
 Node B is at Depth 3

@ @ @ Node C is at Depth 2,

 Nodes A, B, C have
installed default routes (::/

@ @ @ 0) with LBR-1 as

SUCCEeSSOr

IETF 75 — Roll WG — July 2009



DAG Construction

LBR-1 e The RA timer on Node C
1 2 expires

* Node C multicasts RA-DIO

 LBR-1 ignores RA-DIO
from deeper node

* Node B can add Node C
as alternate DAG Parent,
remaining at Depth 3

* Node E joins the DAG at
Depth 3 by adding Node C
as DAG Parent

IETF 75 — Roll WG — July 2009



DAG Construction

LBR-1 « DAG Construction
1 continues...
3
@ —(©
: '« Andis continuously
@ @ @ maintained

IETF 75 — Roll WG — July 2009




0] 2 a
o0 .‘g«? .

e (o} b t4
(INTERNET:¢
i & P OF @ 31 r

)

INTERNET FOR THINGS
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UDP, TCP? TCP, UDP

RPL

Routing Protocol for Low
power & Lossy Networks

Internet Routing
Protocols: RIP, OSPF,
BGP....

IPv4, IPv6

o6LowPan

802.15.4

IPv6 egde router
LBR (6lowPAN)
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Internet of Things
for you & me



"< b O __‘:'..'.

IrNTERNET i
T

IETF INTERNET FOR THINGS

Application Protocol ' '

UDP, TCP? TCP, UDP

RPL

Routing Protocol for Low
power & Lossy Networks

CoAP: Constrained

CoAP

Internet Routing
Protocols: RIP, OSPF,
BGP....

IPv4, IPv6

o6LowPan

802.15.4

IPv6 egde router
LBR (6lowPAN)




DATA = RESOURCES

CoAP CoAP
Client Internet Server
GET /.well-known/core >

2.05 "Content” (application/link-format)
Body: </s/t>;rt="TemperatureC";if="sensor",</s/I>;rt="LightLux";if="sensor"

GET /sit >

2.05 "Content” (text/plain)
Body: 23.5

From Isam Ishaq et al. “Flexible Unicast-Based Group Communication for CoAP-Enabled Devices”,
MDPI Sensors 2014, 14(6), 9833-9877 59



6LowPan
border router

COAP/6LOWPAN/IEEE 802.15.4

RPL ROUTING

IPv6

Client/User-
initiated scenario

.g. temp.
(e.g. temp. sensor INTERNET

112 106.575520000
113 106.576064000
114 106.576608000
.692576000
.080416000

18 6 8352000
119 116.608896000

120 116.292576000 1:ff:fe00:28

122 116.5448
123 116.545344000
124 116.545888000
125 116.546432000

:212:6d45:50b7:7575

' fe80::212:6d45:56b7:6a0f

12001:620:607:5b10: :a

126 121. ‘fe“: 121 )7:7e21
127 121.703168000
128 123. ‘fe“: 121 )7:7575
129 123.969024000
130 127. ‘fe“: 121 )7:69b3
131 127.658592000
132 127.344416000 ‘fm: :212:6d45:50b7:6a0f

to actuators

| fe80::212:6d45:5026:34cc | ICMPV6

ff:fe00:28

2001:620:607:5b10: :a

[feso:

| fe80: :212:6d45:5026:34cc

| fe80: :212:6d45:5026:34cc
| fe80::212:6d45:50b7:6a0f

1212:6d45:5026:34cC

IEEE 862.
IEEE 862.
| feB0::212:6d45:5026:34cc  ICMPVE

| ICMPVE

IEEE 802.

|ICMPVE

B
G &

o
&

o
&

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
94 BRI_Control (Destination Advertisement Object),
5'Ack, Bad FC!
60 Confirmable, GET, End of Bloc
5 Ack, Bad FCS

65 Acknowledgement, 2.05 Content, End of Blo
5 Ack, Bad FCS

D Advertisement Object), |
5 Ack, Bad FCS
5 Ack, Bad FCS
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),
5 Ack, Bad FCS

94 RPL Control (Destination Advertisement Object),

60
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IR RS S RNy < 1.7.2 (SVN Rev 42506 from /trunk)]

File Edit View Go Capture Analyze Statistics Telephony Tools

wdxxCcE Q

e

Filter: ‘

Source
0x0078

No. Time

1 0.000000000
2 3.253408000
3 3.253952000
4 13.642912000
5 13.643456000
6 24.023584000
7 24.024128000

8 25.457824000 |::ff:fe00:
9 25.458368000
10 25.479296000 [1:ff:fe00:

11 25.479840000
12 34.462976000
13 34.463520000
14 45.451072000
15 45.451616000
16 56.289696000
17 56.290240000

18 64.688096000 ::ff:fee0:
19 64.688640000
20 64.707744000 |::ff:fe00:

21 64.708288000

22 66. 698080000 fe80::212:6045:50cc: 16h4

feg0::212:

fe80::212:

fe80::212:

fe80::212:

fe80::212:

fe80::212:

6d45:56cc:16b4  feg@::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:50cc:16b4  feso::ff:feed:1 ICMPV6
IEEE 802.15.
6d45:58cc: 16b4 fego:: ff:fegd:1 ICMPVE
IEEE 802.15.
100 ::ff:fe0:3 COAP
IEEE 802.15.
3 ::ff:fe00:100 'COAP
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:fe00:1 ICMPVE
IEEE 802.15.
6d45:50cc:16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
6d45:50cc: 16b4 fe80::ff:feg0:1 ICMPV6
IEEE 802.15.
100 ::ff:feee:3 'COAP
IEEE 802.15.
3 |::ff:fe00:100 CoAP
IEEE 802.15.
fesn: : ff:fean:1 TCMPV6

Internals Help

LI A WEE]

“ - | Expression...

Destination
Bx0e00

Protocol

IEEE 802.

ol WMEX @

Length Info

35 Data, Dst: 0x8000, Src: 0x8078, Bad F(
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
39 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
41 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
88 RPL Control (Destination Advertisement
5 Ack, Bad FCS
37 Confirmable, PUT (text/plain), Bad FCS
5 Ack, Bad FCS
39 Acknowledgement, 2.04 Changed (text/pl
5 Ack, Bad FCS
88 RPI_Control (Destination Advertisement

> Frame 1: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface @
> IEEE 802.15.4 Data, Dst: ©x0000, Src: 0x0078, Bad FCS

» Data (24 bytes)

0000 41 88 01 34 12 @0 00 78 @0 3f 00 77 69 72 65 73
63 74 69 6f 6e 6e 65 20

0010 68 61 72 6b 20 66 6T 6e
0020 21 ab 00

@ File: "/tmp/wireshark_-_20140327...

E @ user@instant-contiki: ... m

Profile: Default

A..4...x .7.wires
hark fon ctionne
I..

SN

Time
1 0.000000000
55 3.253408000
55 0.000544000
56 10.388960000
56 0.000544000
57 10.380128000
57 ©.000544000
12 1.433696000
12 0.690544000
58 0.020928000
58 0.000544000
59 8.983136000
59 0.000544000
60 10.987552000
60 0.000544000
61 10.838080000
61 0.000544000
13 8.397856000
13 0.000544000
62 06.019104000
62 0.000544000
63/1.989792000

ammm 01
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d COAP PLUGGIN TO QUERY COAP
NODES IN AN HTTP-LIKE FASHION

% Copper = Add-ons for Firefox luvso.inf.emuhnipsum x |h<_.]tmotz-skylllight x | + | >
- (&) coapv/vsDint.ethzch/lipsum - & |2~ Google Pl B
A
a GET |4 POST | PUT u DELETE Payload PUTme Observe U Discover Auto discovery [V Retransmissions
vs0.inf.ethz.ch:61616 Debug options
‘ /well-known/core l ‘ /bulletin-board | | /bulletin-board/PUTme | Jlipsum ftemperature Jtime Content-Type
‘ ' 41
200 OK (Blockwise)
Header Value Option Value info Elsg
Type Acknowledgment Content-Type text/plain 0 onset use e
Code 200 OK Max-Age 2w 3 byte(s) Uri-Host
TransiD 13545 Block 23 (64 B/block) 2 byte(s) *|  vhostvsQinf.ethz.ch

2

Options 3

Location-Path
Payload not set

S B S T S S I e e S, C T E e T SIS e

fermentum, lacus elementum venenatis aliquet, tortor risus laoreet sapien, a vulputate libero dolor ut odio. Vivamus i Uri-Path
congue elementum fringills. Suspendisse porttitor, lectus sed gravida volutpat, dolor magna gravids masss, id
fermentum lectus mi quis erat. Suspendisse lacinia, libero in evismod bibendum, magna nisi tempus lacus, eu suscipit
augue nisi vel nulla, Praesent gravida lacus nec elit vestibulum sit amet rhoncus dui fringilla. Quisque diam lacus,

ullamcorper non consectetur vitae, pellentesque eget lectus. Vestibulum velit nulla, venenatis vel mattis at, scelerisque 1
nec mauris. Nulla facilisi. Mauris vel erat mi. Morbi et nulla nibh, vitae cursus eros. In convallis, magna egestas dictum

Observe

Token
porttitor, diam magna sagittis nisi, rhoncus tincidunt ligula felis sed mauris. Pellentesque pulvinar ante id velit convallis OnO1CC
in porttitor justo imperdiet. Curabitur viverra placerat tincidunt. Vestibulum justo lacus, sollicitudin in facilisis vel = '
tempus nec erat. Duis varius viverra aliguet. In tempor varius elit vel pharetra. Sed mattis, guam in pulvinar Block number
ullamcorper, est ipsum tempor dui, at fringilla magna sem in sapien. Phasellus sollicitudin orare sem, nec porta libero 42
tempus vitae. Maecenas posuere pulvinar dictum. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices

osuere cubilia Curae; Cras eros mauris, pulvinar tempor facilisis ut, condimentum in magna. Nullam eget ipsum sit Uri-Query

amet lacus massa nunc.<EOT> > not set
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BACK TO INDUSTRIAL

IEEE 802.15.4 has been enhanced to
provide more reliability with channel

50 sensors, STATIC deployment, but
need to have RELIABILITY,
GUARANTEED LATENCY for

monitoring and alerting. MUST run for
3 YEARS. No fancy stuffl CAN | HAVE

hopping technologies - TSCH

2 MH2
Channel

-
+ + + +

' ' .. e 3 ‘ '
+ $ ! $ $ $ f t $ + $ i $ ¢
2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2455 2470 2475 2480

£

b) [EEE 802 15.4 channal sedecthon (2400 MHz PHY)

SR SR N N N N N N U N (VR N (N v S S
 Placement constraints I O O O O R R A I A e e [_ I e e O
« Lifetime constraints [ IS A A U U U (R N A AN N I N AU AU R D S

2400 MHz 2483.5 Mz
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SLOWPAN / TSCH

simple hardware

|| || ]
. T H web-like interaction
3 - O
5 -
_E . = - =
© Internet Integration : E T o
v 6LoWPAN
e.g. 31 time slots (310ms)
¢ e
fd i IEEE802.15.4¢
- o

"IETF 6TiSCH, a new

IEEE802.15.4

IETF 6TiISCH addresses the issues
of IPv6 over TSCH MAC

standardization effort to combine IPv6
connectivity with industrial performance

Figures from X. Vilajosana,
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TOWARDS MULTIMEDIA
INFORMATION

.,

Near real-time constraints,
large amount of data,
stream-like
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UAL DATA FOR SITUATION-
AWARENESS

COLLECT DATA TO IMPROVE THE RESPONSIVENESS
OF RESCUE OPERATIONS

66




ARDUINO + uCAMII
128X128 IMAGES

XBee 802.15.4 module, Green led,
connected to UARTZ2 at indicates
125000 bauds that uCam
is ready
Can be
controlled
wirelessly to
y CosT: 2,
capture, take 25€ ~ :
f , Red led, uCamII configured
rererence image, indicates that eaS for RAW 128x128
compare image, b uCam is ! 8-bit/pixel gray

transmit image,
define packet
size, image
quality factor,...

taking picture
and encoding
is undergoing [

scale

a COST:

uCamII camera, connected

Ardui board, ATO1SAM3X8
rduino Due board, AT9 X8E to UARTI at 115200 bauds

at 84MHz, 96KB SRAM, 512KB flash s
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BMP 16384b Q-=100; 9768b Q=90; 5125b
|

Q=80; 3729

ADUUSTAGLE = I e MR, el ..

IMAGE QUALITY PSNR=51.344 PSNR=29.414 PSNR=28.866

FACTORQ Q=70; 2957b Q=60; 2552b Q=50; 2265b Q=40; 2024b
PSNR 28.477 PSNR 28.024 PSNR=27.912 PSNR=27.423
Q=30; 1735b Q=20; 1366b Q=10; 911b Q=5; 576b

I3

PSNR=26.933 PSNR=26.038 PSNR=25.283 PSNR=23.507 ¢g




£ ROBUST TO PACKET LOSSES,
. OUT OF ORDER RECEPTION

[ =

CRAN laboratory for the optimized image

Scientific cooperation with V. Lecuire from
encoding algorithm



INTRUSION DETECTION

& ok
BI0SSIISIISSETSSIINISIIISIASY (2
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Sends image to gateway on
intrusion detection r-Bouygues = 1725 e

cran-encoping UCAM +

H tmp_1-128x128...P16-S1253.bmp
17,1Ko 25 déc. 2014 17:20
Dy
. . tmp_1-128x128-test.omp.Q50.dat
‘l V, “ L 38Ko 25 déc. 2014 17:20
H tmp_2-128x128...P17-S1298.bmp
4 17,1Ko 25 déc. 2014 17:23
. tmp_2-128x128-test.omp.Q50.dat
L_| 4,0Ko 25 déc. 2014 17:23
tmp_3-128x128...P29-S2234.bmp
) 17,1Ko 25 déc. 2014 17:24

. tmp_3-128x128-test.omp.Q50.dat

Real-time synchronization L Ko 25 céo. 2014 17:24
with your smartphone Bl
through cloud applications, ISR .
e.g. DropBox
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WARNING
AUDIO

SURVEILLANCE
"IN PROGRESS

Survelillance
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From EAR-IT slides 71



IT the sounds of smart environmment

Upon concrete noise pattern detected by the APU, legacy sensors collect
data for several purposes = Two use cases as a starting point.

SMARTSANTANDER

I www.ear-it.eu // The EAR-IT project is an EU FP7 funded project l



EAR-IT #e Sounds of srart environment

Use the APU to detect an alarm = Legacy SmartSantander noise sensors
to get the direction of such an event (police car, ambulance,...).

SmartSantander — 3
= Internet
Server Platform i!l __________
. - «
.’._;___ \\ ~ \\
‘s AN S Using the legacy noise
AN RN S~ sensors for estimating
\ ~ . . .
> motion direction

Acoustic-based
Applications

Use the APU in order to
analyse the environment
sound and detect typical

SmartSantander noise sensor

sound events

--m'l,‘.lllll,\'\\w- Sound signal

I www.ear-it.eu // The EAR-IT project is an EU FP7 funded project I

APU (Acoustic Proccessing Unit)




EAR-IT the sonds of simart environment Emel/’ YONC

I www.ear-it.eu I




EAR-IT #e Sounds of srart environment

Use the APU to measure the traffic density and correlating it with pollution
values (NO,, CO,...) collected by legacy fixed and mobile nodes in the area.

SmartSantander
Server Platform

Internet

Using the NO, sensors
deployed in the public
transportation buses to
correlate the collected data
values with those from the

Acoustic-based
Applications

Use the APU in order to
analyse the environment
sound and detect typical
Traffic jam! sound events

Q SmartSantander NO, sensor

i APU (Acoustic Proccessing Unit)

--m'l,‘.lllll,\'\\w- Sound signal

I www.ear-it.eu // The EAR-IT project is an EU FP7 funded project I




('« The whole SmartSantander infrastructure is used in the deployment R
(IoT-s, APU, database, remote control)

« Traffic monitoring IoT-s are used for development and validation

. * The examined street is a one-way road with 3 lanes y

’ .
P > =2

I www.ear-it.eu // The EAR-IT project is an EU FP7 funded project l
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OW-RESOURCE IOT NODE TO
NHANCE ACOUSTIC SERVICES
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&
PLAY/STORE RECEIVED ! )
AUDIO DATA
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i

" DEVELOPMENT OF AUDIO
“ BOARD
- USE DEDICATED AUDIO BOARD FOR w

SAMPLING/STORING/ENCODING

Advanticsys
CM3000

Specially designed audio ‘ e E———————
board by INRIA CAIRNS & dsPIC33 with 8kbps speex

real-time encoder

Feichter Electronics

- ENCODING SCHEME IS SPEEX AT S8KBPS
- DESIGNED FOR MULTI-PLATFORM MOTES
- CAN BE PLUGGED TO OTHER BOARDS (UART)

79



SPEEX AT S8KBPS

160 8-bit samples (20ms)

20 bytes of encoded audio data
2 bytes

framing LLLLLEDEELTEEDTERT T

0xXFF0x55

1 byte
Seq. No. Can do audio frame aggregation
K// 24 or 21 bytes frame
\
1 byte

frame size speex sampledec wframing

80



COMMUNICATION
S PERFORMANCE ISSUES?

d APPLICATION LEVEL PERFORMANCES
DEPENDS ON OS, API, HARDWARE

ARCHITECTURE

d USUALLY MUCH LOWER THAN RADIO
PERFORMANCES!

QOWHAT ARE MIN.  CERI i o

applications ", Proceedings of the IFIP Wireless
LATENCIES & MAX. Days International Conference (WD'2013),

THROUGH PUT? Valencia, Spain, November 2013.
O FOR SENDING? C. Pham, "Communication performances of |IEEE
802.15.4 wireless sensor motes for data-intensive
J FOR RECEIVING? applications: a comparison of WaspMote, Arduino
MEGA, TelosB, MicaZ and iMote2 for image
J FOR RELAYING? 9

surveillance", Journal of Network and Computer
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014
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A

v Tread

1
Trelay]

I Tpr‘ocessing
. 1

|

TRAFFIC
GENERATOR

void loop() {
TO;
LO=TO;
T1;
send (buf);
T2;

Measure the time
in various part of
APl send ()
when possible.

« Time in send() » is T2-T1
« Time between 2 pkt generation » is T0O-LO

Time resolution is millisecond
Minimum data manipulation




ECEIVE PERFORMANCES

3 A
t 1 v Tread
relay

I Tpr‘ocessing
1
\» \

J AT SENDER SIDE, SEND AS FAST AS
POSSIBLE

d AT RECEIVER SIDE, DETERMINE Teap

d... AND ALSO COMPUTE THE MAXIMUM
RECEIVE THROUGHPUT PER PACKET
SIZE

83



a2 RELAY PERFORMANCES

> A
1 Tread
Trelayl i
2

I Tpr‘ocessing
1

d RELAYING ARE USUALLY DONE AT
APPLICATION-LEVEL (EVEN OS LEVEL
IS CONSIDERED APP-LEVEL FOR THE
MOTE)

J RELAYING MEANS:
O READ THE PACKET IN MEMORY
1 SEND THE PACKET TO NEXT HOP

84



. SANTANDER’S LIMITATIONS

Pk 7
I lllllllllllllllllllllllllllllll H
IRRLUTE TTTTERTT LT PG

Read time & processing w/relay time

=®=Read time, WaspMote =“=WaspMote processing w/relay time

XBee payload in bytes

SmartSantander’s loT node uses 38400 Needs to discard audio frame

baud rate for communication between at the source to increase the
XBee radio and host ucontroller time window 95




PEEX AT S8KBPS ON SLOW
RELAY NODES

160 bytes (20ms)

20 bytes of encoded audio data

Add framing
bytes

86



CONCLUSIONS

JINTERNET OF THINGS, LIKE WIRELESS
SENSOR NETWORKS ARE THE
FOUNDATION OF PERVASIVE
SURVEILLANCE INFRASTRUCTURES

d CONNECTING THEM, COLLECTING
DATA AND PROVIDING SEAMLESS
INTERNET CONNECTIVITY IS
CHALLENGING BUT MANY
STANDARDS HAVE EMERGED

d GOING BEYONG « SIMPLE » DATA TO
MULTIMEDIA IS STILL CHALLENGING
ON THESE LOW-RESOURCE
PLATFORMS
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