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Before IoT: Wireless 
autonomous sensor!

q  Wireless Sensor Nodes or embedded Linux 
still remain the main IoT development 
platform!

q  In general: low cost, low power (the battery 
may not be replaceable), small size, prone to 
failure, possibly disposable!

Radio Transceiver 

Data Storage 
Battery Power Processor 
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« Naturally » well suited for 
Monitoring/Surveillance!
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Safety, disaster relief!
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The digital ecosystem!
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Beyond Sensor Networks: 
Communicating Objects!!

q Native communication:!
!
q Added communication!

q Active communication!

q Passive communication !
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Wireless Communication 
made easy!
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Maturation of the 
market: WSNèIoT!
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Smart Cities with real 
business model behind!!

http://www.postscapes.com/internet-of-things-examples/ 
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Control, optimize & 
Instrument!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!
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Big actors for big data!

http://readwrite.com/2010/12/15/top_10_internet_of_things_developments_of_2010!

HP CeNSE 

IBM Smarter Planet 

Pachube/Cosm 
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q  open source middleware for getting 
information from sensor clouds, 
without having to worry about what 
exact sensors are used.!

q  explores efficient ways to use and 
manage cloud environments for IoT 
“entities” and resources (such as 
sensors, actuators and smart devices) 
and offering utility-based, pay-as-you-
go, IoT services.!

q  enables the concept of “Sensing-as-a-
Service”, via an adaptive middleware 
framework for deploying and 
providing services in cloud 
environments!
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Are you IoT or WSN?!

IP integration, WWW 
IPv6 
Inter-operability 
Interactions (all kind) 
Semantic, Ontology 
Data representation 
Data logging 
WebServices, RDF, 
OWL, … 
 

Organization 
Programmability 
Energy saving  
Scheduling 
Efficient MAC, 
routing 
Congestion control 
Data transmission 
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1st issue: collect data!

PEOPLES,  INFRASTRUCTURES, 
BUILDINGS, VEHICULES!

Sensing!

Pervasive Systems!

DATA ANALYSIS, OPTIMIZATION & 
CONTROL!

?
 ?
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Academics vs Industries!

Millions of sensors, 
self-organizing, self-
configuring, with 
QoS-based multi-
path routing, 
mobility, and … 

50 sensors, STATIC deployment, 
but need to have RELIABILITY, 
GUARANTEED LATENCY for 

monitoring and alerting. MUST 
run for 3 YEARS. No fancy stuff! 

CAN I HAVE IT? 

From Peng Zeng & Qin Wang  
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1-hop communication!

Only issue is to process 
data, and… 
 
…cost & energy  

Most of telemetry systems 
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Cellular model!

17	
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Downlink	
  

Uplink 

Channels �

0 1 2 3 4 5 6 7 0 7 … … 

8 Time Slots per frame 

Duration of a TDMA frame = 4.62 ms 

time 

GSM (2G)/GPRS!

GPRS  shield for Arduino!
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3G and beyond!

q 3G and beyond use CDMA 
techniques!

uplink 

 
Voice 
Data 

CDMA codes (Walsh) 
1 
2 
3 3G  shield sold by Libelium!
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Opportunities for Telco 
operators & more… !

Enhanced from M. Dohler “M2M in SmartCities” 
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Private long distance 
communications!

XBEE—PRO 868 
868 MHz short-range 
device G3 band for Europe 
Outdoor RF line-of-sight 
range up to 40 km 
Data rate of 24 Kbps 
 

Libelium LoRa is based on 
Semtech SX1272 LoRa  
863-870 MHz for Europe 
Outdoor RF line-of-sight 
range up to 22 km in LOS 
and 2km in NLOS 
Data rate? 
 

Picture from Libelium/Cooking-Hacks!
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Tests from Libelium!

http://www.libelium.com!
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Multi-hop to gateways!

- Routing issues 
- Medium Access issues 

Short range, low 
power radio 
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IEEE 802.15.4!

802.15.4 
(PHY & MAC) 

 

 

 

CC2420 (TI)!
Xbee (Digi)!

MRF24J40MA (Microchip)!

ZigBit AT86RF230 (ATMEL) !

OSI 3 & 4 

OSI 2 

OSI 1 

duty-cycling 
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SmartSantander testbed!
 www.smartsantander.eu!
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SmartSantander test-bed!
Sensor motes / IoT node!

Pictures are taken in the context of the EAR-IT project!
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SmartSantander test-bed!
Gateways!

Pictures are taken in the context of the EAR-IT project!
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Limit the number of hops 
to gateways!

3 to 5 hops maximum!
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Do I need multi-hop for 
my app?!

Many surveillance 
applications can be 
satisfied with the 1-hop 
communication model!!! 
 
  

Most of telemetry systems 

XBee 868MHz 
Outdoor LOS range: 40-80kms 
2400 bps 
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Multi-hop routing is still 
interesting!!

q 1-hop model is not economically 
tractable in large scale 
deployment!

q 1-hop model is usually not 
energy-efficient!

q 1-hop model is hard to optimize in 
terms of radio access methods!

q Routing in WSN is fundamentally 
different from routing in other 
type of networks, even other 
wireless networks!
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Why is it so different?!

1.  WSN/IoT are mainly deployed for 
surveillance ècoverage & 
Latency is important!
!

2. WSN/IoT are deployed to get 
data from remote areas or to 
react to events è mainly data-
centric!

3. WSN/IoT run on battery è 
energy saving is important, if 
not managed correcty, see item 1!
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Energy vs Latency!
1-hop!

xs,ys 

xd,yd 

1-hop has the smallest 
latency ! 
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Energy vs Latency!
Multi-hop - greedy!

xs,ys 

xd,yd 

Greedy geographic 
routing uses maximum 
distance forwarding  



34	



Is maximum distance 
always good?!

S 

D 

S 

D 
Few long links with low quality Many short links with high quality 

S 

D 
Intermediate nodes that are more sollicited die first 

Adapted from Ahmed Helmy, 
“Robust Geographic Routing and 
Location-based Services” 
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Greedy=shortest path?!

S A

E C 

D
B 
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Greedy=shortest path?!

S A

E C 

D
B 
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Organizing the network!

q The network is no longer useful 
when node’s battery dies!
!

q Organizing the network allows 
for spacing out the lifespan of 
the nodes!
!

q Hierarchical routing protocols 
often give priority to energy!
!

q Ex: Low-Energy Adaptive 
Clustering Hierarchy (LEACH)!
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Clustering!

q A cluster-head collect data 
from their surrounding nodes 
and pass it on to the base 
station!

q The job of cluster-head rotates!
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LEACH cluster-head!

¡  Cluster-heads can be chosen 
stochastically (randomly based) on this 
algorithm:!

!
!
¡  If n < T(n), then that node becomes a 

cluster-head!
¡  The algorithm is designed so that each 

node becomes a cluster-head at least 
once! W.B. Heinzelman, A.P. Chandrakasan, H. Balakrishnan, Application specific 

protocol architecture for wireless microsensor networks, IEEE Transactions on 
Wireless Networking (2002). 
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Example!

p=0.05,!
draw N a random number [0,1[ at each 
round!
!
N < 0.0500 = 0.05/(1-0.05*0) ?!
N < 0.0526 = 0.05/(1-0.05*1) ?!
N < 0.0555 = 0.05/(1-0.05*2) ?!
N < 0.0588 = 0.05/(1-0.05*3) ?!
N < 0.0625 = 0.05/(1-0.05*4) ?!
N < 0.0666 = 0.05/(1-0.05*5) ?!
N < 0.0714 = 0.05/(1-0.05*6) ?!
N < 0.0769 = 0.05/(1-0.05*7) ?!
N < 0.0833 = 0.05/(1-0.05*8) ?!
N < 0.0909 = 0.05/(1-0.05*9) ?!
N < 0.1000 = 0.05/(1-0.05*10) ?!
!

N < 0.5000 = 0.05/(1-0.05*18) ?!
N < 1.0000 = 0.05/(1-0.05*19) ?!
	


•  Number of clusters 
may not fixed in any 
round.!
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Optimize selection!

q  A modified version of this protocol is 
known as LEACH-C (or LEACH 
Centralized)!
!

q  This version has a deterministic 
threshold algorithm, which takes into 
account the amount of energy in the 
node!
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IoT: « I » for Internet!
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From ad-hoc to 
standardized protocols!

From ArchRock “6LowPan tutorial” 

Don’t reinvent the wheel! 

RFC6282 Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Networks [2011]!
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IP need IP addresses!!

q IPv4 has no more addresses!!
q IPv6 gives plenty of addresses!

q 128bit address=16bytes!!
q 6LowPan adapts IPv6 to 

resource-constrained devices!
q Compressed IPv6 header!

40 bytes	



7 bytes !	



From ArchRock “6LowPan tutorial” 
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From ”6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann” 

IPv4 vs. IPv6 Addressing!

Image source: Indeterminant (Wikipeida) GFDL 

prefix!

Host address!
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6LoWPAN Addressing!

q  IPv6 addresses are compressed in 6LoWPAN!
q  A LoWPAN works on the principle of!

q  flat address spaces (wireless network is one 
IPv6 subnet)!

q  with unique MAC addresses (e.g. 64-bit or 16-
bit: 0x0013A20040568B34 or 0x0220) !

q  6LoWPAN compresses IPv6 addresses by!
q  Eliding the IPv6 prefix!

•  Global prefix known by all nodes in network!
•  Link-local prefix indicated by header 

compression format!
q  Compressing the Interface ID!

•  Elided for link-local communication!
•  Compressed for multihop dst/src addresses!

q  Compressing with a well-known “context”!
q  Multicast addresses are compressed!

From ”6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann” 
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Addressing Example!

Based from ”6LoWPAN: The Wireless Embedded Internet, Shelby & Bormann” 

wireless network is 
one IPv6 subnet!

Header compression!

Advertise prefix!
2001:300a:1:0!

Build an IPv6 address with 
prefix and a combination 
of 802.15.4: 
-  PANID 
-  16-bit address 
or 
-  64-bit address 
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From ArchRock “6LowPan tutorial” 

Use RFC4944 compression 
scheme for simplicity. New 
scheme should follow RFC6282 
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Routing over low power 
& lossy networks (RPL)!

RPL is the 4th protocol 
standardized by IETF (RIP, 
OSPF, BGP) 
 
Provides end-to-end IPv6 
connectivity 
 
UDP can be used to 
transport sensor data 

IPv6 egde router	


RPL	



RPL	



RPL	


RPL	



UDP	



LBR (6lowPAN) 



IETF 75 – Roll WG – July 2009 

RPL (ripple) 
Routing Protocol for Low Power 

and Lossy Networks 
 

Walkthrough 
draft-dt-roll-rpl-01.txt 

Anders Brandt 
Thomas Heide Clausen 

Stephen Dawson-Haggerty 
Jonathan W. Hui 

Kris Pister 
Pascal Thubert 

Tim Winter 



IETF 75 – Roll WG – July 2009 

DAG Construction 
•  LLN links are depicted 
•  LBR  form a Destination 

Object DAG (DODAG) 
•  Links are annotated w/ 

ETX (Expected 
Transmission Count) 

•  It is expected that ETX 
variations will be 
averaged/filtered as per 
[ROLL-METRICS] to be 
stable enough for route 
computation 

A B C 

E D F 

G H I 

1 

3 

2 

1 
1 

1 1 

1 

4 

1 

1 

1 1 
1 

1 

LBR-1 

Low power and lossy network Border Router 



IETF 75 – Roll WG – July 2009 

DAG Construction 
•  LBR-1 multicasts RA-DIO 

(Router Advertisement 
DODAG Information Object) 

•  Nodes A, B, C receive and 
process RA-DIO 

•  Nodes A, B, C consider link 
metrics to LBR-1 and the 
optimization objective 

•  The optimization objective 
can be satisfied by joining 
the DAG rooted at LBR-1 

•  Nodes A, B, C add LBR-1 
as a DAG parent and join 
the DAG 

A B C 

E D F 

G H I 

1 

3 

2 

1 
1 

1 1 

1 

4 

1 

1 

1 1 
1 

1 

LBR-1 



IETF 75 – Roll WG – July 2009 

DAG Construction 
•  Node A is at Depth 1 in the 

DAG, as calculated by the 
routine indicated by the 
example OCP (Depth ~ 
ETX) 

•  Node B is at Depth 3, 
Node C is at Depth 2 

•  Nodes A, B, C have 
installed default routes (::/
0) with LBR-1 as 
successor 

A B C 

E D F 

G H I 

1 

3 

2 

1 
1 

LBR-1 

1 1 

1 

4 

1 

1 

1 1 
1 

1 



C 

IETF 75 – Roll WG – July 2009 

DAG Construction 
•  The RA timer on Node C 

expires 
•  Node C multicasts RA-DIO 
•  LBR-1 ignores RA-DIO 

from deeper node 
•  Node B can add Node C 

as alternate DAG Parent, 
remaining at Depth 3 

•  Node E joins the DAG at 
Depth 3 by adding Node C 
as DAG Parent 

A B 

E D F 

G H I 

1 

3 

2 

1 
1 

LBR-1 

1 1 

1 

4 

1 

1 

1 1 
1 

1 



IETF 75 – Roll WG – July 2009 

DAG Construction 
•  DAG Construction 

continues… 

•  And is continuously 
maintained 

A B C 

E D F 

G H I 

1 

3 

2 

1 
1 

LBR-1 

1 1 

1 

4 

1 

1 

1 1 
1 

1 
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Internet for things!

6LowPan 
802.15.4 

 

RPL 
Routing Protocol for Low 
power & Lossy Networks 

 
IPv4, IPv6 

Internet Routing 
Protocols: RIP, OSPF, 
BGP,… 

 

TCP, UDP 

 
UDP, TCP? 

 

IPv6 egde router	


LBR (6lowPAN) 
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IoT for human!

Internet of Things 
for you & me 
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IETF Internet for things!

6LowPan 
802.15.4 

 

RPL 
Routing Protocol for Low 
power & Lossy Networks 

 
IPv4, IPv6 

Internet Routing 
Protocols: RIP, OSPF, 
BGP,… 

 

HTTP 

 
TCP, UDP 

 
UDP, TCP? 

 

IPv6 egde router	


LBR (6lowPAN) 

CoAP: Constrained 
Application Protocol 

 
CoAP 
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data = resources!

From Isam Ishaq et al. “Flexible Unicast-Based Group Communication for CoAP-Enabled Devices”, 
MDPI Sensors 2014, 14(6), 9833-9877  
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CoAP/6LowPan/IEEE 802.15.4!

IPv6 

to actuators 

IPv6 

RPL routing!

6LowPan 
border router 

ge
t 

get 

ack 

ack 

Client/User-
initiated scenario 
(e.g. temp. sensor) 
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RPL and CoAP exchanges!
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Copper for Firefox!

q CoAP pluggin to query CoAP 
nodes in an http-like fashion!

get 

ack 
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Back to Industrial!

50 sensors, STATIC deployment, but 
need to have RELIABILITY, 

GUARANTEED LATENCY for 
monitoring and alerting. MUST run for 
3 YEARS. No fancy stuff! CAN I HAVE 

IT? 

IEEE 802.15.4 has been enhanced to 
provide more reliability with channel 
hopping technologies - TSCH 
 
  
 
 

time 
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6LowPan / TSCH!

IETF 6TiSCH addresses the issues 
of IPv6 over TSCH MAC 

Fi
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Towards Multimedia 
Information!

Near real-time constraints, 
large amount of data, 
stream-like 
communication,… 



66	



Visual data for situation-
awareness!

Collect data to improve the responsiveness !
of rescue operations !
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Arduino + uCamII!
128x128 images!

XBee 802.15.4 module, 
connected to UART2 at 
125000 bauds 

Green led, 
indicates 
that uCam 
is ready 

Red led, 
indicates that 
uCam is 
taking picture 
and encoding 
is undergoing 

uCamII camera, connected 
to UART1 at 115200 bauds 

Arduino Due board, AT91SAM3X8E 
at 84MHz, 96KB SRAM, 512KB flash 

uCamII configured 
for RAW 128x128 
8-bit/pixel gray 
scale 

Can be 
controlled 
wirelessly to 
capture, take 
reference image, 
compare image, 
transmit image, 
define packet 
size, image 
quality factor,… 
 
 Cost:!

~45€ 

Cost:!
~25€ 

Cost:!
~45€ 
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BMP 16384b Q=100; 9768b 

PSNR=51.344 

Q=90; 5125b 

PSNR=29.414 

Q=80; 3729b 

PSNR=28.866 
Q=70; 2957b Q=60; 2552b Q=50; 2265b Q=40; 2024b 

Q=5; 576b Q=10; 911b Q=20; 1366b Q=30; 1735b 

PSNR=28.477 PSNR=28.024 PSNR=27.912 PSNR=27.423 

PSNR=26.038 PSNR=26.933 PSNR=25.283 PSNR=23.507 

adjustable !
image quality 
factor Q!
!
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Robust to packet losses,!
Out of order reception!

1 2 3 

Q=50; 10% pkt losses Q=50; 20% pkt losses Q=50; 30% pkt losses 

Q=50; 40% pkt losses Q=50; 50% pkt losses Q=50; 60% pkt losses 

Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 

for the optimized image encoding algorithm Scientific cooperation with V. Lecuire from CRAN laboratory 
for the optimized image encoding algorithm 
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Intrusion detection!

Real-time synchronization 
with your smartphone 
through cloud applications, 
e.g. DropBox 

Sends image to gateway on 
intrusion detection 
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Exploiting acoustic data!

(Audio) 
Surveillance 

Energy-
efficiency 

Sound Mappings 

Traffic Accidents 

Traffic 
Management 

Ambient Assisted Living 

From EAR-IT slides 



www.ear-it.eu 

SmartSantander meets EAR-IT 

// The EAR-IT project is an EU FP7 funded project 

Upon concrete noise pattern detected by the APU, legacy sensors collect 
data for several purposes ⇒ Two use cases as a starting point.   



www.ear-it.eu // The EAR-IT project is an EU FP7 funded project 

EAR-IT Use Case 1: Emergency Detection 
Use the APU to detect an alarm ⇒ Legacy SmartSantander noise sensors 
to get the direction of  such an event (police car, ambulance,…). 

Internet

Using	
  the	
  legacy	
  noise	
  
sensors	
  for	
  estimating	
  

motion	
  direction

Acoustic-­‐based	
  
Applications

Use	
  the	
  APU	
  in	
  order	
  to	
  
analyse	
  the	
  environment	
  
sound	
  	
  and	
  detect	
  typical	
  

sound	
  events

SmartSantander
Server	
  Platform

SmartSantander noise sensor

APU	
  (Acoustic Proccessing Unit)

Sound signal



www.ear-it.eu 

Emergency Detection Deployment 



www.ear-it.eu // The EAR-IT project is an EU FP7 funded project 

EAR-IT Use Case 2 : Traffic Monitoring 
Use the APU to measure the traffic density and correlating it with pollution 
values (NO2, CO,…) collected by legacy fixed and mobile nodes in the area. 

Internet
Using	
  the	
  NO2 sensors	
  
deployed	
  in	
  the	
  public	
  
transportation	
  buses	
  to	
  

correlate	
  the	
  collected	
  data	
  
values	
  with	
  those	
  from	
  the	
  

APU	
  

Acoustic-­‐based	
  
Applications

Use	
  the	
  APU	
  in	
  order	
  to	
  
analyse	
  the	
  environment	
  
sound	
  	
  and	
  detect	
  typical	
  

sound	
  events

SmartSantander
Server	
  Platform

SmartSantander NO2 sensor

APU	
  (Acoustic Proccessing Unit)

Sound signal

Traffic jam!



www.ear-it.eu // The EAR-IT project is an EU FP7 funded project 

EAR-IT Use Case 2 : Traffic density estimation 
•  The whole SmartSantander infrastructure is used in the deployment 

(IoT-s, APU, database, remote control) 
•  Traffic monitoring IoT-s are used for development and validation 
•  The examined street is a one-way road with 3 lanes 



www.ear-it.eu 

Traffic Density Monitoring Deployment 
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low-resource IoT node to 
enhance acoustic services!

Play/store received !
Audio data 

Relay 

HELP!!

Relay 
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development of audio 
board!

•  Use dedicated audio board for 
sampling/storing/encoding!

•  Encoding scheme is Speex at 8kbps!
•  Designed for multi-platform motes!
•  Can be plugged to other boards (UART)!

Specially designed audio 
board by INRIA CAIRNS & 
Feichter Electronics 
 
 

dsPIC33 with 8kbps speex 
real-time encoder 
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speex at 8kbps!

160 8-bit samples (20ms) 

20 bytes of encoded audio data 

24 or 21 bytes frame 

1 byte!
frame size  speex_sampledec_wframing!

1 byte!
Seq. No.  

2 bytes!
framing!
0xFF0x55  

Can do audio frame aggregation 
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Communication 
performance issues?!

q Application level performances 
depends on OS, API, hardware 
architecture!

q Usually much lower than radio 
performances!!

q What are min. !
latencies & max.!
throughput?!
q For sending?!
q For receiving?!
q For relaying?!

C. Pham, "Communication performance of low-
resource sensor motes for data-intensive 
applications ", Proceedings of the IFIP Wireless 
Days International Conference (WD'2013), 
Valencia, Spain, November 2013. 
 
C. Pham, "Communication performances of IEEE 
802.15.4 wireless sensor motes for data-intensive 
applications: a comparison of WaspMote, Arduino 
MEGA, TelosB, MicaZ and iMote2 for image 
surveillance", Journal of Network and Computer 
Applications (JNCA), Elsevier, Vol. 46, Nov. 2014 
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Sending performances!

Traffic 
Generator!

void loop() {!
!T0;!
!L0=T0;!
!...!
!T1;!
!send(buf);!
!T2;!
!...!

}!

Measure the time 
in various part of 
API send() 
when possible. 
 
 

« Time in send() » is T2-T1 
« Time between 2 pkt generation » is T0-L0 
Time resolution is millisecond 
Minimum data manipulation  
 
 

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 
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Receive performances!

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 

q At sender side, send as fast as 
possible!

q At receiver side, determine tread !
q ... And also compute the maximum 

receive throughput per packet 
size!
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Relay performances!

1 

1 tread trelay 

1 
tprocessing 

2 

tsend 

q Relaying are usually done at 
application-level (even OS level 
is considered app-level for the 
mote)!

q Relaying means:!
q Read the packet in memory!
q Send the packet to next hop!
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Santander’s limitations!

SmartSantander’s IoT node uses 38400 
baud rate for communication between 
XBee radio and host ucontroller 
 
 

Needs to discard audio frame  
at the source to increase the 
time window 
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speex at 8kbps on slow 
relay nodes!

160 bytes (20ms) 

20 bytes of encoded audio data 

Capture 6 
audio frames 
(120ms) but 
only send 4 
 
Need to be 
able to relay 
96-byte pkt 
every 120ms 
 
 

1 2 3 6 5 4 

A6 aggregate audio frames!

2 3 6 5 

7 8 

8 

Add framing 
bytes!
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Conclusions!

q Internet of Things, like Wireless 
Sensor Networks are the 
foundation of pervasive 
surveillance infrastructures!

q Connecting them, collecting 
data and providing seamless 
internet connectivity is 
challenging but many 
standards have emerged!

q Going beyong « simple » data to 
multimedia is still challenging 
on these low-resource 
platforms!


