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Googling for « Internet of Things »... :
NAZIUCH)
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typically shows communicating objects E—8
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Home/consumer loT products =
CNAZIULT))
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loT & physical world i

CNAZIUTY)

Im®ak

Ultrasonic fill level sensor
10+ years battery life
IP 66, [-40°, +85°]

Cupertino, ca
Cupertn

10,CA




Local interaction is possible 2y
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But loT usually means cloud data ,
ANRZIUC)
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10+ years battery life
IP 66, [-40°, +85°] 8



General public 10T architecture ool
NAZIUCY
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Dedicated loT cloud g

CNAZIUTY)

1 Most of them use HTTP POST/GET
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One of the most promising market "

is |loT! CNAZIUS)

- 25

BUTTON m=\Wearables
—® i

THERMOMETER

MOVEMENT /2 B
DETECTOR \&/

B Consumer
-— EmIndustrial

—SmarlphV i :

/

g
=}

B
wn

P
o

Annual Unit Shipments (billions)

o
wn

0.0 -

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023




Control, Optimize & Instrument ! .
WNAZILS)

ks PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES

14



Large variety of sensoring needs -
ANRZILUTY)

Z
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infographic made by Postscapes in collaboration with Harbor Research 15




Example 1: Smart Cities

Libelium Smart World o
Etomagnetic Levels tafic joms

Detect iPhone and A o and i nergy radiated Smart Lighting

cks with Wifi or ViiFi routers.
neethgent and weather adaptive lighting
n street Lights.

Intelligent Shopping

etting adwces n the pont of sale
wrar Rabits, prederances,

components fo

Air Pollution

oy device whach

Traffic Congestion
Mo ng of vehicles and pedestnan
affluence to optimize driving and walking

rounes

bustion gases and preemptive

o them

alert zone

. . . buted measurement o
Wine Quality Enhancing D e
Monitonng soil moisture and trunk diameter
in vineyards to control the amcunt of sugar in

Grapes and gr

generate leakage alerts
N v Sound monitoring i bar areas and
cen ¢ 20nes 10 redl hime

Structural Health

Monttoring of ons and matenal cond tions

in buildings, brdges and historcal monuments

de tanks

Fes,

Vehicle Auto-diagnosis
ntormation celiection from CanBus to
send real time alarms to emargencies
or prowde advice 10 drvers.

Smart Parking Item Location

Mcartanng o parkin

Seq wiredual terms in big surfaces

in the city Lke warehouses or harbours

Quality of Shipment Conditions Water Quality Golf Courses
. .> S
libelium

www.libelium.com

HTTP://WWW.LIBELIUM.COM/TOP_50_IOT_SENSOR_APPLICATIONS_RANKING/#SHOW_INFOGRAPHIC ]|{



Example 2: Farming & Agriculture

afimilk

Manage your farm smarter
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1stissue: loT are small devices ool
WNAZIUCY

d ANSWER: Smaller and more powerfull boards are
now available!

900000000005
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et g N SN
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ESP32 Thing
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BTyl Tinyduino
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2nd jssue: collect data -

L
[ Follow simpl stops to link up 1o your FREE dashboard__
- FREE baskboard... No sobscription regiired:

O Create widget

PERVASIVE SYSTEMS

|
R
Wy Caem: Cow carh costie
_~—~ -1_5.; 2189 | 23.10 —

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




Wireless Communication made easy .
CNAZIUTY
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loT=wireless+battery =
WNAZILSY
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TERNET OF THINGS! | L0/
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Telemetry and Transmission cost

CNAZIUTY)

Moisture/ 10-19kms é\
Temperature of = N\ s
storage areas L P

GPRS

x t:_:

R R .

Range O: 300m
(I=Indoor, O=0utdoor) I 30m
Tx current
consumption
Standby current 2.3mA 3.5mA NC

23



Energy consideration ool
WNAZIUCY

TX power: 500mA. Mean consumption: (8x500+3592x0.2)/3600=1.31mA
500mA 8s
BB
: §§ :§ 4 2500/1.31=1908h = 79 days
2500mA
0.2mA
3600s
eem || L
Range O: 300m
(I=Indoor, O=0utdoor) I: 30m

Tx current
consumption

Standby current 2.3mA 3.5mA NC




L]
Low-power & long-range radio technologies o
CANRAZIUCY)
Energy-Range dilemma
Energy
Long-range
Low-power
2G/3G/4G
o WM
=1 )
=
&
WLA
802.15.3
802.15.4 Bluetooth 802 15 3
WPAN 802.15.1 15.3a
- 802.15.3¢
0.01 0.1 1 10 100 1000

Low throughput pata Rate (Mbps)
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LoRa modules from Semtech’s "

SX127x chips ==
¢ e

Libelium LoRa is based on
Semtech SX1272 LoRa
863-870 MHz for Europe

inAir9 based on

h
based on Semtec SX1276

SX1278 LoRa 433MHz Froggy Factory LoRa

module (Arduino)

| 0@  Semtech SX1272 LoRa
LinkLabs 863-870 MHz for Europe

HopeRF HopeRF HM-

TRLR-D - | =
RFM ) Embit LoRa
series mmn,m‘! I

Adeunis ARF8030AA- L0868 . Microship RN2483

habSupplies
AMIHO AM093

ARM-NanoNg LoRa ~ SODAQLoRaBee )| oonoo
module from ATIM Embit RN2483 26

Multi-Tech
MultiConnect mDot




Tables from Semtech

Energy consumption comparaison E-T%

ARZIUTY)
Lo Power
Range N/A O: 300m O: 90m Same as
(I=Indoor, O=0utdoor) I: 30m I: 30m 2G/3G
consumption
Standby current 2.3mA 3.5mA NC 0.003mA 0.001mA
Energy harvesting No No No Possible Possible
(solar, other)
Battery 4-8 2-4 50 120
60hours SR .
2000mAh hours(com) hours(com) hours(com) (com) hours{com)
(LRG battery) 36 days(idle) X hours(idle) X hours(idle) 10 year(idle)

TX power: 30mA. Mean consumption: (8x30+3592x0.2)/3600=0.266mA

2500/0.266=9398h = 391 days = 13 months

27



LPWAN networks roll-o

Tata Communication
world’s largest loT n
India

lighting management solution

LoRa™ technology to be
integrated into FLASHNET’s street

SIGFOX and Glen Canyon Corp. to
11 Million Smart Meters to
ﬂ of Things

From intelil

Semtech and STMicroelectronics

to SIGFOX

OTIO to Connect 1 Million Devices

From www.businesswire.com - February 22, 4:59 PM

“aborate to Scale LoRa

nology to Meet High-Volume Demands of
net of Things Applications

bn, a

rt meters

OTIO, a subsidiary of Groupe HBF specializ
electrical equipment, lighting and home
automation, has chosen the SIGFOX netwq
deploy its new international offer of conne
devices.

determine the

T-Mobile to cove
Republic with the Le compteur...”

From www.sudo
16,20152:24 P

“ Gestionnairg
les Landes, e
Dordogne, Sq

Swisscom sets up a Swiss-wide
network for the Internet of Things

transmission of small amounts of data independently of the electrical
network.

From www.swisscom.ch - March 14, 7:49 PM

The Internet of Things has long connected millions

of objects and devices to one another and to
people. In the future, this number will reach into
the billions worldwide. Swisscom is the first
provider in Switzerland to set up an additional
network dedicated to the Internet of Things: the
Low Power Network, designed for the

14,

of
systems

of

itinn

works by

s (MNOs) u

—

ondes radio @

des canalisations

€ SIgToX pour relever
les compteurs et surveiller I'état

PM

for the Internet o =

VISLEOKY PREGRALY OBERA ] From W theitemetof

Czech Republic that e:

SimpleCell Networks
SIGFOX's Internet of Tl

Following a pilot opera|

expectations, T-Mobile

- -

“French
Telecom
LoRa rad
domestic loT and M2M network.”

From www.enevo.com - March 6, 4:12

network, a narrow-band technology which
guarantees connectivity at a reduced energy

consumption rate and at a lower cost. Orange has

7 ‘.; Fica, ) network throughout the country.

News taken from scoop.it (N. Aly

chosen to rely on LoRa (Long Range) technology
p’mmh network that will cover the whole of metropolitan France.

28



3rd issue: finding the information -
5 e
you need CNAZILCY

d Searching for information is a tfough issue
d Web search engine: Google,...

d Most loT clouds uses HTTP request (GET, POST,

PUT, ...) fo push/store data to web C1ThingSpeak

platforms/servers

4 If you need an information, for instance the
temperature in room A of Palais Beaumont, then
you have to go to the right web page

d When there can be millions of loT
nodes providing large variety of data, =
it is difficult to find your way! |




From search for info to get the info !!i"ﬂ
CNAZIUC)

 Use the PUBLISH/SUBSCRIBE model

Temperature of room A
in Palais Beaumont

subscribes

-IEEH qIVERSITE @
ILTEL WA teeiie ‘
] sends ”
[ Client 1 }—> Message |—»
y Topic
subscribes
@] )




MQTT P

Message Queue Telemetry Transport ((‘HQZK;’*Q’))

 Use broker nodes to manage topics
d PAUPB/room/A/temp, PAUPB/room/A/hum
HIVEMQ

ENTERPRISE MQTT BROKER

(®) mosavitto

loT - Event based behaviour

Time series analysis

21.3C

publish

Temperature sensor

IST
68 % So

— 8etop,
ervatj,,"s
9.6, 20
Humidity sensor 20, AN
L ——d

insertObs

31



MQTT+smartphone= {% e
CANRZIUTY)

J Towards open do’ro
J PAUPB/room/#
O PAU/CITY/WEATHER/#
O SFT/CONGRESS/#

I 32




4th jssue: make it simpler? e

CNARZIUCY
& S Firebase
_ Tempo
—
() Crove (D SensorCloud
: @penRemote

d End-users are not necessarily computer science
experts nor high-skilled programmers

 Use graphical tools to build data processing
flows, allowing intuivive connection from data
producers to data consumers

33



Node-Red il

Node-RED «“ARZI Qj@ )

d Node-RED is a programming tool for wiring
together hardware devices, APls and online
services, e.g. clouds of various types

 provides a browser-based flow editor to wire
together flows with a wide range of nodes

34



Node-red enabled loT gateway e
WNAZIUSY)

d Messages received on the loT gateway can be
injected into a Node-Red flow, allowing complex

data processing fo be defined

EEEEEEEEEEEEEEEEEEEE

' broker.mgqttdashboard.com ‘
@ connec ted

(%) mosavitto

‘ test. mosquitto.org

nnnnnn




Global picture of long-range loT "

ecosystem UNAZIUTY

&F

Local Network The Internet

-
ioBridge®
Connect things.
()) Grove
- & Firebase
" TempolQ

L 1ThingSpeak

(D SensorCloud’

@penRemote
36
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The loT BackOffice




UsiNG = &

€
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_GARTER eSS 2 en SAN =,
HONDREDS & EEEIZE NEEDED,
H —_ 5
Tiits “AREU DISK Z :E PHABYT S S1068
oT usually means <= NATA= .
nnc;]sﬁ o ml:uu'EESVSTEMS E = LOGIES
o =2 <
=L INFORHATION SR T T

°
RECORDS I SOCiAL g s a Z &N
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mmm “ DATARACES s I "H A I;E LARGER

Tt ABLTY GETS EXANPLES & oo

As of 2011, the global size of
data in healthcare was

By 2014, it's anticipated
there will be

It's estimated that

40 ZETTABYTES

2.5 QUINTILLION BYTES T st 420 MILLION
of data will be created by [ 2.3 TRILLION GIGABYTES | e 150 EXABYTES WEARABLE, WIRELESS
2020, an increase of 300 2 20 of data are created each day [ 161 BILLION GIGABYTES ] HEALTH MONITORS

times from 2005

4 BILLION+
HOURS OF VIDEO

are watched on
YouTube each month

FOURV’s
of Big
Data

6 BILLION
PEOPLE

have cell
phones

30 BILLION @‘
From traffic patterns and music downloads to web P|ECES UF CONTENT
history and medical records, data is recorded, are shared on Facebook

— stored, and analyzed to enable the technolog
Most companies in the Ll oy il every month
and services that the world relies on every day.

U.S. have at least 400 MILLION TWEETS
But what exactly is big data, and how can these

100 TERABYTES i TR SR e — are sent per day by about 200
massive amounts of data be used? million monthly active users
[ 100,000 GIGABYTES |

of data stored As a leader in the sector, IBM data scientists
break big data into four dimensions: Volume,
Velocity, Variety and Veracity

WORLD POPULATION: 7 BILLION

The New York Stock Exchange Modern cars have close to

captures
1TB OF TRADE
INFORMATION

during each trading session

Depending on the industry and organization, big
1[][] SENSURS data encompasses information from multiple
that monitor items such as internal and external sources such as transactions,
fuel level and tire pressure social media, enterprise content, sensors and
mobile devices. Companies can leverage data to
adapt their products and services to better meet
customer needs, optimize operations and
infrastructure, and find new sources of revenue.

Poor data quality costs the US
economy around

$3.1 TRILLION A YEAR

don’t trust the information
they use to make decisions

Velocity

ANALYSIS OF 44 MILLION ITJ0BS ESPONDENTS Veracity
W\.JI be created globally to support big data, X 1 UNCERTAINTY
STREAMING DATA with 1.9 million in the United States ¢ | 0F DATA

By 2016, it is projected in one survey were unsure of
there will be how much of their data was

18.9 BILLION inaccurate
NETWORK Q
CONNECTIONS

YYyYyYyYyYyYyYyYyYyyYyyYyyy
et TTTTTTTTITT

Sources: McKinsey Global Institute, Twitter, Cisco, Gartner, EMC, SAS, IBM, MEPTEC, QAS




But also how to analyse the data E,"fﬂ
CNAZIUC)

d What is the meaning of the collected data?

d Example with farming

d What is interesting for farmers?
e Fertility detection
e Eafing/Ruminating time for welfare
d What data can be easily obtained?
e accelerometer data with neck-mounted collar

d How to detect relevant event from these data?¢

Activity Level

|08 December 2014 jmdpreceéng;”T mlmléollm]da.ys.
Advanced data analysis T

Fig. 3. Illustration of a rise in activity accompanied by a fall in rumination at
the point of gestrus 3 9



Analysis techniques

0
ANRZILUTY)

U Traditional statistic methods still valid, and usefu

Data

Regression : Freqmency
Ayl Collection /Dlstrlbutlon
Predictive ' ‘)rganization &
Statistics . resentation
Statistical — P
Correlation Methodology 4 '
Analysis Histograms
Experimental c "
: entr
Design Statistical Descriptive Tendency

Inference Measures

Hypothesis Testing Dispersion
Statistical Analysis and SPC

9% College Ecucated

> — 2 -2
Foredosures = Unemployment Rate % College Educated

D I R R

Clustering Analysis

= Definition
Grouping unlabeled data into clusters, for the purpose of
inference of hidden structures or information

= Dissimilarity measurement
= Distance : Euclidean(L,), Manhattan(L,), ...
= Angle : Inner product, ...

Get Data Train Model Improve

Clean, Prepare Test Data
& Manipulate Data

= Non-metric : Rank, Intensity, ...

5317 513 4102606 4 310 724 61124172001 218 8APSATEIT1623

= Types of Clustering
= Hierarchical
= Agglomerative or divisive
= Partitioning
= K-means, VQ, MDS, ...

2 4
(Matlab helppage)
8

From JongYoul Choi 40



Analysis techniques i
ARZIUTY)

L Traditional statistic methods still valid, and usefull

Strong
Positive

Reores Data. Frequency
egl 95_510“ Collection Distribution £
Analysis / :

Predictive

Going old
school ?




H O.Rulk 020

Machine Learning Techniques
ANRZIUC)

criterion using example
~

Optimiz rforman = -
rernusngeampie | Machine Learning Bubble Chart--._ « Classification

data or past experience B '~ .  Logic
Meaningful Structure /'/ Image Customer Retention N, °® SVM
Compression Discovery /° Classification Hstomen etentio \. R d F t
. . andaom rores
A Io.i. ?f Big data Dimensionality Feature ~/Idenity Fraud Classificati Diagnostics ‘\‘. H |dden M d rkOV
S'I'a'l'lstlc Visualistaion Reduction Elicitation /  Detection SSSHIEEHON d
; .
° \
methods Representation :
. .
Evaluation : s Popular !
Rec°’"g)‘:t”edne1£ Unsupervised . Supervised ﬁiﬁ;ﬂﬂgg Popularity ;
Learning N Learning Weather ,
Forecasting .
/
Clustering * Regression .
Targetted M ac h I n e Population Market ~/

Growth
Prediction

Forecasting .

Marketing
/

Estimating
life expectancy

.“ » Regression

Sceugsr;c;:tea;ion L e a r n i n g

Role of Statistics: _.- - . L
Inference fromasample S T T e = ’ asso

* Ridge
Role of Computer science: Real-time decisions Game Al ° Loes
Efficient algorithms to (i)
solve the optimization Reinforcement * KNN
problem (ii) represent and Learning ° Spline
evaluate the model for RobotiNavigation ) o
inference Skill Acquisition ° XG Boost

[ J

Learning Tasks MACT Q RES o 42

Data Science Team



Use the full power of the Internet! oy

CNAZIUTY)

Industrial Revolution 4.0 Connects With Web 4.0

o a o

‘”ﬂ-f‘.'lné'%
W‘F ) 4“"

2010: web 3.0
2005: web 20 POOpIe are compani
People become ':.;;v‘;:;”.\:“‘.' H”

connected through
E-mal

d loT data are pushed on
Infernet data clouds

d Computing resources
using Virtual Machines are
obtained from Internet
Computing clouds

Parallel processing
Opftimized libraries
Web tools to orchestrate

U OO

-)))))))@
&

[»)»»

~
~r
~—

?20'1 5: webao

| et of Things
tes new S

01010101000010101110010 - zZ =
00000000000000000
ooooo
'''''
0000000
0000000
111111
1010777
21010 ¢
11111

lllllll
1001: 010101000010]
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The Big Data landscape i

CNAZIUS)

KeyValue

EEXEREEl leveldb
§P redis Chordless g

SCALICNN
Project Voldemort
N

msu_'_S.LDE »HyperDex

SpenLDAp"‘ 21 IQLECT

ioremap.net @Iaris

STORAGE AND BEYOND
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Example: the APACHE ecosystem E'ﬁ
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Beyonds Machine Learning? e
CNAZIUCY
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Deep Learning is essentially NN

Simple Neural Network Deep Learning Neural Network
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Machine/Deep Learning for -
scientists NAZIUT)

A Large variety of supported languages
d Python, R, C++, Java, Scala, Javascript, Go, ...

d Many statistical methods/algorithms are implemented in
libraries

d Examples
d Scikit-learn
0 Google TensorFlow

scikit-learn

Classification Regression Clustering
. . .
D M I C ro S O f'I' D I S 'I' rI b U 'I'e d Identifying to which category an object Predicting a continuous-valued attribute Automatic grouping of similar objects into
belongs to. associated with an object. sets.

Applications: Spam detection, Image Applications: Drug response, Stock prices. Applications: Customer segmentation,
i upine tcol

. . .
recognition. Algorithms: SVR, ridge regression, Lasso, Grouping experiment outcomes
Algorithms: : SVM, nearest neighbors, . Examples Algorithms: k-Means, spectral clustering,
random forest, ...

Examples mean-shift,... =~ — Examples

D A p O C h e M O h O U T Dimensionality reduction Model selection Preprocessing

Reducing the number of random vari to C i idating and choosing Feature extraction and normalization

D consider. parameters and models. Application: Transforming input data such as
e Applications: Visualization, Increased Goal: Improved accuracy via parameter text for use with machine leaming algorithms.
efficiency tuning prep feature .

gorithm: Modules: g earch, cross validaton, ~  —Examples

D BU.I., b eW O r e negative matrix factorization. " examples metrics. Examples
O There are hundredth of tools...
d ...and new tools every months!
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loT for Development

Storage é logistic

Environment
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[ ]
loT4D: development for rural areas calies:
CNAZIUS)

Storage-& logistic

Agriculture Environment
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WAIZIUP Open loT and Big data
platform for Africans, by Africans
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Ready-to-use templates
(«AQZIU"'))

Moisture/ (y $ o
Temperature of
storage areas
Physical Physical Physical
sensor sensor sensor
O & / - ||
: 006000000660 MR w
Physical ?,,?v ,s.,,‘.'[%cmj;i ® mpom (TN Activity
sensor O DI e e duty-cycle,  sleep
mgmt x 3 low power
-vmw'l'l
IMPORTANT .
S Logical

Long-range
transmission

sensor
mgmt

______________________________________________________________________________




A simple temperature sensor =
P e tEmPp e
example NAZILD)

Arduino Pro Mini @3.3V
@.0@@.@.00.’“.
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Low-cost integration calies:
WNAZIUCH

11ini

-eco000oocooco_ UL
QOQCGQz

VPCBWV\/*‘ Home Shared Projects  Sponsorships  Feedback  Blog

2017 FIRSTPE

@ Appreciate Project Share ~ Creerum

Less than

2 Layers PCB 34x80mm FR-4, 0.8mm, 1
oz Cu, HASL with lead, Blue Solder
Mask, White silkscreen

NS 10€/device

& Dowrload o

[ Documentation

1-click order




Generic sensing loT device v.s. o

H.O Rkl 020

Highly specialized CNAZILO

4 Build low-cost, low-power, long-range enabled
generic platform

d Methodology for low-cost platform design

d Technology transfers to user communities,
economic actors, stakeholders,...

: |-V m'l -
Physical g S TS WITTENY Activity
e N .
sensor s oz duty-cycle,
— ¥
mgmt cire 6% o low power

0@
-waln'Tl
IMPORTANT
Long-range
transmission

Logical &
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CANRAZIUTY)

t buoy for fish farming MVP

)

Farmerline

Physical
sensor
management

Security

Kuma Farm
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Physical
sensor
reading

Long-range

transmission

Activity duty-
cycle, low
power

Logical sensor
management
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Soil humidity sensors for agri MVP E'ﬁ
WNAZILT)

0-8- -7 4 2 "
Physical T Activity duty-
sensor ( 3 cycle, low
management sa® @77 @ power

Securit Long-range Logical sensor
y transmission management

««wnzi_t_,@)
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Deployment for .Nestle S "
WaterSense project CNAZIUECH




Deployment for .Nestle S "
WaterSense project CNAZIUECH
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Ly ) WAZIUP Dashboard x |\ +

é @ watersense.waziup.io/sensors/WS_FARM1_Sensor2 c Q, Rechercher

(3] Les plus visités ~ @ Débuter avec Firef... Alaune -

%@3 WATer) Sense
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WATer)Sense Code licensed under Apache 2 ©® 2016 Waziup.io



Local weather station for AGRI MVP ,
CNAZIUCY

https://openweathermap.org/

1o Ssmu 3 b
R o) 2 Kotavk| i 4 L]
B 5 Blockho sont Peersouy |
s LR E—
T L
WAL e 1
. e -~
= o o Tk
f>1 B
s e - e N o
a8 - B 20 Bangaore IO
1 o, oo Wi L
DEMOG B Loatgtf BlOponSirestitap, © CARTO

Photo from Unparallel

Get local weather Combine with open weather data to

measuments get more accurate predictions
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Collar for Cattle Rustling MVP Ei"ﬂ
CNAZIUC)
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List of devices
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Scaling up! 58
WNAZIUSY

Feb 2016 - 2019

CNAZIVT) *
‘& May 2018 - 2021

WNAZE )
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