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CONTROL, OPTIMIZE &
INSTRUMENT !

PERVASIVE SYSTEMS

_

PEOPLES, INFRASTRUCTURES,
BUILDINGS VEHICULES
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Irrigation Livestock farming Fish farming & aquaculture

TR

Agriculture Fresh water
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| MATURATION OF THE |OT
MARKET...

Ultrasonic fill level sensor
10+ years battery life

IP 66, [-40°, +85°]



= 15T ISSUE: COLLECT DATA

PERVASIVE SYSTEMS

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES




SENSING/TELEMETRY SYSTEMS

deployment made easier in
single-hop model !!!
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Range

THE WIRELESS SPACE

WWAN

WMAN

WLAN

WPAN

Energy-Range dilemma

2G/3G/4G

ZigBee
802.15.3
802.15.4 Bryetooth 802.15.3a
802.15.1 802.15.3¢
0.01 0.1 1 10 100
Data Rate (Mbps)

Energy

1000
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HOW COSTLY IS
TRANSMISSION?

Range N/A O: 300m
(I=Indoor, O=0utdoor) I- 30m
Tx current
consumption 200-500mA 500-1000mA 100-300mA
Standby current 2.3mA 3.O0mA NC

12



TX power: 500mA
P=1xV=2500x 3.3 =1650mW
E=Pxt->t=E/P

11345s or 3h9mins

Haven't considered:
Baseline power consumption of
Range
R the sensor bqard
RX consumption!
Tx current 200mA- 500mA — .
consumption 500mA 1000mA Event Capture consumptlon

Standby current 2.3mA 3 5mA Event processing consumption




HEEE 802.15.4 IN ISM 2.4GHZ

Low-power radio in the 2.4GHz band offering 250kbps
throughput at physical layer

Power fransmission from 1mW to 100mW for range from
100m to about Tkm is LOS

Signal-to-Noise Ratio (SNR)

CSMA/CA €0
BPSK, used as physical layer -t ST
. . T
in ZigBee 162 <
» Eﬂea /%§ “,‘o X
@2 (t g 154/ ?'o
Decision [
Boundary/ g 1ES ot \ \
L/- Threshold I: © oo® \ \
So S @,(t) s x \
<—I\ ’—» 1E-7 \ \
. I !
Transmitted , o 1ES8 'S
S 2 - vl
10 5 0 + +10 16
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TX power Odbm: 17.4mA
P=1xV=17.4x3.3=57.42mW

E=Pxt->t=E/P

18720 JOULES | 326018s or 90.5h

Haven'’t considered:

"‘ - ‘{1: -

T | Baseline power consumption of

©|[Chincon Products L2420 tI:; sensor bc:ard Bem

rom Texas Instrumen Consump ion: B8mAl
Parameter W e || e[| Condion kote Event capture consumption
Current Consumption, ' '
transmit mode: Event processing consumption
P =-25dBm 85 mA The output power is delivered
P =-15dBm 09 mA differentially to a 50 Q singled
P =-10dBm 1 mA ended load through a balun, see
P =-5dBm 14 mA also page 55.
P=0dBm 17.4 mA
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INTERNET@

LOWER ENERGY MEANS
SHORTER RANGE!

P ~Short range, low
L0 _@ e power radio

\@ C),ﬁ'e%'iff ls62 =
T Ny A

———————
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it 15 YEARS OF MULTI-HOP
‘ ROUTING?

High packet loss rates
Needs synchonization when duty-cycling
Complex deployment, funneling effect

17



FHESA C ADEMICS VS INDUSTRIES

..... o »
o B4 i1 QO00UTFA &

SEET'S GO BACK TO REALITY!

Millions of sensors,
self-organizing, self-
configuring, with
QoS-based multi-
path routing,
mobility, and ...

500 sensors, STATIC deployment,
but need to have RELIABILITY,
GUARANTEED LATENCY for
monitoring and alerting. MUST
run for 3 YEARS. No fancy stuff!
CAN | HAVE IT?

Libelium Smart World e
[srartprones Detecton N Electromagness Lewis

* Placement constraints
« Lifetime constraints
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i | OW-POWER AND LONG-

RANGE??

Energy-Range dilemma

Energy

2G/3G/4G

WMA
WLAN
802.15.3
802'15°4 Bluetooth 802 15 3
WPAN 802.15.1 e
- 802.15.3¢
0.01 0.1 1 10 100 1000
Data Rate (Mbps)

20
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Ppx =Prx+ Grx —Lyx —Lps — Ly + Ggpx — Lgx

+dB
M

0dB

Pry = Received power (d Bm)

Py x = Sender output power (dBm)

Gry = Sender antenna gain (dBi)

Lyy = Sender losses (connectors etc. ) (dB)
Lgg = Free space loss (dB)

Ly = Misc. losses (multipathetc.)(dB)

Ggx = Receiver antenna gain (dBi)

Lyy = Receiver losses (connectors etc. ) (dB)
Shx = Receiver sensitivity (d Bm)

Transmission

From Peter R. Egli, INDIGOO.COM

Path
[dBm]

lincunlt
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INCREASING RANGE?

d Generally, robustness and sensifivity can be
Increased when transmitting much slower

d A Sigfox message is sent relatively slowly in a
very narrow band of spectrum. Max
throughput=~100bps

4 LoRa also increases time-on-air when maximum

range is needed. But LoRa uses spread spectrum
instead of UNB. throughput=~300bps-37.5kbps

AN T Y, 2 .
VL I (1 “ // a
| ““ “l ““:‘)I\l.‘l‘i“‘l“li‘}‘l““ 3 Conventionsd
3
Spread
Spectrum

v 22




SIMPLE LOSS IN SIGNAL
STRENGTH MODEL

_ (4md)’
FSPL—(A) D FSPLzﬁGtG,.
d Free Space Path Loss model _ (ALY’ P,

b =it 20 e )20 )
P A c

L 5 =201og(f)+20log(d)-147,55dB

2.4GHz FSPLindB  =i=865MHz FSPL in dB
140.0000000

120.0000000

100.0000000

80.0000000 -

Loss in dB

60.0000000 -

40.0000000

20.0000000

0.0000000

Distance in meters
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LINK BUDGET EXAMPLE

d Received Power (dBm) = Transmitted Power (dBm) + Gains

(dB) — Losses (dB) [mainly FSL]
d Example

dBm — power referred to 1 mW,

P4em=10log(P/1mW)

d Transmitted poweris +14dBm (25mw)
O Losses is 120dB
O Then Receiver Power (dBm) is -106dBm

A If you have a receiver sensitivity of -137dBm you can
handle FSPL up to 151dB!

d Rewriting the equation
O Losses (dB) = Transmitted Power (dBm) - Received Power (dBm)
O Losses = link budget & Received Power = max receiver sensitivity
Q Link budget = Transmitted Power - max receiver sensitivity
0 151dB=14dBm - (-137dBm)

24



LINK BUDGET EXAMPLE

d Received Power (dBm) = Transmitted Power (dBm) + Gains

(dB) — Losses (dB) [mainly FSL]

d Example

d Transmitted power is +14dBm (25mw)

O Losses (FSPL) is 1

dBm — power referred to 1 mW,

P4em=10log(P/1mW)

faVal 1

ENSSUNSSSIVER | <EY PRODUCT FEATURES

4 If you have a rece
handle FSPL up to

d Rewriting the equ

'S
'S
e

O Losses (dB) = Trang®

O Losses = link budg

*

Q Link budget = Trar
O 151dB=14dBm - (-

*

LoRa'™ Modem

157 dB maximum link budget

+20 dBm at 100 mW constant|RF output vs. V supply

+14 dBm high efficiency PA
Programmable bit rate up to 300 kbps

High sensitivity: down to -137 dBm

25
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| | saasssessyessevssusany 3
I A A T A AR A R .

. Lo Power

Range O: 300m O: 90m Same as
< (I=Indoor, 0=Outdoor) NiA NIA I 30m I: 30m 2G/3G
®)

(O]
I= C;’]‘S‘;"’Tr]ﬁ'i‘;n 200-500mA  500-1000mA  100-300mA 18mA 18mA
O]
ndby curren .3m .5m .003m 001m
(g Standb t 2.3mA 3.5mA NC 0.003mA 0.001TmA
S :
= Energy harvesting No No No Possible Possible
0 (solar, other)
o
O Battery 4-8 2-4 50 60hours 120
|c_ts 2000mAh hours(com) hours(com) hours(com) (com) hours(com)
(LRG battery) 36 days(idle) X hours(idle) X hours(idle) 10 year(idle)
Module Revenue 128 20$ 4% $3 3§

Annually

Autonomy GSM with 2000mAh -
== =

Autonomy LP WAN with 2000mAh -

Example for energy meter
1T 11 LI

I 1 year S5 years 10 years

W
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VERSATILE LPWAN!

& ok
'830338085us5s8ssIRIIRRILIIOSY (3
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W SAERTTLAE

Viewpoint of 'Alfocea’
41.724698, -0.952482 |;

Haf\ gonservative 1 mile radius allows for some
“in-building penetration even at the edges.

s Lower

B8 [ o G Viewpoint of 'La Plana de Cadrete
E New. York & St 22 41.530331,-0.954516

Dense urban areas Rural areas

Smart Lighting Systems
Wireless DALI Security and Intruder Alarms,

. - . Access Control Systems
Natural Lighting

Control
Energy Management:

Thermostats, Smart Meters

Signal Conditioning in
Airflow, CO2 and CO
Sensors
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UK HAB (High Altitude Ballooning) trials gave 2 way LoRa™ coverage at up to
240 km. Lowering the data rate from 1000bps to 100bps should allow coverage
all the way to the radio horizon, which is perhaps 600 km at the typical
6000-8000m soaring altitude of these balloons. Balloon tracking can be made
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LORA’'S PARAMETERS

Rate Code , .
* ——p— bits/sec

BW

Rb =SF

J Parameters
d Bandwidth: 62.5kHz, 125kHz, 250kHz, 500kHz

A Spreading factor: 6 to 12
d Rate code: 4/4+CR (CR=1, 2, 3, 4)

SpreadingFactor Spreading Factor LoRa Demodulator . _ o
(RegModemConfig2)  (Chips / symbol) Bandwidth Spreading Factor Nominal Rb Sensitivity
(kHz) | (bps) (dBm)
7 128 7.5dB 125 6 9380 -122
8 256 10 dB
= — ——— 125 12 293 -137 |
10 1024 15 dB 250 6 18750 =TT
11 2048 175dB 250 12 586 134
2 4058 209 500 6 37500 116
500 12 1172 -131

Rule of thumb
Bandwidth

(kHz2) Coding rate

Spreading Factor

6dB increase = twice the

range in LOS

12

Nominal Rb
(bps)
293

Sensitivity
(dBm)

12dB needed for urban areas 12 4/5 586
12 a5 1172 131
Tables from Semtech o) V)
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RELATION TO RANGE

125kHz, SF6 500kHz, SF12 125kHz, SF12

10-15kms

Bandwidth i : _ Nominal Rb Sensitivity
(kH2) Spreading Factor Coding rate (bps) (dBm)
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THE PRICE TO PAY!

(BUTTRTRTITRT SRR RTTTERRD S O

Very low throughput
Transmission time can be several seconds

mduﬁ@ul

@ time on air in second for payload size of
ng LoRa 105 155 205 255 max thr. for
o mode BW CR SF 5 bytes |55 bytes [ bytes Bytes Bytes Bytes 255B in bps
1 125 4/5 12 | 0.95846 | 2.59686 | 4.23526 | 5.87366 | 7.51206 | 9.15046 223
2 250 4/5 12 [0.47923 | 1.21651 | 1.87187 | 2.52723 | 3.26451 | 3.91987 520
3 125 4/5 10 [ 0.28058 | 0.69018 | 1.09978 | 1.50938 | 1.91898 | 2.32858 876
4 500 4/5 12 ] 0.23962 | 0.60826 | 0.93594 | 1.26362 | 1.63226 | 1.95994 1041
5 250 4/5 10 | 0.14029 | 0.34509 | 0.54989 | 0.75469 | 0.95949 | 1.16429 1752
6 500 4/5 11 [ 0.11981 | 0.30413 | 0.50893 | 0.69325 | 0.87757 | 1.06189 1921
7 250 4/5 9 |10.07014 | 0.18278 | 0.29542 | 0.40806 | 0.5207 | 0.63334 3221
8 500 4/5 9 |0.03507 | 0.09139 | 0.14771 | 0.20403 | 0.26035 | 0.31667 6442
9 500 4/5 8 |[0.01754 | 0.05082 | 0.08154 | 0.11482 | 0.14554 | 0.17882 11408
10 500 4/5 7 |0.00877 | 0.02797 | 0.04589 | 0.06381 | 0.08301 | 0.10093 20212
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SEMTECH’S SX127X CHIPS

| L AREMRRRRRRRR R bR @

Pk
I 920998095 NISHSTISIIIINISITIST

Libelium LoRa is based on
Semtech SX1272 LoRa
863-870 MHz for Europe

CBORJI DRF1278DM s
based on Semtech
SX1278 LoRa 433MHz

inAir9/9B based
on SX1276

Froggy Factory LoRa
module (Arduino)

Semtech SX1272 LoRa
863-870 MHz for Europe /&8
HopeRF HopeRF HM- TITTTTOTTRIR Ry
TRLR-D :
e w Embit LoRa
A —_ b LoRa™ Lor}}g)-aitta;g;stligé?Hz Module

Adeunis ARF8030AA- L0868 - Microship RN2483

habSupplies
AMIHO AM093

ARM-Nano N8 LoRa gga’t@ LoRaBee  ¢paQ | oRaBee
module from ATIM RN2483 33

Multi-Tech
MultiConnect mDot




Add LoRa radio module to your
preferred dev platform

Install a LoRa gateway and start
collectir

10-15kms

No subscription

LO Ra Deploy own network

LoRa LH Low energy consumption

Privatg
Network

Figure from Semtech
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Ha S EDND |ISSUE: AT WHAT COST?

2008-2012
©,0,

MICROCHIP Generation Next
Technology Laboratories e n
TECHNOLOGY FOR A (
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S e C0.C00d
o NrNOITNN-HS
! o t A~V
DIGITAL (PWM~) F B

axua:” ARDUINO

% O

Analog pins

Come with build-in analog-to-
digital converter (ADC) which
usually have 10-bit resolution:

0V means 0
3.3V or 5V means 1024 = 210 Atmel | SMART SAMA5D2
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.GETTING SMALLER AND
SMALLER...

http://blog.atmel.com/2015/12/16/
G .QQ.Q.%C?T%%M rewind-50-of-the-best-boards-from-2015/

ltunu‘. N7

http://blog.atmel.com/2015/04/09/25-dev-
boards-to-help-you-get-started-on-your-
next-iot-project/

900000000 00006FO
* 0=l @ @l Ml e

STM32 Nucleo-32

Theairboard on kickstarter Tinyduino 38
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...AND CHEAPER !l

)
'9319550855955%

FREMERRRRERLEE

Avec la bootloader 1 pcs Pro Mini ATMEGA328 Pro Mini 328 Mini ATMEGA328 3.3V /8
MHz pour Arduino

AW View original title in English
Tl e 4.9 (417 Votes) © 434 Commandes

Prix: € 1,49 /«it

&8 Trouvez plus de deals sur 'App ~

Livraison: € 0,29 vers France via China Post Ordinary Small Packet Plus ~

Livraison : 15-34 jours (envoyé en 7 jours ouvrables)

Quantité : - 1 + | Kit (55350 Kits available)

Montant € 1,78

total :

Acheter maintenant Ajouter au panier
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3RP ISSUE: BIG DATA!

& ok
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,01010100101010101010101000010101110010100101/
0101010010101001010101010% 4 11001010101010

010101010101001010100" 4 10000101010

1o10101010101010100 0 0 0 1 0 1 € orooron

01010100101010101 0100101

' 1001loolxoolxoolxoolxoooxoooll: l.) B I GDATA ( 1‘00110°0l0°1
R so1oto10s0103010100 0 1 0 10 1 G 0300101

om0 — 010101001010101010104. _ Ale +0010100101
= = 01010100101010010101010.. .v1001010101010
— 0101010101010010101001001° 0101010000101010
o 1001000101010101000101010: 0001010101010100

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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Graphics from http://www.vitria.com/iot-analytics/

e

i

SIEIFIITRBILALLALLLL L
17 12311181
-
'y

b er

»

FILELS ST PRI UTRTLL L

»

lll"!.‘]v.l"ll"l‘

Predictive Maintenance

Outage Management

Fraud Detection

Demand/Supply Optimization

Customer Engagement
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APACHE ."m
DRILL

Machine Learning system Graph Processin ing

»
'93095309NISSSTISIRIISRIINIASY (2

AMPLE: APACHE BIG DATA
ECOSYSTEM

scalable, interactive query

Q sue

SQL - Like Queries

s PIG
I.Ilul Scripting
U : Hcatalog Meta data

Table Management Management

@Inadamp Data

(NEDRIEEGAES Processing

Hadoop Distributed File System >
; FIDES] Data store %
s :

i

— . A ) Flume :
w Import and Export f }x Import and Export 1ot & LB
~—2 i P4 of data flows. ¥ o

of Relational Data
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m i’i‘ Duequ ayedy

© J2z2Dev.org
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Devices

()) Grove

Events Source || QueueEvents | Transformation & Analytics | Storage
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Applications / \
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User Interface

LI ThingSpeak [

(D SensorCloud

Advanced & customized data management
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|OT IN DEVELOPING
COUNTRIES?

 Developing countries are still far from being
ready to enjoy the smallest benefit of |oT
d lack of infrastructure
d high cost of hardware
d complexity in deployment
d lack of technological eco-system and background

- SFirebase (& FI
Axeda Fige

7 SleroX

NB-LTE

ffffffff
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it MATURATION OF THE IOT
MARKET...

/ but not adapted for rural
developing countries
context & environment

Too expensive
Too integrated
Highly specialized -
Difficult to customize

Difficult to upgrade ’




CLOUD & BIG DATA
ANALYTICS

Internet connectivity is weak
and expensive

FIZEES I LT TREELA T
'. ' FE R v"‘lv.'

Graphics from http://www.vitria.com/iot-analytics/

Predictive Maintenance

Outage Management

Fraud Detection

Demand/Supply Optimization

Customer Engagement
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|OT IN DEVELOPING
COUNTRIES

< EFirebase (& FI

Axeda L‘;B'nf.jngf
L Eing
bT

7SIGFOX  _ nuwave

NNNNNN

d Developing |
ready to en;
A lack of infrg
d high cost ol
d complexity &
0 lack of tecH{ e ground
d to deploy loT in developing countries, it is
necessary to target three major issues
O reduce cost of infrastructures, hardware and services

d limit dependancy to proprietary infrastructures and
provide local interaction models

 target technology appropriation, push for local
business models

49
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LOW-COST HARDWARE

WHAT IS ARDUINO?

Arduino is an open-source electronics
platform based on easy-to-use hardware
and software. It's intended for anyone

making interactive projects.

ARDUINO

ARDUINO BOARD

Arduino senses the environment by
receiving inputs from many sensors, and
affects its surroundings by controlling

lights, motors, and other actuators.

g ARDUINO MICRO

void setup () {

}

void loop () {
}

ARDUINO SOFTWARE

You can tell your Arduino what to do by
writing code in the Arduino programming
language and using the Arduino

development environment.




W/HW BUILDING BLOCKS
INTEGRATION

[ * i
lnasssessyssssTssIsIRRAINSY (20

| FRRRERRRRRRRRRRRRLALEIRIL LR *

=0

SEEsETEITEZRER

B

™

((( NiceRF N

BhEH

LoRa radios that

our library already LoRa1276
HopeRF o . NiceRF
Suppers | REMO2WI9SW AAIGIED. LoRa1276

_______________________________________________________________________________________

Long-Range communication library
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ENERIC SENSING |IOT DEVICE

4 Build low-cost, low-power, Long-range enabled
generic platform

d Methodology for low-cost platform design

d Technology transfers to user communities,
economic actors, stakeholders,...

seceeeccsceey
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ENERIC SENSING |IOT DEVICE

4 Build low-cost, low-power, Long-range enabled
generic platform

O Mg Minimum Viable Product WAZIUP PROJECT
. () . WP1
W . E““w’ ‘[ TI c Farmer (('.T,.;'\ WP2
aziup : T WP3
D Tec AdViSOI’)’ CWGZIUP YSpoce afr’:ca INNOTECE ‘ g o WP4
: ommvunity | = WP5
eC \E’:fd/ m i K WP

v

=

)

L

MVP 1 MVP 2 MVP 4 c
‘»

>

Water Cattle Logistic 8
Fish Farming Rustling Transport o
CREATE-NEY INNOTECE _§<< %

: —g’;ogers &y 2

afreca ) O
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PREMLRRRRLERRERE

Arduino_LoRa_temp | Arduino 1.6.6

Arduino_LoRa_temp

L
* temperature sensor on analog 8 to test the LoRa gateway
*  Copyright (C) 2015 Congduc Pham, University of Pau, France
* This program is free software: you can redistribute it and/or modify
* it under the terms of the GNU General Public License as published by
* the Free Software Foundation, either version 3 of the License, or
* (at your option) any later version
* This program is distributed in-+hatseme-tlaad b illtae weokid.
* but WITHOUT ANY WARRANTY; withc Arduino 1.6.6 Teensyduino 1.27
*  MERCHANTABILITY or FITNESS FOR
* GNU General Public License for
. .
% You should have recsived a copy [+[o]v][-]
* along with the program. If not .
. Genuino

Y ARDUINO

7/ Include the SX1272
#include "sX1272.h"

AN OPEN PROJECT WRITTEN, DEBUGGED,
AND SUPPORTED BY ARDUINO.CC AND
THE ARDUING COMMUNITY WORLDWIDE

// THPORTANT
JIIIIIIIIIIIIII1011011100100110010
// please uncomment only 1 choice
Y

LEARN MORE ABOUT THE CONTRIBUTORS
/7 it seems that both HopeRF and Mc TSI on arduino.cc/eredits

/7 boards we set the initial power

// uncomient if your radic is an Hc
#define RADIO_RFHOZ_95

/7 uncomment if your radio is a Mog
//#define RADIO_INAIROB
PIIIIIIEIIIIIEII 1120011000007 10000777

77 THpneTINT

US English on

Fisrt, you will need the Arduino IDE 1.6.6 or later (left). Then get the LoRa library

GETTING THE SOFTWARE

[-) CongducPham / LowCostLoRaGw @Watch 6 g Star 13  YFork 1
<> Code () Issues 6 i) Pull requests 0 4~ Pulse |11 Graphs
Low-cost LoRa gateway with SX1272 and Raspberry
& 11 commits ¥ 1 branch © Oreleases & 0 contributors
—
Branch: master v Newfile Findfile ~ HTTPS~ https://github.com/Congdu E2 [}]  Download ZIP

e

Congduc Pham modified some low-power info Latest commit a46bef7 10 days ago

i Arduino modified some low-power info 10 days ago
i Raspberry modified some low-power info 10 days ago
E) .DS_Store changes in the SX1272 lib, gateway and temperature example 2 months ago
[E) README.md modified some low-power info 10 days ago
i Arduino_LoRa_Gateway modified some low-power info 10 days ago
i Arduino_LoRa_temp modified some low-power info 10 days ago
i libraries/SX1272 Added Teensy support 21 days ago

om our github:

https://github.com/CongducPham/LowCostLoRaGw (right).

Get into the Arduino folder and get both Arduino_LoRa_temp and SX1272 folder. Copy

Arduino_LoRa_temp into your “sketch” folder and SX1272 into “sketc

/libraries”
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FREMERRRRLRRRRRRRLRRRLRIE LR LR,

COMPILING

000 Arduino_LoRa_temp | Arduino 1.6.6

Arduino_LoRa_temp
e
* temperature sensor on andlog 8 to test the LoRa gateway

* Copyright (C) 2015 Congduc Pham, University of Pau, France

* This progran is free software: you can redistribute it and/or modify
* it under the terms of the GNU General Public License as published by
* the Free Softvare Foundation, either version 3 of the License, or

* (at your optian) any later version

* This program is distributed in the hope that it will be useful,
* but WITHOUT ANY WARRANTY; without even the implied warranty of
* MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
* GNU General Public License for more details

* You should have received a copy of the GNU General Public License
* along with the program. If not, see <httpi//u s
*

*/

7/ Include the SX1272
#include "sX1272.h"

// THPORTANT

// please uncomment only 1 choice
Y

// it seems that both HopeRF and Modtronix board use the PA_BOOST pin and not the RFO. Therefore, for thes
// boards we set the initidl power to 'x' and not 'N'. This is the purpose of the define statement
Va

// uncomient if your radic is an HopeRF RFMO2W or RFHOSH

#define RADIO_RFHOZ_95

/7 uncomment if your radio is a Modtronix inAird8 (the one with +20d8m features), if inAir, leave coment
//#define RADIO_INAIROB
i

77 THpneTINT

ev/cu.usbmodem:

o File Edit

Auto Format

Archive Sketch

Fix Encoding & Reload
Serial Monitor

Serial Plotter

Board: "Arduino Pro or Pro Mini"
Processor: "ATmega328 (3.3V, 8 MHz)"
Port

Arduino_LoRa_temp

Programmer: "AVRISP mkll"
temperature sensor on analog 8 Burn Bootloader

Copyright (C) 2015 Congduc Pham, University of Pau, France

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with the program. If not, see <http://www.gnu.org/licenses/>.

P PP T R e P PP PP T e

ATmega328 (5V, 16 MHz)
v ATmega328 (3.3V, 8 MH2)
ATmegal68 (5V, 16 MHz)
ATmegal68 (3.3V, 8 MHz)

Open the Arduino_LoRa_temp sketch and select the Arduino Pro Mini board with its 3.3V &

8MHz version.

Then, click on the « verify » button




UPLOADING

1353995595589855 yisiesy (2

FREMERRRRLRRRRRRRLRRRLRIE LR LR, 0

Auto Format £
Archive Sketch

Fix Encoding & Reload

Serial Monitor 0 ¥8M

Arduino_LoRa_termp Serial Plotter 8L

tenperature sensor on analog & to & Board: "Arduino Pro or Pro Mini" >
Copyright (C) 2015 Congduc Pham, Un Processor: "ATmegalGS (3.3V, 8 MH2)" >

Serialports

it under the terms of the GNU Gener Pi "AVRISP mkll" » /dev/cu.Bluetooth-Modem
i : | rogrammer: m
the Free Software Foundation, eithe 9 /dev/cu.Bluetooth-PDA-Sync

Cat your option) any later version| BUM Bootloader /dev/cu.usbmodem1427871

*
*
*
*
* This program is free software: you
*
*
*

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with the program. If not, see <http://www.gnu.org/licenses/>.

I I I I

B L T

*/

// Include the SX1272
#include "SX1272.h"

// IMPORTANT
LI1IIII71177177777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777/
// please uncomment only 1 choice
//

Connect the USB end to your computer and the USB port should be detected in the Arduino IDE.
Select the serial port for your device. It may have another name than what is shown in the

Upload

example. Then click on the « upload » button °
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wits . BASIC EXAMPLE WITH
e TEMPERATURE SENSOR

N

( AZILEY

Physical
sensor

\I##TC/18.5 W oo

Physical = ’ Activity duty-
sensor : cycle, low
management o X power

R —

#define DEFAULT_DEST_ADDR 1
#define LORAMODE 1
#define node_addr 6

WNAZILCH)

/)
.

The default configuration in the Arduino_LoRa_temp example is:

Send packets to the gateway (one or many if in range)

LoRa mode 1
Node short address is 6




IR L R T

EASY INTEGRATION AND
CUSTOMIZATION

& ok
| | 930359099 0ss8TsssvsRRAIRIOSTY (3

3.3v and 8MHz version

Avec la bootloader 1 pcs Pro Mini ATMEGA328 Pro Mini 3,
MHz pour Arduino

AW View original title in English

Pelefefe e 4.9 (417 Votes) 434 Commandes

Prix: € 1,49 /«it

%8 Trouvez plus de deals sur l'App ~
Livraison: € 0,29 vers France via China Post Ordinary Small Pa

Livraison : 15-34 jours (envoyé en 7 jours ouvrables)

Quantité : - 1 4+ | Kit (55350 Kits available)

Montant €1,78

total :

Acheter maintenant Ajouter au panier 7




Wakes-up every
10min, take a
measure (temp) and
send to GW

Field 2 Chart orx

Can run for 100 days with 1
measure/10min

T13>WNG

\~) \~)
c (=
:l
m m
Fl F

Temp for sensor 10

5
225
20
00 08:0f 00 16:00
n

Date

Can run for 1 year with 1
2500mAh measure/1h

ensor 10 (window)

from s

146pA in deep
sleep mode,
93mA when active
and sending
Thanks to T. Mesplou and P. Plouraboué for their help 61
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We can use all model of Raspberry. The most important usefull
feature is the Ethernet interface for easy Internet connection.
Then WiFi and Bluetooth can be added with USB dongles.

2 ||

Less t

B
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N
2 =3
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S
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LoRa radios that
our library already

supports

2§
7 ARDUINO ZERO
H~ HREEEERENS

(@

LoRal276

Libelium LoRa Modtronix NiceRF
REMI2WI9SW inAir9/9B LoRa1276

Long-Range communication library

LoRa

sendPacketTimeout(”18.5");
// sends to gateway

// 18.5 : temperature message

1 sen

id function!

63



FROM GW TO CLOUD
PLATFORMS

. . Most of user or
Kept aS_Slmp|e application specific
as possible logics is done here!
We provide some

Once data is l
received at '

you to enhance them ‘ SX1272 lib W

ooway, | TR m—
traditional t

Internet tools
can be used to
push data to

cloud

high-level lang
e.g. python

g++ -lpthread -1lrt lora gateway.cpp arduPi.cpp SX1272.cpp -o lora gateway

A High-level scripting language provides
connectivity to any cloud platforms depending
on end-user needs

64



CLOUDS

EMPLATES FOR VARIOUS

10:12

£ Dashboard  viewna wy FsT APP

a freeboard.io

|
-
~®
a8

@

Node 10

() Grove
@ SensorCloud’

o 00

65



Python scripts
available

~ SFirebase

and source code
available

Step-by-step tutorial
and source code Gycros
available (D SensorCloud”

https://github.com/CongducPham/LowCostLoRaGw




WORKING WITHOUT INTERNET
3 ACCESS

nulunnnhnunun;n.: (g

Internet |
accessl

10-15kms é\ _—

>

| No subscripion ~— T——
LO Ra" Deploy own network Wi /3
\ Low energy consumption }
~ -
N
\
S

67
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92.168.200.1

Access to the data from MongoDB

export data to csv

oispiaythe 10 [N ¥ document(s)

soty (G~

0820 0825

08:55

Display data: © Iw© th©O hu© tc¢@ TC

Display sources: node_1 node_8

Orange F Orange F&@

(I3 Bluetooth_raspi "1 Bluetooth_raspi "1 Bluetooth_raspi

Creating .csv file with the data received...
NODES PREFERENCES File 17-05-2016_10h39m36s.csv created and saved in the
folder /storage/emulated/0/Raspberry_local_data

3.29, "th": 22.89, "hu”: 50.29) 1 "
NODE: 1 DATE: 2016-05-09 08:53:04.317000 DATA: {'lw": check to retrieve its data :
3.29, "th": 23.2, "hu": 50.79}
NODE: 1 DATE: 2016-05-09 09:05:00.997000 DATA: {"Iw"
3.29, "th": 23.29, "hu’: 51.29) 8
NODE: 1 DATE: 2016-05-09 09:17:24.482000 DATA: {"Ilw": check to retrieve its data
3.29, "th": 23.39, "hu”: 51.7}
NODE: 1 DATE: 2016-05-09 09:41:27.437000 DATA: {'lw": DATES PREFERENCES
3.29, "th": 23.6, "hu": 52.0}
NODE: 1 DATE: 2016-05-09 10:05:39.032000 DATA: {"Iw" . A
3.29, th*: 23.79, "hu’: 51.5) Pick a begin date
NODE: 1 DATE: 2016-05-09 10:17:45.186000 DATA: {'lw": Retrieve data since 09-05-2016
29, "th'": 23.79, *hu’: 50.79)
NODE: 1 DATE: 2016-05-09 10:29:24.285000 DATA: {'lw": .
3.29, "th": 23.79, "hu”: 50.79) Pick an end date
NODE: 1 DATE: 2016-05-09 10:53:09.347000 DATA: {'lw": Retrieve data until 17-05-2016

3.29, "th": 23.79, *hu™: 51.9}
NODE: 1 DATE: 2016-05-09 11:17:02.953000 DATA: {"Iw":
3.29, "th": 23.5, "hu": 50.79}
NODE: 1 DATE: 2016-05-09 11:52:53.334000 DATA: {"Iw":
3.29, "th": 23.29, "hu™: 50.7}

Sl > |

e ko NODE: 1 DATE: 2016-05-09 12:04:32.437000 DATA: {"Iw":

3.29, "th": 23.5, "hu": 50.29]
1 NODE: 1 DATE: 2016-05-09 12:16:56.116000 DATA: {"lw"
NAZIUD) 9 & 290 1 £ a0 o
=
0 Retrieve datain a . Retrieve data in a
Display data T Display data csv file

68
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LOCAL DATA ANALYTICS

c) D
- App.java
- Local.java
C
-
Q )
Create VMs Manifest:

- <as before>
- Flink

- loT Broker— New
- Local deploy:

- Local.java
- Mongo DB

Credit: C. Dupont, CreateNet
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., USE CASE: FISH POND
MONITORING

O Farmerline in Ghana

d Water temperature and dissolved oxygen for
monitoring fish ponds

K

Q Kuma Farm S
Farmerline \ Complex
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Physical : . -

sensor e . —

reading - — =
=

Physical e g 550 Activity duty-
sensor (@)L K&l [ cycle, low

&
[

management == D, g power

CANRZIU

Long-range Logical sensor
transmission management

Security

30 531112

192.168.200.1/index.php?Editbox1=10&Combobox1=first | [1]

Access to the data from MongoDB

export data to csv

Display data: © TC® DO WT HU® th” nu

Display sources: (1 node_8 « node.9 (1 node_10 (1 node.gw
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ADVANCED CHANNEL
ACCESS METHODS

d Implement & test channel access methods
d SIFS=xCAD:; DIFS=3SIFS; set x with /@ CADONXx#
d Use background fraffic generator devices
[ /@T2000# or /@TR5000#

H Successful CAD

D, DIFS
@M

p| [ozrs [ orFs ||

1
v

w  Random wait #CAD [1..8]

RSSI < -90dBm
I Unsuccessful CAD w | Random wait #DIFS [1..8]
{—E-AIF—S\ WALT DIFS [1.8] {—E-AIFT\

| | bFs

DIFs | bIFs [ bIFs

T SN S

N

) ST

DATA

...................... Enabled with /@RSSI#

| Extended IFS|
|

Enabled with /@QEIFS#
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Regulations stipulate that radio activity duty-cycle should be enforced at
devices and that end-users should not be able to modify it « easily ».

LoRaWAN specification from LoRa Alliance is a first attempt to
standardize LoRa networks but no issues on quality of service.

What if | still need to send
more than 36s in the current
hour because of an
emergency situation?

] stop transmitting?
(1 violate regulation?
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LONG-RANGE ACTIVITY
SHARING (LAS)

n Di
l
GAT - EZRATO /,,@ ____________ G',7=360000
=l el remote = 32{[6(_)-(5"'
(@)| local ' i
l_ll’QAT = Z.;QATO
\ lyar =Tary =0 6',=360000
! 0
i | . ® |T|_|
‘\ ! Ly = Y ToAS,) |y
m=1 :
@'l i i i i G' 2360000
R7 X 0 lrar =0 | rary = Lar = Learo .
@\ D9 | device | RAT lastRAT ©) local

@ Di [\, . =36000 | 36000 | K | "
\ , Ly = 3, TOA(S,

e - 3% TAT m

m=1

A device can transmit more if needed, provided that other devices

will decrease their radio activity time accordingly.




DISTRIBUTING REMOTE
ACTIVITY TIME USAGE

[« &
| | aaasssessyesssvssensnneisansy |
[ L T A AR A A R RN T

4 4 G*4,7=360000
— "TAT ~ "RATO \ 4

,$ device | RAT lastRAT

100 D4 36000 | 36000
INIT: 10, 36000(\:;03 Tt

remote QV

local :i

‘i‘zg/ﬂ:%ooo : device | RAT lastRAT

é\ D4 4 =.3196 |3600Q.-~
RATO

, ¥ -3196
' AT* =-3196 -36000 = -39196

0 240 0 40

-

0 2

4
LH of 5B
5

24 24
etz [ [I]zzl[l]zsz = [I= | UPDT w/RATU | 39196 | 4| n,=2 | 3196 | 5| 6

header
PR hedera® W G5,;=360000 — 39196+3196=324000W
117 ro s
ToA(255)=9150ms % D5s| local ! £
DATA w/RaTy; s - - _34 |
—0n sy g G5, =380000  39196+31962324000
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THER ISSUES TO TAKE INTO
ACCOUNT

Minimise the number of UPDT messages sent by the gateway because
the gateway’s radio time is also limited

O UPDT can have cumulative behavior if no remote activity time has been used
Support sleep periods of end-devices

d The network is synchronized for control messages (REG, INIT, UPDT). UPDT msg
that can not use cumulative behavior are queued for transmission at next
transmission slot. At rcv, UPDT have to be applied sequentially.

Maintain (loose) synchronization

d If no UDPT are scheduled, the gateway periodically sends a BEACON. Clock
drift is limited to a BEACON period

Dynamic insertion of new end-devices

d New devices can either stay out of the managed pool (then only 36s of activity
time/h is allowed), or join by waiting for the next UPDT/BEACON msg

O Every hour, end-devices decide if they want to join the pool or not
Give priority to control msg

d SIFS/DIFS mechanism are implemented using LoRa Channel Activity Detection
Avoid interleaving of several image transmissions

O Use DIFS for first image packet, then SIFS
Improve LoRa network efficiency

d Move from pure ALOHA to CSMA mechanism with CAD+RSSI tests prior to any
tfransmission 30
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INVOLVING INNOVATION
HUBS/STAKEHOLDERS
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» Close to dev & enitrepreneurs communities
* Have their own community and com channels (community
builders & catalysts)

» Used to organizing disruptive events

» On the field (know the targets personaly & the market)

» Used to empowering startups & businesses

(coaching, business dev, incubation, acceleration...)

« Affiliated to international networks that could be involved in
dissemination or Business dev (Afrilabs)

Credit: C. Vavasseur, CTIC Dakar 82
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TUTORIALS/RESOURCES
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Low-cost LoRa loT devices and gateway FAQ
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CONCLUSIONS

d Low-power, long-range transmission is a break-
through technology for [oT and large-scale
deployment of wireless (sensor) devices

d Coupled with low-cost, off-the-shelves hardware,
loT design is entering the DIY era

d The whole loT eco-system is becoming mature
with availability of loT clouds and advanced big
data analytic platforms/frameworks

d As IP and TCP provided tools for building more
advanced applications in the early Internet, the
whole |oT ecosystem can boost innovative |oT
developments and deployments, in all countries!
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