|OT_2: Unleash the power of loT data

protocols, analysis, artificial intelligence, machine learning,...

Capsule Booster — 2022
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loT=communicating objects

BUTTON
THERMOMETER

MOVEMENT /&
DETECTOR \\5

MICRO USB PORT ]
or charget ,

/~cpham
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Uttrasonic fil level sensor
10+ years battery life
IP 66, [-40°, +85°)
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loT=interactions with physical world

Annual Unit Shipments (billions)
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Sense, Monitor, Optimize & Control

Axeds

.' i Monitoring

APPLICATION DOMAINS
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Top loT applications, 2020

o Insights that empower you to understand loT markets
O/%o IOT ANALYTICS
Top 10 loT Application areas 2020

Global share of Enterprise loT projects! Trend?

O,
0 ‘ ha Manufacturing / Industrial

N = 1,414 projects

Note: 1. Based on 1,414 publically known loT projects (not including consumer loT projects eg smart home, wearables, etc.) 2. Trend based on relative comparison with % of projects in the 2018 loT Analytics IoT project list e.g., a downward arrow means the relative
share of all projects has declined, not the overall number of projects. 3. Other includes loT projects from Enterprise & Finance sectors. Source: loT Analytics Research - July 2020
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L ow-cost microcontroller boards

http://blog.atmel.com/2015/12/16/rewind-

50-of-the-best-boards-from-2015/ %

http://blog.atmel.com/2015/04/09/25-dev- ARDUINO
boards-to-help-you-get-started-on-your-
next-iot-project/

Ardumo Pro Mini

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

-\

& «»\a}/ Heltec ESP32 + OLED

Adafrwt Feather

Sparkfun ESP32 ST  Tinyduino
Thing Tessel 9


http://blog.atmel.com/2015/12/16/rewind-50-of-the-best-boards-from-2015/
http://blog.atmel.com/2015/04/09/25-dev-boards-to-help-you-get-started-on-your-next-iot-project/

B&ster _
Low-power & long-range radios

Energy-Range dilemma Energy
Long-range: 5-30kms '

2G/3G/4G

Zigce %02.15.3

802.15.4 Bruetooth 802.15.3a
802.15.1 802.15.3¢

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

0.01 0.1 1 10 100 1000
(Very) Low throughput: bps pata Rate (Mbps)
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LPWAN expected range?

Scalability o— Sigfox

- -~

- LORa

~@-—=NB-loT

Bluetooth: about 20m
WiFi: about 300m-500m

3G/4G: about 2km-4km

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

10km (urban)
40km (rural)

5km (urban)
20km (rural)

1km (urban)
10km (rural)

11
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loT becomes reality!

BSster 17 years later: the incredibly large
microcontroller board ecosystem!

STM32 Nucleo-32
4

s : a1 5 o
2 s ' - s S i

ARDUINO

§
]
Qg
S :
°3
o= Anything
Any Device
1
| UPeSYESP32 _ _ePulso Feather Low Power ESP32 _Featherss MY B N
Arduino Nicla RP2040 DFRob
XIAO SAMD21 Sense ME zero Beetle The
Any Place Of TH I N GS Any Service
Anywhere Any Business
BSster
. )
LoRa modules with Semtech’s S
2 BORI DRF1278DM s
¥ based on Semtech
€ 78 LoRa 433MHz
a3 Microship
3% LinkLabs WLR089
5 HopeRF HM- Symphony module
2 | TRLRD
L g s

Microship RN2483

|

Adeunis ARF8030AA- Lo868

habSupplies
AMIHO

Multi-Tech

ARM-NanoN8LoRa  SODAQ LoRaBee
MultiConnect mDot SODAQ LoRaBee

module from ATIM ~ Embit RN2483 51

L S Firebase

v ANCOD  rdge

& FILUARE

Connect things.

10+ yoar
1P 66, [40°, +85')
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Simple & Modular design

@® Simple integration on PCB of off-the-shelves components

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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" INTEL-IRRIS starter—kit

©® "Intelligent Irrigation in-the-box", "plug-&-sense”, fully autonomous
® From idea to reality!
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These things talk a lot!

Lot's of data !

>

01010100101010101010101000010101110010100101

010101001010101010104. 40010100101
010101001010100101010102. ™ 7_51001010101010
0101010101010010101001001:  0101010000101010
1001000101010101000101010:  0001010101010100)

Ultrasonic fil level sensor
10+ years battery life
IP 66, [-40°, +85°]
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Things talks to loT clouds

[JThingSpeak™ channeis - HowtoBuy  Account ~

E Firebase EF ~ o =
(eda e |

Connect things.

.
{1 SensorCloud

Field Label 1
Fleld Label 2

Date

freeboard Sensor3 Temp DHT22 (or AM2305) Sensor3 Humidity DHT22 (or AM2305)

Fleld Label 3
Fleld Label 4

= @penremote
= Tempo S T e

Fleld 5 Chart 2o ¢ x Fleld 6 Chart Z o 7 x

ligue aquitaine tir > ’ - Sensor3 Temp SHT10 Sensor3 Humidity SHT10

<Pr. | @ mcos. | [l freed

@ hiips //www grovestreams.com

(8 Les phus visités = Débuter avec Fire... [£3 Ala une -

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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BSster |0oT added-values come from
interactions and linked data!

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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Integrating multiple data sources

' - 0
Bea ”
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Dashboard

N

Monthly Message Count

1 Nov, 2016 - 30 Apr, 2017

March April

35,210.43 10,390.90
TOTAL MESSAGES HTTP
Stream 1 Stream 2

Memory Usage 10KB/1GB '

Mode TTP Sequer

Messages

&

4 © Hep

CEEE  § AexanderPierce

@ Dashboard

Top 4 Stream Usage

Stream 1 700 MB/1 GB
Stream 2 510 MB/1GB
Stream 4 310 MB/1GB
Stream 4 210 MB/1 GB
uly
a2 v1
24,813.53 1200
HTTPS MQTT
Stream 3 [ Public stream J
Memory Usage 10KB/1GB
Available vod )
OuUsed vode que
Messages 25
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Searching for loT data

@® Searching for information is a tough issue
©® Web search engine: Google,...
@® If you seek for an information, for instance the
soil humidity condition in a particular farm,
then you need to know where to look

® When there can be billions of loT nodes
providing large variety of data, it is difficult to
find your way!

@ Although sensors' data can eventually be
accessed with traditional methods (web

services, HTTP/REST API, ...) loT calls for a
more "automatized" and "simplistic" approach




BSster From "search for info"
to "get the info"

®@ Use the PUBLISH/SUBSCRIBE model

Temperature of room S25
in Duboué building

" subscribes
. r]IVERSITE = ([
BT ‘ ' [ Client 2
: sends
[Client1 ]—> Message |—» >
’ Topic ~
subscribes
— (
[::::] \\\_{/}. {Cﬁent3

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham




Automatization made simpler

®@ Use the PUBLISH/SUBSCRIBE model

» subscribes

sends

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Temperature of room S25 { .
in Duboué building : :

[c.ienn ]_> Message [—»-
v Topic
subscribes
 —

\_/. { Client 3

" ( .lVERSlTE’ g I : B '
- DE PAU ET DES .
. PAYS DE 'ADOUR ‘ ' \i . [ - —
[
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MQTT

Message Queue Telemetry Transport

@© Use broker nodes to manage topics
© UPPA/Duboue/S25/temp, UPPA/Duboue/S25/hum

© UPPA/Duboue/+/temp, UPPA/#

(®) mosauvitto

loT - Event based behaviour

Time series analysis

21.3C
publish ‘
o
€
Q
Temperature sensor T
3
wn
o broker
o
o
=
Q
<
o
. o
insertObs D
68 %

Humidity sensor

24
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MQTT+smartphone= 9%

\ 4

MQTT Dash (IoT, Smart Home)

Routix so! ftware Communication * % 1584 2
g rpeci3

This app is compatible with all of your devices

instantsolutions

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ - -

d Towards open data
O UPPA/ROOMS/#
O UPPA/CONGRESS/#
O PAU/WEATHER/#

25
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® MQTT can run on
small loT devices

@® Device connects to

WiFi network
@© Then will publish

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

datato MQTT topic

MQTT is very lightweight

http:/blog.atmel.com/2015/12/16/rewind-
50-of-the-best-boards-from-2015/

Arduino Pro Mini
[0eee

http:/blog.atmel.com/2015/04/09/25-dev- ARDUINO
boards-to-help-you-get-started-on-your-
next-iot-project/

Adafruit Feather

Tinyduino

Thing Tessel

MOTT Demo

ting

eD

to
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Ex: Mosquitto MQTT broker

@ Eclipse Mosquitto is an open-source MQTT broker

© MQTT test broker: test.mosquitto.org
@ |oT device will publish to topic UPPA/Duboue/S25/temp

® On acomputer, usemosquitto sub to subscribe
® mosquitto _sub -v -h test.mosquitto.org -t UPPA/Duboue/#
@© -v == to display information in detailed mode
® -h = the MQTT broker: -h test.mosquitto.org

@© -t »= the MQTT topic: -t UPPA/Duboue/#
27
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Pr. Congduc Pham

Ex: HiveMQ broker on websocket

@© http://www.hivemqg.com/demos/websocket-client/

@ MQTT Websocket Client X

o

® © ® @ MQTT Websocket Client x o+ ()
< C A Non sécurisé | hivemg.com/demos/websocket-client/ o & Q % » Q : A Non sécurisé | hivemq.com/demos/websocket-client/ Q & e
i Applications Liste de lecture Applications Listeide/lecture
H lv E M Q Websockets Client Showcase H Iv E M Q Websockets Client Showcase
Connection @ connected N Connection @ connected ™/
Publish A Subscriptions A Publish A Subscriptions N
Topic QoS Retain Topic QoS Retain
booster_pau/test 0 Publish testtopic/1 0 Publish
Message Message X
hello from booster Pau booster_pau/test
Vi Vz
Messages A

{ hello from booster Pau

28
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MQTT in real loT deployment
% have no WiFi

~~ @ Use Low-Power, Long
; Range radios, e.g.
N\
NMQTT

w2 LoRa
G ,}5-\ @® Send to loT gateway

A

UBG FARM, SENEGAL

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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MQTT implementing social media

@ [tis very easy to implement a social media app using MQTT

® WhatsApp-like example ag
® Define MQTT topic per phone number = ‘
0655667788 “

® Alice: myWhatsApp/0655667788
® Bob: myWhatsApp/0611223344
@® To receive/send message
@ Alice publishes to myWhatsApp/0611223344
@ Bob publishes to myWhatsApp/0655667788
@ Both subscribe to their own topic 0611223344
@® To create a group
@ Alice creates a group showcase-iot
®myWhatsApp/0655667788/showcase-iot
@® To join(publish) on(to) the group Bob
@ Subscribe(publish) to myWhatsApp/0655667788/showcase-iot 30

Alice

D
/

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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Creating complex data flows?

loT - Event based behaviour

Time series analysis —_—
Lorie -
<ubs®

21.3C

publish

Temperature sensor
MQTT
broker

insertObs

68 %

Humidity sensor

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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...without programming?

@® End-users are not necessarily
computer science experts nor high-
skilled programmers

33
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Node-RED

Node-RED

@® Use graphical tools to build data processing flows, allowing
intuivive connection from loT data producers to [oT data

consumers

® Node-RED is a programming tool for wiring together hardware
devices, APIs and online services, e.g. clouds of various types

@® provides a browser-based flow editor to wire together flows with
a wide range of nodes

httpgot
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Node-RED blocks

@®@ Increasing number of Node-RED blocks

~ function ~ social

| s d e (e

sem-tooutputm
W [ e

‘ v input
e

=
Nodes represent C ==
reusable pieces of code o
and logic. Node-RED e
comes with a core set of (] wabsocket
useful nodes, but there
are a growing number of
additional nodes
available to install from
both the Node-RED
project as well as the
wider community or
you

2 msg[‘payload’] = ‘Hello world';
node.send(msg) ;

%

Pr. Coanndiir Dham

htt)

09
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Simple MQTT Node-RED flow

© MQTT in-broker: test .mosquitto.org
@ "MQTT in" node listens on UPPA/Duboue/S25/temp
@ "Function” node to correct temperature by -1.8°C

© MQTT out-broker:broker.hivemqg.com
@ "MQTT out" node publishes on UPPA/Duboue/S25/realtemp

®@ "Mail" node sends corrected temp to Congduc.Pham@univ-pau.fr

| € C @® 127.0.0.1:1880/#flow/9daddd8a.c9626

ppppppppppp

Node-Red interfacing

batch
UPPA/Duboue/S25/temp function UPPA/Duboue/S25/realtemp

@ connected @ connected

msg.payload ¥ g} ) Congduc.Pham@univ-pau.fr

nnnnnnnn
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Simple MQTT Node-RED flow

@ M oo O N, ) 1 n - - ] " -
|
@ MQTT Websocket Client x <+ (+}

@ III\/ A Non sécurisé | hivemg.com/demos/websocket-client/ Q W @ p

! Applications Liste de lecture
@ " F H I v E M Q Websockets Client Showcase
@ M | Connection @ connected M
(® "/ Publish A Subscriptions 2  5/realtem o)

Pr. Congduc Pham

IS
®©
<
(I% Topic QoS Retain
\ VR El ERE ) ma@uni
= pic/1 0 Publish lew Topic Subscription @ -
=
- O, am@univ-pau.fr
g Message [ X
E | « c o127 booster_pau/test
S s Aoolicati Z
; e pplications X
3 UPPA/Duboue/S25...
1
g a
< —= Messages A
SOl

batch 0
I 20.7

v parser

( 2 hello from booster Pau

T €57 y
[ 1
- html c
: 20.7
( . X
: json C I
f |
xml

yaml

v etnrana



Node-RED enabled loT gateway

©® Messages received on the loT gateway can be injected
into a Node-RED flow, allowing complex data processing

to be defined by end-users

EEEEEEEEEEEEEEEEEEEE

'\ broker.mqttdashboard.com ‘

@ connected

(&) mosavitto

test.mosquitto.org

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

set topic and payload

nnnnnn

Gauge

21.65

38
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Generalizing interactions?

l’YouTube

v7
U
Uber

niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u
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niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u

Adding interactions?

40



B&ster

IF THIS THEN THAT applets

Some example Recipes

Pecpe

——  ifGdthentd

Nearly home? Direct message

if @ then “: the person who should know

&
£ 5
= .
P § Save Instagram photos to Dropb
o 2 .
if % then [
Ry Email your new iPhone photos
AcCTION to yourself
TRGGER CHANNE L.

CHANNEL

DEscRIPTIN if Lithen&

Backup your contacts to a Google
Spreadsheet

41
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loT usually means

TIME 2
Lo IMClllIl[ SYSTEMS
NETWOR

40 ZETTABYTES It's estimated that
(43 TRILLION GIGABYTES | (OIN 2005 2.5 QUINTILLION BYTES
of data will be created by @) 2.3 TRILLION GIGABYTES )

2020, an increase of 300 202 n O of data are created each day

times from 2005
.

6 BILLION
PEOPLE

have cell
phones

Most companies in the
U.S. have at least

100 TERABYTES

[ 100,000 GIGABYTES ]
of data stored

WORLD POPULATION: 7 BILLION

Modern cars have close to

I::ﬂl;l;: York Stock Exchange — 100 SENSORS
1 TB OF TRADE that monitor itgms such as
INFORMATION ( \ fuel level and tire pressure

during each trading session

Velocity

ANALYSIS OF
STREAMING DATA

By 2016, it is projected
there will be

18.9 BILLION
NETWORK
CONNECTIONS

- almost 2.5 connections
per person on earth

YYYYY

11T tTY

SOCIAL LARGE ¢ & i

Eeye e STORAGEE *

w ulmtul

TARGET ABIUTV SETS EXAMP[ES ﬁ CURRENT

The
FOI.[R V’s

ader in the sector, IB ata scientists
break big data into four dimer Volume,
Velocity, Variety and Veracity

stry and organization, big

By 2014, it's anticipated
there will be

420 MILLION
WEARABLE, WIRELESS
HEALTH MONITORS

As of 2011, the global size of
data in healthcare was
estimated to be

150 EXABYTES

[ 161 BILLION GIGABYTES |

4 BILLION+
HOURS OF VIDEOD

are watched on
YouTube each month

400 MILLION TWEETS

are sent per day by about 200
million monthly active users

30 BILLION
PIECES OF CONTENT

are shared on Facebook
every month

1 IN 3 BUSINESS

Poor data quality costs the US
economy around

LEADERS
don't trust the information 1 TRILLION A YEAR
they use to make decisions .

oo Veracity

RESPONDENTS

UNCERTAINTY
OF DATA

in one survey were unsure of
how much of their data was
inaccurate

Sources: McKinsey Global Institute, Twitter, Cisco, Gartner, EMC, SAS, IBM, MEPTEC, QAS
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...but also how to analyse the data

® What is the meaning of the collected data?
@© Classification

® Can we predict how the data will evolve?
@ Prediction using Regression methods

5
E Classification Regression
Q S
2 . ©
; . T 4 o @
: RN PR
= s’
E N e -

N ' ..'

S

.'. \\+ . ‘ /”
S s
e : o-00 ©
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Analysing loT data: what's the trend?
21 ISV @A .EMERGING

84D4 Bystems hos ccmpahw: Gunayof wp-:ma:nm and thelr cpiicns

ursay,
¢hioh was sompiesd ,,9 00T F,,,,za,,.,., nokxdng rm,.! 100 op. Most Popular Technologies Currently Using
scusad cn elx tachnology categories — artiiclal Intallgeno!
maching kaming, sugmanad raalty, blookchaln, adge compuing, the
il

tarnat of things 00T, andyirtual raalty — and cught 2o Lnderatand how
' 2 B 4
1 ] \\

compankas ara ushg tham, which are mos: Impeetant to helr bushasass,
how mush thay plan to zpand ca thak uze, and chalenges thay e Ikaky to -
face whan mplmentng,
Respondaents ‘ \
2\ 60%
Respondents work Al/ML
In companias with at
= 1905t 1,000 omployess
= 37%
~/ N\ Edge
TECHNOLOGIES COMPANIES A RE Computing
\g\ ‘/” INVESTING IN MOST

el
) O/o
IT automation  42%

Artificial
AvmL : Intelligence -{32%

3 7 o - (AI) C are In
Eige Compuing TeChnOIOgy Internet of

trends expected Things (loT)

to have the Serverless
Computing

31%

Al/ML

ct razpandsn’s
ol il ssinion biggest impact
productivry, whiks 6207 sakd

o on businesses in 5G Technology
2020

Blockchain
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Virtual Reality

HARDEST TECHNOLOGY SKILL SETS Blockchain
TIMELINE FOR DEPLOYING APPLICATIONS USING NEW TECHNOLOGIES 10 FIND AMONG IT PROFESSIONALS Technology

I e —
367 35 3D Printing

within1-2 wars within1 year current

BUDGET ALLOCATED ANNUALLY FOR

THE USE OF NEW TECHNOLOGIES AUML Blockzhien  loT

10% 20% 30% 40% 50%

0 %o SOCIETAL ISSUE OF GREATEST

Budget between $500,000 Olo CONCERN REGARDING USE OF
‘and 1,000,000 annually 2 S NEW TECHNOLOGIES

FaESEE There must be a reason

Dota  Identity Loss  Loss
Pvocy  Thett  otiob  ofLife

B4DA Systama, Ino. 12 @ privotaly-hekd ghabal ader In providing businass and Bchnolgy '
acnzulthg sarvkes that tranaform crgantzatons through hnovatha ckud-basad eclutions.

2 0 3ocgh Cloud Premise Frrtner, a Marosof: Cloud Soiuns Frovidat and a Fasatock

Workpisoa Sarvia Partnar yatsrma hua gained globel aocoledes e an awosptionol systems '

I e e e e e R e
litom appAcation devalcpmant fanaged eervioes, tser optin arciGhanga management s oA Ryamm 4 6
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The raise of Artificial Intelligence

@® It is the science and engineering of making intelligent machines.

® In Computer Science, Artificial Intelligence (Al) research is
defined as the study of « intelligent agents »

® From General Al to Narrow Al: from overhyping to fewer
promises, but more realistic!

ARTIFICIAL

INTELLIGENCE
MACHINE
LEARNING

o DEEP
Q} LEARNING

1950's 1960's 1970's 1980's 1990's 2000's  2010s

Since an early flush of optimism in the 1950's, smaller subsets of artificial intelligence - first machine learning, then
deep learning, a subset of machine learning - have created ever larger disruptions.
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Al: (now) a serious science!

@©® General-purpose Al like the robots of

science fiction is incredibly hard = Vw€‘7j/f‘j°‘)<}n4£n"' 1,7

® Human brain appears to have lots of special =
and general functions, integrated in some
amazing way that we really do not understand

| |Thew 4 B

=i

g “f{J"}

Ve
{oc }&mw

3n-u n—scs 3

o LT ex
new, A>O->@ JA =1 '
n-+n-4 v .P

/ +eas2n| <n an) VineNa, égn<zn

et = e
e | T Py it {anes yJope
O, Spemgl-.plurpose Al is more doable e ' ﬂ {x Fx M, ; = ,}4
! cml mn IVL o+ i o x”
(nontrivial) A= | G F J,’Mcg 7 e

@® E.g., chess/poker playing programs, logistics
planning, automated translation, speech and
iImage recognition, web search, data mining,
medical diagnosis, keeping a car on the road.

{x{

ag,x

’ VL-'OO]

n}d{xnj} /5
¢"a / &
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The Turing Test

@®@ Proposed By Alan Turing in 1950

@®@ To be called intelligent, a machine must
produce responses that are indistinguishable

from those of a human.

®© Human judge communicates with a human
and a machine over text-only channel.

® Both human and machine try to act like a
human. Judge tries to tell which is which.

@ Is Turing Test the right goal?

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

“Aeronautical engineering texts do not define the goal Q@
of their field as making ‘machines that fly so exactly ‘
like pigeons that they can fool even other pigeons.”

[Russell and Norvig] =
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Reflection

1f Al can be more
rational than
humans 1in some

cases, why not?

Systems that think
like humans

Systems that think
rationally

Systems that act
like humans

Systems that act
rationally

Al focus on action.
Avoids philosophical
1ssues such as “is the

system conscious’ etc.

50
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Al Technologies

Al TECHNOLOGIES

STRONG / GENERAL Al

WEAK / SPECIALIZED Kl

CLASSIC / SYMBOLIC

DECISION TREES

SEARCH

RULE BASED SYSTEMS SYMBOLICLOGIC

TABLE BASED
AGENTS
EXPERT SYSTEMS

fsxpem SYSTEMS ) DECISION TREE\
WITH NN INPUT LEARNING
| _MONTEcaRLo ALt
|_SEARCHWITHNN  |MIXED ALGORITHMS
NEURAL NETWORKS | 'NEAR REGRESSION
LSTM NAIVE BAVES

CONVOLUTIONAL NN

ATTENTION
AUTOENCODER

RANDOM FOREST
Q LEARNING

EVOLUTIONARY

@EEP LEARNINGJ

K MACHINE LEARNING

ALGORTHIMS

J

)

MOST POPULAR TECHNOLOGIES CURRENTLY USING |

\ lo]
\
\
\

- - T

TECHNOLOGIES COMPANIES ARE
INVESTING IN MOST

to Inorease afficknay and
productiviy, whils 6297 sald
compatihe differantiation
ond 48% sakd amplouea of

ocustomar demand. T///._ ::\Nl
i\ )
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Machine Learning

© Develops Narrow Artificial Intelligence
systems through examples

@® A developer creates a model and then Training Data
“trains” it by providing it with many
g examples e B ih
€ & Train the
2 £ ® The machine learning algorithm processes Machine Learning Evaluate
g ¢ the examples and creates a mathematical
g’ § representation of the data that can perform
°3 prediction and classification tasks Model
o <
® Example ) e S} = O
w

® A machine-learning algorithm trained on oo bor Mactine Learing  prediciion
thousands of bank transactions with their
outcome (legitimate or fraudulent) will be
able to predict if a new bank transaction is

fraudulent or not
52
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Machine Learning Techniques

Optimize a . .
performance criterion MaChlne Lea rnlng BUbb'E (’: h'al"'t T, * (lassification
using example data or P - S ~ ° Logic
past experience ,° N

’ SVM

~leaningful Structure 7/ : Image Customer Retention N
A lot of

Compression Discovery + Classification

v ¢ Random Forest
‘e Hidden Markov

Big data Dimensionality Feature / Idenity Fraud Classification Diagnostics .

.

L] L]
StthhC Visualistaion Reduction Elicitation I. Detection A
- ° -
: methods Representatio '
<
£ $ Evaluation P :
o é Re“’ms";::ednf: Unsupervised Supervised ﬁiﬁz'i::g Popularity 1
% g Learning Weather /
5 3 Forecasting .
> S Clustering * Regression /
o -
S § Targetlfed M ac h I n e Population Market /
O 2 Marketing Growth Forecastin I
- 3 Prediction s/
“ £ Customer € Estimating ¢
o < Segmentation Lea r n I I}g life expectancy o 4

P :
PO Regression

Role of Statistics: .z e L.asso

Inference from a

sample ° Ridge

Role of Computer science: Al EII e Loes

Efficient algorithms to (i) :

solve the optimization Reinforcement * KNN

problem (ii) represent and Learning * Spline

evaluate the model for Robot Navigation . -

inference t Navigat Skill Acquisition e XGBoost
[ ]

MACT(  RES

Data Science Team

Learning Tasks
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Supervised Learning

© ML model is presented with /nput data which is labeled
® Each /nput datais tagged with the correct label
® The goal is to approximate math operations in the ML model so
well that when presented with new /nput data, the ML model can
predict the output variables for that /nput data.

http://www.univ-pau.fr/~cpham

Pr. Congduc Pham

TRAINING l—_:_> To build the system

<

TESTING
DATA

DATA

To check the
correctness of the
system

I
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Spam Mail Example

@® On the left side of the image,
some data is marked as ‘Spam’

or ‘Not Spam’. This is /abeled / K \
data. This data is used to train
2 the supervised model, the . © o
£ 3 intelligent program (at center pen 2] Ceron soan
lé: of the image). ® ) ®
S 2 ® Trained model is tested with o o

new mails (on the top of the e
image) and checking if the K /
output of the supervised model
is correct (on the right side of
the image).

55



BSster _ |
Types of Supervised Learning

@ Classification: A classification problem is when the output is a
category, such as “red” or “blue” or “disease” and “no disease”.

©® Regression: A regression problem is when the output is a real
number, such as “dollars” or “weight”.

Pr. Congduc Pham

€
7 Classification Regression ®,,®'
3 ) ® ‘
: _l']:E;I- + o 0.
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2 \\ .ri_ . ".
g S ++ ’/
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Regression

© Dependent variables: the main event or factor to understand or
predict. Also known as explanatory variable.

@ Independent variables: the events or factors suspected to have
an impact on the dependent variable. Also known as response

variable.

INDEPENDENT VARIABLE DEPENDENT VARIABLE
VARIABLE THAT IS CHANGED VARIABLE AFFECTED BY THE CHANGE
Size of Plant
Amount of Water Number of Leaves

Living or Dead?

- i —

57
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Types of Regression

© Simple regression: single independent
variable x for a single dependent
variable Y.
x: number of cricket chirps

a a /. a
Y: temperature AN SIS
AR ] amm
. . . . . R
©® Multivariable regression: multiple _— - A A

independent variables, x,, x,, x5 fora
dependent variable Y.

x,. hnumber of cricket chirps

X,: rainfall

X5. automobile traffic

Y: temperature

T OO COC OO T T

(OO OO O O T T

WLLULLLU LU LT L

CLLU UL LU LY L
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Scatter Plot of datasets

@ Data gathering on the variables in question

® The vertical scale represents one set of measurements and the
horizontal scale the other

@ Agriculture
@® Soil moisture for optimized
irrigation
® Environment

@® Pollutant concentration for
i public safety and alarming
system

i @© Electricity

® Power demands for optimized

. . . | | | production
Number of cricket chirps @ 59

http://www.univ-pau.fr/~cpham
D = C ~ 0 =~ ODOT 3 ® —

Pr. Congduc Pham




B&ster _
Linear Regression

@ A linear relationship to predict Simple linear regression
the (average) numerical value Y = ax + b
of Y for a given value of x
using a straight line, called the
regression line.

® Knowing the s/ope and the y-
intercept the objective is to
predict the average Y from x.

® Real world problem can be
Mmu |t|Var| ate y-intercept

@®@ Multiple linear regression | | | | | |

Number of cricket chirps

O~ C ~Q® ~D0OT 3 ® o

Regression line

N

http://www.univ-pau.fr/~cpham
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Y =a,x4 +aX, + azx; +..+ax; + b
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Then what?

©® What is the best regression line?
® How can we find it?

N"o~c~p~00T 3 0 —H

y-intercept

Number of cricket chirps

61
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One’

3 1 Y :
4 + 4 =
+ * + *
<+ <+
Y=ax+D
‘>¢7_ 2 '>¢7_

!-Da’rucl':(-x,%) m:é’.\,( q_(‘}

()L Z () - a(;))z

A cost function will help to figure
out the best possible values for a
and b which would provide the best
regression line for data points

8/

0!

7

P
-

4
(\) ¥0
- a(.(‘.)): 200‘4
W7 2

this search problem is
converted into a
minimization problem of

3. the error between the

Pictures rom https://www.youtube.com/watch?v=wg7-roETbbM (Machine Learnia)

predicted value and the
actual value

62
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B&ster _ . .
Why do we call it Machine Learning?

® The number of data points can be very
large!

® The number of possible regression lines
can be very large!

@ Trying in a brute force approach can
take years, even with state-of-the-art

supercomputers!

@® Exact methods also need very complex
& long operations to be conducted! 29

@ Itis called Al/ML because we "tell" the e e
machine to efficiently find the best
solution

@ "tell"=implement "intelligent" algorithms! 63

niv-pau.fr/~cpham
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e.g. Gradient Descent method

@® Gradient Descent is a method of updating a and b to reduce the
error (Cost Function)

@® The idea is to start with arbitrary values for a and b then change
these values iteratively to reduce the cost

Pr. Congduc Pham

€
8 @© Gradient Descent helps on how to change the values
g 4 Cost(a) : :
5 Cost Function and Gradient Descent
_E_ Starting point y * in RegreSSion !
£ Best Fit mode!-{v \
Target * /-k N -
(Minimum) / o L
N ’a —————— OnClick360

http://aishelf.org/gradient-descent/
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o .= o - i 83-(0.;) 33-(0.-.> < O, SO - K 33’(&0 S O
| ' da da da
S0 a, > a,

The algorithm converges automatically!

Pictures from https://www.youtube.com/watch?v=rcl_YRyoLlY (Machine Learnia) 65
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B&ster _ .
Why do we need that "intelligence™?

@ With a simple line, we need to search for both a and b

@® That already gives a large surface!
@® So the search space can be huge!

g T
5 e
s m
a3 p
o e _/
é = T
g § ? R ' li |
O 2 egression line l
-y u
o E r \ 1
| € |
] - s
1 ’;——\‘ /
'1 | >
imple linear regression ——___ '
Simple linear regressio >~ y
y-intercept Y = ax + b - \//
b

| ] | | | |
Number of cricket chirps 66
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Learning Rate a

® A smaller /earning rate could get closer 3
to the minima but takes more time to
reach the minima

® A larger learning rate converges sooner
but there is a chance that you could
overshoot the minima.

Cost

A

Pr. Congduc Pham
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Small Learning rate Good Learning rate Too big Learning rate

oss(a)

Learning step

Minimum

Random
initial value

67
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More like humans?

@ In early Al ages, researchers wanted to
mimic the human brain seen as a

network of neurons e S
'&kvf/ nucleus
. N ¢ e )

) ©® Perceptron: Mathematical Aﬁ\d A ="

2 . . . C_’\_\_:DJ' \/ == :&?-_*\-:\_d%;__?
g representation of a biological neuron AN cell,axon mg:ﬁ;‘
s & @® First implementation by Frank aon
32 . . erminals
2 3 Rosenblatt in the 1950s In,
O 2 . .
i g ® Rosenblatt's perceptron is activated " out

when there is sufficient stimuli or input

in
® Neurons have been found to perform a "
similar process, in which experience
strengthens or weakens dendrites'

connections
70
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How does a Perceptron work?

@® Perceptron receives the value of the attributes of an input, just
as dendrites do in a neuron.

© Each attribute has a weight that measures its contributiorito the
final result, which is the sum of the multiplications of inputs of

IS
£ 5 each attribute by its corresponding weight.
S & @ If the sum is greater than zero Perceptron returns a value of 1,
EE otherwise it yields O.
© E Attribute weights
x £ Dendrites Xi0=1 <, ‘/b iy = { L5us) >0

X;) \ 0siS; <0
o ®) Xi2 -/
e LT .
® b =t
: / Xid S = WoXig+ WX+ WoXppt. ..+ WXy
Synapses / 5

Values of the attributes in example i Sum of product of attributes by weights

NEURON PERCEPTRON 71



B&ster
Neural Networks

@® Neurons by themselves are kind of useless, in large groups, they
work together to create some serious magic!

@®@ Neural Networks are no more than a stacking of multiple
perceptronsin layers to produce an output.

@ Input into one layer that creates an output which in turn
becomes the input for the next layer, and so on. This happens
until the final output signal.

Feature Parts

Pr. Congduc Pham
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Is the input statement
True or False

o S A )

Input Layer Hidden Layer Output Layer

72
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Neural Network in a nutshell

sunglasses eyeball eyeglasses

:‘\
3

™ e
3\ e o0 0
h eye sun ball glasses

Wt

Pictures from https://www.youtube.com/watch?v=Q9Z20HCPnww (Brandon Rohrer)
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B&ster
Shawarma guy example (1)

Pictures from https://www.youtube.com/watch?v=Q9Z20HCPnww (Brandon Rohrer)

@®

Sometimes he works mornings, Start with random Ysa) Observedona
%r_@etimes evenings weights given day

:

S 2

o

Error=1-2=.8 Error=1-6=.4 Here comes again our
Gradient Descent methods!


https://www.youtube.com/watch?v=Q9Z20HCPnww
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Shawarma guy example (2)

Pictures from https://www.youtube.com/watch?v=Q9Z20HCPnww (Brandon Rohrer)

E
®
o am Increase active Error=1-7=.3 The next day The next day
E links, decrease pm pm
> 2 inactive links
o 32
O 2
]
At this point

you have a
trained model!

The next Eventually, weights 75
don't change anymore!

The next day



https://www.youtube.com/watch?v=Q9Z20HCPnww

Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Deep Neural Networks

® In the 1980s, most Artificial Neural Networks were single-

layered due to the cost of computation and availability of data.

® Nowadays is possible to afford more hidden layers, hence the
moniker “Deep Neural Networks”.

@© Regained popularity since ~2006 and rebranded as Deep
Learning (DL)

Simple Neural Network Deep Learning Neural Network

@ Input Layer () Hidden Layer @ Output Layer

76
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Types of Deep Neural Networks

® Feedforward Neural Networks Feed-forwardnetwork
(FFNs, ANNs or NNs)

@® Recurrent Neural Networks
(RNNs)

® Convolutional Neural
Networks (CNNs)

@® Autoencoder Neural
Networks (AEs)

— car

predicted
class

Original

77
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Convolutional Neural Networks

- Ve=+ ~

predicted
pooling convolutional pooling  fully-connected class
layer layer layer layer

@® Contain five types of
layers

@® Each layer has a specific
purpose, like summarizing, —
connecting or activating |

@© CNN are good at image
classification and object
detection

convolutional

input image
P 9 layer

Pr. Congduc Pham
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Output Layer

Hidden Layer 2
Elephants Chairs

Hidden Layer 1

=am N

| M)
gl

- Input Layer
is

4 )

”’1 \ ‘/ [( 1
WA

1@
20 %O IR H’
RSP VPP

8 N /
Q

AN WSS
NS ENERFLIEN

Vel

Pixels of image fed as input

N
al

Output Layer 7 8

Input Layer

Hidden Layers



What is a convolution?

B&ster

2
)
Lo |
|
i
|
2 |
|
Lo}
|
Lot
1)
Lo
1)
)
|
'

weydo~/1y ned-Alun:mmm//:dpy

weyd anpbuo) "id

1[-1]-1[-1]-1]1[1]-1]1




Running the convolution (1)

B&ster
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Running the convolution (2)

B&ster

weydo~/1y ned-Alun:mmm//:dpy

weyd anpbuo) "id
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Running the convolution (3)

B&ster
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Running the convolution (4)
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| 4| =
I

weydo~/1y ned-Alun:mmm//:dpy

weyd anpbuo) "id

1{-1]-1-1]-1]-1[-1]-1]-1
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Running the convolution (5)
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weydo~/1y ned-Alun:mmm//:dpy

weyd anpbuo) "id
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Running the convolution (6)

B&ster

weydo~/1y ned-Alun:mmm//:dpy

weyd anpbuo) "id
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Running the convolution (7)
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stack of filtered images

1 image
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Next, Pooling = reduce the size

maximum

g 011|041 & ﬁ 011 [CEEH

-0.11 kY -0.11 011 -0.11

[l | e ot

Hi “ | ,‘d { J‘ -0.33 -0.33 L2 : \ 12
NI esi

j L _ ] ! i

E 0.11 011 -oss -0.11  0.11
0.11 [N -0.11 ‘\L‘aif;?ﬁ;i,;.? LRSH 1.00 RS
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At the end of pooling

—O.ll 0.11 E-O.ll
0.11 -0.11-(333 0.11 -O.llﬂ max poo“ng . ﬁ
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. : E 0.11
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Layers can be repeated!

Watch the video on YouTube htips://www.youtube.com/watch?v=FmpDlaiMIeA (Brandon Rohrer)

input image

c
O
3
o
>
E
o}
o

Convolution

Convolution

convolutional
layer

pooling
layer

convolutional
layer

:I i]—»lﬁ i TN

pooling fully-connected
layer layer

car

predicted
class
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Want to try Deeplearning?

® https://playground.tensorflow.org/

Tinker With a Neural Network Right Here in Your Browser.
Don't Worry, You Can't Break It. We Promise.

IS

@®©

-::O)_ O o Epoct Learning rate Activation Regularization Regularization rate Problem type
Ry OO0,000 0.03 - Tanh - None - 0 - Classification
=

[t

>

®

e

2

g DATA FEATURES + — 2 HIDDEN LAYERS OUTPUT

g Which dataset do Which properties do Test loss 0.522

B you want t 2 fh ¢ - Training loss 0.508

o 4 neurons 2 neurons

<

Pr. Congduc Pham

X

g
Ratio of training to
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The BigData & Al Landscape
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Package: pandas

@® Python Data Analysis Library

® pandas is a fast, powerful, flexible and easy to use open source
data analysis and manipulation tool, built on top of the Python

programming language

® pandas provides fast, flexible, and expressive data structures
designed to make working with “relational” or “labeled” data
both easy and intuitive

@® it aims to be the fundamental high-level building block for doing
practical, real-world data analysis in Python.

@© https://youtu.be/ T8LGqJtuGc
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Package: Scikit-Learn

@® Scikit-learn is an open source
machine learning library that supports supervised and
unsupervised learning

@® It also provides various tools for model fitting, data
preprocessing, model selection and evaluation, and many other

Pr. Congduc Pham

:
: utilities
; ® https://scikit-learn.org/stable/auto _examples/index.html
E
e - ggﬁg}wl&ﬁﬁﬁiﬁ L
o123 | L e CRGRENERT e
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Package: TensorFlow

@©@ TensorFlow is an end-to-end open source platform for machine
learning and deep learning

@® It has a comprehensive, flexible ecosystem of tools, libraries and
community resources that lets researchers push the state-of-
the-art in ML and developers easily build and deploy ML
powered applications

©® "TensorFlow is more of a low-level library whereas Scikit-Learn

comes with off-the-shelf algorithms, e.g., algorithms for
classification such as SVMs, Random Forests, Logistic

Regression, ..."
lhttps://stackoverflow.com/questions/61233004]

® https://www.tensorflow.org/
@® https://www.tensorflow.org/overview

niv-pau.fr/~cpham
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Package: XGBoost

©® eXtreme Gradient Boosting is an
optimized open source implementation of the gradient boosting

trees algorithm

@ Gradient Boosting is a supervised learning algorithm whose
principle is to combine the results of a set of data and weaker
models in order to provide a better prediction (regression)

© XGBoost includes a large number of hyperparameters which
can be modified and tuned for improvement

© XGBoost is not part of Scikit-Learn but works perfectly with it
© XGBoost behaves remarkably in machine learning competitions!

@® Source: "XGBoost: The super star of algorithms in ML
competition". See examples from http://aishelf.org/xgboost/

niv-pau.fr/~cpham
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Web application that allows

to create and share

documents that contain live

code, equations,

visualizations and narrative

text.

@® Data cleaning and

transformation

©®© Numerical simulation
@® Statistical modeling
@® Data visualization

® Machine learning, and

more.

Jupyter Notebook

cC a

Python Visualization Libraries

In [1): import numpy as np

import pandas as pd

import seaborn as sns

import matplotlib.pyplot as plt
tmatplotlib inline

Matplotlib

2): np.random.seed(0)

mu = 200
sigma = 25
X = np.random.normal(mu, sigma, size=100)

fig, (ax0, axl) = plt.subplots(ncols=2, figsize=(8, 4))

ax0.hist(x, 20, density=1, histtype='stepfilled', facecolor='g', alpha=
0.set_ti

et_title('stepfilled')
# Create a histog by p: d e b. edges (unequally spaced).
bins = [100, 150, 180, 195, 205, 220, 250, 300]
ax1.hist(x, bins, density=1, histtype='bar', rwidth=0.8)
axl.set_title('unequal bins')

fig.tight_layout()
plt.show()

stepfilled unequal bins
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0008
00075 {
: | mifim

0.75)

* 090 @ :

101



B&ster _
Conclusions

@® Internet-of-Things provides the unique feature to make things
"talk" to us: localisation, surrounding environmental conditions,

particular events, ...
@®@ After many years of maturing loT technologies...
@ ... current trends is to optimize loT for verticals
@ loT is a concept made possible by technologies
@ loT concept allows for collection of massive amount to data
@® Optimizing for verticals means take out the most of these data...
@ ... to find correlations, predict trends to...
® ... give meaningful information to end-users

@® It is a huge opportunity to provide low-cost, efficient systems
that can be deployed "out-of-the-box"

-pau.fr/~cpham
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|OT_2: Unleash the power of loT data

protocols, analysis, artificial intelligence, machine learning,...

Capsule Booster — 2022

Horizon 2020

PI’Of CongdUC Pham = Europe_an. | European Union funding
= Commission for Research & Innovation
http://www.univ-pau.fr/~cpham . i
. T WNAZIUT) ~4|HUB
x [ il /\M/ loT -~ from idea torealty  paying for the next 10 years
(“NﬂZl’hU %) of innovation in loT and Al

4
© PRIMA
X5

3 IN THE MEDITERRANEAN AREA

@ Intel-IrriS RESIGDLINK

Advanced and disruptive loT/Al technologies targeting
the smallholder community for increased resilience



