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Uttrasonic fil level sensor
10+ years battery life
IP 66, [-40°, +85°)




BEster Also on YouTube:
loT teaser & tutorial videos

Intel loT - What Does The Internet of Things Mean?

591 kvues +ilya8ans

@ Intel @

Fun, animated video answers: What does the Internet of Things mean? The Internet of Things (IoT) is an evolution of mobile, home ...

- Intro | What is |oT | Transform our lives | Big picture | Example | Big Possibilities | Intelligent Traffic ... 9 chapitres

IOT Tutorial | 10T Tutorial For Beginners | IOT - Internet Of Things | 10T Course |

Simplilearn
25kvues +ilya1an

“ Simplilearn @

This loT tutorial video introduces you to loT Technology and how it is revolutionizing the world today. Internet of things or loT ...

simplilearn

10T

TUTORIAL
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Internet of Things (IoT) | What is loT | How it Works | loT Explained | Edureka

2,1Mdevues *ilya4ans

@ edureka! @

Subscribe to our channel to get video updates. Hit the subscribe button above. #Edureka #EdurekaloT #InternetOfThings ...

Sous-titres

edurekal

s
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teractions with physical world
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Interaction: Sensors

Ultrasonic fill level sensor
10+ years battery life
IP 66, [-40°, +85°]




B&ster

Interaction: RFID, NFC

® Radio-Frequency Identification (RFID)
® Near Field Contact (NFC)

MUSTER ‘ 22222

GERRY WEBER
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Interaction: RFID, NFC

® Radio-Frequency Identification (RFID)
® Near Field Contact (NFC)

10
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Interaction: always complex?

-
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Home/consumer loT products
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Local interaction is possible...
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BSster . .but loT added-values come from
interactions & linked datal

4World's Air Pollution: Real-time Air Quality Index
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Hourly forecast 8-day forecast
St Feb25 2 e

Sun, Feb 26 s/0c

Mon,Fob 27 & aac

Ma météo de I'électricité pour une
consommation plus responsable

ccowart @ R

Je sais en temps réel
si la consommation
d'électricité est trop
élevée dans ma région

Ultrasonic fill level sensor
10+ years battery life
1P 66, [40°, +857)
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Clouds for loT

Dropbox

Google Drive

facebook i
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Sense, Monitor, Optimize & Control

S Firebase C&FIL

AX e da 3 iﬁdge*

. L 10 your FREE dasht
G FREE Dashbow... No wbrcription regived!
—— =
»-m- - .
_= onitoring
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APPLICATION DOMAINS

16



B&ster

Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Top loT applications, 2020

o Insights that empower you to understand loT markets
O/%o IOT ANALYTICS
Top 10 loT Application areas 2020

Global share of Enterprise loT projects! Trend?

O,
0 ‘ ha Manufacturing / Industrial

N = 1,414 projects

Note: 1. Based on 1,414 publically known loT projects (not including consumer loT projects eg smart home, wearables, etc.) 2. Trend based on relative comparison with % of projects in the 2018 loT Analytics IoT project list e.g., a downward arrow means the relative
share of all projects has declined, not the overall number of projects. 3. Other includes loT projects from Enterprise & Finance sectors. Source: loT Analytics Research - July 2020

@

17
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loT in industry

© Continuous process Industrial Internet of Things
improvement, Process

aut_orr?atlc_m, Process - Procels:mg Analytics  Connectivity
optimization :

® Smart logistics

management, remote Machines
. & Sensors

management, tracking,

Z

I Alerts

Connectivity to back-end
system, integration of
smart tools,
Interoperability

<

Pr. Congduc Pham
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© Data analysis, Supply
Chain Optimization,
Predictive maintenance

@ Infrastructure monitoring,
Security & Safety
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Agriculture

loT for Smart Agriculture
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What is a good loT solution?

Q: How to enable municipal street
sweepers to report illegal dumging,
leaking pipes and emergenciest

"smartphone”
Hum, they only |
have 2 hands...

ITU Telecom World 2018
Phathwa Senene at MTN booth
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Typical loT device

@ |oT device can be viewed as
a simple Embedded System

Physical Sensor

-— Radio
I0 Controller
Power unit

Q: uprocessor vs ucontroller?
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Microprocessors & Microcontrollers

® A microprocessor unit (MPU) is a processor on one silicon chip

® A microcontroller unit (MCU) is a microprocessor with some
added circuitry on one silicon chip

@® Microcontrollers are used in embedded computing and
most loT devices are based on microcontrollers

Data bus
CPU | RAM |ROM
Serial
General /o
. Purpose RAM ROM port Timer COM VS
Microprocessor port
I/o Serial
i Timer | COM
port ot
Address bus

From "An Embedded System Overview" by Dr. Eng. Amr T. Abdel-Hamid (Single chip)
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From pcontroller to pcontroller board

Many header pins are directly
@ A ucontroller can be standalone... wire to microcontroller pins

CPU| RAM |ROM

/o Serial
Timer | COM
port Dodt

(Single chip)

@ But, it is usually mounted on
a board with additional
electronics parts

@®© Leds, Voltage regulators

(® Easy access to pins

® R yt butt i L
eset button 3.3V regulated

® Serial-USB interface voltage

http://www.univ-pau.fr/~cpham
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BSster Arduino's success story
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starting in 2005

WHAT IS ARDUINO?

Arduino is an open-source electronics
platform based on easy-to-use hardware
and software. It's intended for anyone

making interactive projects.

©.0

ARDUINO

ARDUINO BOARD

Arduino senses the environment by
receiving inputs from many sensors, and
affects its surroundings by controlling

lights, motors, and other actuators.

void setup () {

}

void loop () {
1

ARDUINO SOFTWARE

You can tell your Arduino what to do by
writing code in the Arduino programming
language and using the Arduino

development environment.

25



BSster 17 years later: the incredibly large
microcontroller board ecosystem!

STM32 Nucleo 32

ARDUINO

€
8
£ § S . - - 3 :
¢ § Adafruit Feather
5 § I LFsedecooecdbopcod
S : UG P
oo | h
D_ E I \§.’; I
|
: I
: ePulse Feather Low Power ESP32 FeatherS3 — ESP32-S3 I

i S Arduino Nicla ¥ RP2040 DFRobot
XIAO SAMD21 Sense ME 2ero Beetle QT Py ESP32-C3 26
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@ Taking the simple analog sensors example

Interacting with the real world?

® Analog sensors provides a voltage output that varies according
to a physical parameter, e.g. temperature, humidity,

luminosity,...

€

2
£ 8
© L
2 E
5 8
2z LM35DZ TO-92
> 2 PINOUT DIAGRAM
S g
-5 Vee
o =

Analog OUT *
10mv=1°C

|—> <—GND

DMM READOUT (mV)

DMM READOUT vs. TEMPERATURE (10mV/°C SCALE)

1500
1250
1000

g &

250

250
500
-750

-50

-25

0

25 50 75 100 125 150
TEMPERATURE (°C)

27
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LMBSDZ 70‘92 DMM READOUT vs. TEMPERATURE (10mV/°C SCALE)
PINOUT DIAGRAM 1500
1250
VCC < 1000
) § 750
* 7 3 500
Analog OUT & & L S
10mv=1°C o [
& § o
y S 280
» ’ 7~
’ g . 500
& -750
¥ 4 < GND 50 25 0 25 50 75 100 125 150

TEMPERATURE (°C)

Microcontrollers have Analog/Digital (A/D) converter to map a voltage to a numerical value, in a
linear way, For instance 0 for 0V and 1023 for 3300mV

http://www.univ-pau.fr/~cpham

3300mV/1024=3.22mV is the granularity of the measure
Reading a digital value of 100 means 100*3.22mV=322mV

If the sensor output is 10mV/1°C then the physical temperature is 322mV/10mV=32.2°C

(NS
co
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How to collect data?

MONITORING

Pr. Congduc Pham

5
§ { Sensor(s) ‘
g APPLICATION DOMAINS
= ADC
I0 Controller

Power unit

Microcontroller
29
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Wireless (radio) transmission basics

Q&: Can we have G'bps . wireless?,
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Low-power & long-range radios

o%go IOT ANALYTICS

Comparison Wireless technologies
Peak Data Rate vs Maximum Range

Peak Data Rate (kbps)

1000000

100000

10000

1000

100

10

0,1

Insights that empower you to understand loT markets

Energy-Range dilemma

Maximum Range (Km)

P Cellular Satellite
5G
Q dFE T &
Halow
VSAT
€3 Bluetooth’ ©Bluetooth's
'.'O:‘, JupiterMesh
. WirelessHART = LPWAN »
m @ zigbee @) THrea0 - s an| inmarsat
NFEC P Z=
% ca NB-IoT
WAVE _B us =— )
JV\—:,'.::.'.. '''' Lg Ra
RPMN
Long-range: 5-30kms
Short-Range Wireless Medium-Range Wireless LOW' p ower: 1 5 '60 m A
(including Mesh) (including Mesh) Telensa " aye #* NB-Fi|
0,01 0,1 1 10 100

Very low throughput!

Energy

31
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Energy consumption comparison

Comparison Wireless technologies
Peak Data Rate vs Maximum Range

ICs Insights that empower you to understand loT markets

1000000

Iﬂ“-

o eaEm g
O: 300m O: 90m Same as
10000 :
é @ Bluetooth’ ©Bluetooths| I 30 m I 30m 2 IG f 2 G
P 1000 P
% N e zigbee@mls’!{i’e'm
§ o Tepune Meéus, 18mA 18mA-40mA
& 10
. Long-range: 5-30kms
S'hort-lfange Wireless I\(lediulfv-Range Wireless LOW-pOWer: 1 5-60mA 2 . 3mA 3 = 5mA N C 0 = 0‘0 3mA 0 - 00 1 mA
01 (including Mesh) Mesh) Telensa p Taye # NB-Fi|
0,01 0,1 1 10 100
Maximum Range (Km)
©
&
+

=)
c
B
m
(3

2500mA

TX power: 500mA. Mean consumption: (8sx500+3592sx0.005)/3600=1.11mA

2500/1.11=2252h = 93 days = 3 months ®

In most cellular networks, the device
is still maintaining communication

with BS even if it is inactive

TX power: 40mA. Mean consumption: (2sx40+3598sx0.005)/3600=0.027mA

2500/0.027=92592h = 3858 days =10 y. © LPWAN does not need to maintain

connection if not in used

32
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1st challenge: signal attenuation

BS

\

?°?

Pr. Congduc Pham
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0 1m n 4m &

11

0.0001W 0.00002476W
x10000 smaller! x40384 smaller!

16em Destance im

T

0.0000003869W
x2584634 smaller!

34
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Attenuation in a very simple formula!

® For an ideal antenna (theoretic)

P, (@nd} (Anfd)

P, N C

= P, =transmitted power

= P.=received power

= P./P.is highwhen P,is small — high attenuation
= d =distance between antennas

= ¢ =light speed in space 3.108m/s

= A= wave length of the signal=c/f

= Higher frequencies f means higher attenuation!

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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Attenuation, values in watts

® Free Space Path Loss model

BS P, (4nd} (4nfd)
A Pr }\'2 02
€
£ 1W 2 2
£ 5 _ Pec _ 1 X 300000000 _
E{U £ T (amf d)? » b= (12.56 X 2.4 x 109(Hz)X 1(m))2 0.0001W at 1m
i E =
A =
. ) . >
Im 2m 4m 8m 16en Destance im
0.0001W 0.00002476W 0.0000003869W
x10000 smaller! x40384 smaller! x2584634 smaller!

36
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1W is a still lot, IoT uses milliwatts!

® Free Space Path Loss model

Pr. Congduc Pham

BS P, (4ndf (4nfd ¥
c A
f:; 25mW P, c? . 0.025 x 3000000002
: F = Grrar T @asexzar 100ix igmyz ~0-0025omW at Im
g (0.0000025W)
§
E H H
R . »
™ n - & 16m Destance (m
0.0025mW 0.00062mW 0.0000099526mW

37
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Pprx=Prx+ Grx — Lrx —Lgs — Ly + Grx — Lgx

Adapted from Peter R. Egli, INDIGOO.COM

Link budget in wireless system - (simplified)

Py = Received power (d Bm)

Pyy = Sender output power (dBm)

Gry = Sender antenna gain (dBi)

Ly = Sender losses (connectors etc. ) (dB)
Lgg = Free space loss (dB)

Ly = Misc. losses (multipathetc. ){dB)
Gy = Receiver antenna gain (dBi)

. G l Lyx Lyy = Receiver losses (’conrgector_'s etc. )(dB)
| /N’ > \ Ex: 25mW Spx = Receiver sensitivity (d Bm)
P | / \
s | I \
! :
a2 | | = | _, Transmission
o = \
O < \ I
N Lu
- Lo
At 1m: 0.002 . —~J
Receiver sensitivity 1s a measure
of how well the receiver
At 1000m ? performs. It is the power of the
SR : weakest signal the receiver can

detect

How low can you go? .
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LPWAN expected range?

ScalaPiliw —e—Sigfox | Bluetooth: about 20m

- -~

Range —&—LoRa WiFi: about 300m-500m

@ NB-IoT | 35/4G: about 2km-4km

IS
c 5 ' Coverage
G L ;
23 ! 10km (urban)
3 £ ! 40km (rural)
-3 " Deployment Skm (urban)
o= ’ 20km (rural)

Cost Efficiency (L Cliecly)

10km (rural)

39
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How can we increase range?

A VS
® Increa cr and/or improve RX sensitivity

"

40
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I'mnot fluent in idiot
could you please speak
}»\R\‘U ///(

©® Increa X er and/or improve RX sensitivity

® Generally, RX sensitivity (~robustness) can be increased
when transmitting (much) slower (like speaking slower!) S

Aulle~

http://www.univ-pau.fr/~cpham

Pr. Congduc Pham

S CE€ <>
— =
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How can we increase range?

I'mnot fluentinidiot
could you please speak

@ Increa er and/or improve RX sensitivity 00

® Generally, RX sensitivity (~robustness) can be increased :
when transmitting (much) slower (like speaking slower!) S

LoRa| ® LoRa uses spread spectrum approach to increase RX sensitivity

Pr. Congduc Pham

IS
‘sf ® Spreading Factor defines how many chips will be used to code a symbol.
2 More chip/symbol=longer transmission time == more robustness
. ® The price to pay for LPWAN
=
= ® LoRa has very low throughput: 200bps-37500bps (0.2-37.5kbps)
- e - - WIiFi 802.11n: 450 000 000 bps (450Mbps)
12 1M 10 9 8 (7478 - Spreading factor (SF) - WiFi 802119 54 000 000 bps (54MbpS)
125 S 125 ©2925" 2500 . Bandwidth (BW)(bps) - Bluetooth3&4: 25 000 000 bpS (25MbpS)
G| e R - Bluetooth BLE: 2 000 000 bps (2Mbps)
5488 - 4G : 20Mbps-200Mbps
| 9761,72’7”5_]2-3120# Receive sensifiviy (dBm) - |teRa|: 200bps-37500bps (0.0002-0.0375Mbps)
o myeey 3G/LoRa ratio: 20,000,000bps/200bps=100000!




The buttered toast example

Pr. Congduc Pham
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® Assuming you could get back ALL your butter, how much butter
did you loose?

@ This is the idea behind "spread spectrum" techniques: the more
you "spread", the more it is robust to interferences

43
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LPWAN=star topology, gateway centric

Gateways ﬁ End points \

] Gateway —rural environment Ve \ Smart meter

(@ ‘\ Smart car

Et Y/ Gateway —urban environment \ /
T f
) Smart home

["w)] Repeater (e.g. femto gateway))
-—

S

7N Smart clothing

Smart bike (e.g. track@

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Figure from Siradel
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loT networks architecture

® Most of loT networks are organized with Network & Application
servers

@ Below, an example with LoRaWAN loT networks

£
4]

- — Concentrator Network Application

= End Nodes LoRa| /Gateway Server Server

2 tracking B "

=

= Capacitive Sens:

§ smoke alarm 3G/ © Sk
= Ethernet y D
£ Backhaul
<

Pr. Congduc Pham

water
meter

s a8
O\ .
SO AREA 1 Raw
value from SENO308

SOILAREA

trash container

£\
vending B = 2 v no sensor
machine & o
Q
gas monitoring %
L — | ThingsBoard

LPWAN 45
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LoRaWAN in France

Couverture LoRa® Orange

Meétropole v Rechercher une adresse Légende

ME-UNI r "‘. ——— Couverture
[} LoRa indoor o LoRa outdoor

.Prague
Nornber;
o B

Stuttgart
e

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

2¥

Bilbao® F¥ Ll
Pampelune "'§ N
Ry EEy

T
Ourense Andorr "’f JS
.

e ESPAGNE

Valladolid Saragosse

. .

200 km i = Barcelone =
Yoo

https://www.orange-business.com/fr/reseau-iot



B&ster | _
Line-of-Sight & Fresnel zone

@® LoS means clear Fresnel zone

® Football (american) shape
@© Acceptable = 60% of zone 1 + 3m

Zone 2 Vi

Zone 3 Zone 1

http://www.univ-pau.fr/~cpham

Pr. Congduc Pham

Fresnel Zones

?°?

RF Essentials from Digi



B&ster Clearing the Fresnel zone?

Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Raise antennas!

900 MHz Modems

2.4 GHz Modems

DRange Required Fresnel Zone Required Fresnel Zone
SEHes Diameter Diameter

1000 ft. (300 m) 16 ft. (5 m) 11 ft. (3.4 m)

1 Mile (1.6 km) 32 ft. (10 m) 21 ft. (6.4 m)

5 Miles (8 km) 68 ft. (21 m) 43 ft. (13 m)
10 Miles (16 km) 95 ft. (29 m) 59 ft. (18 m)

RF Essentials from Digi

48



B&ster Coverage test by Fabien Ferrero on

Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

June 11th, 2019

@ High Altitude Ballon

LoRa

Koblenz

nnnnn

© 31kms high
© Reception at 642km

(Udine, Italy)!

““““ \ @® Current record at 702km

https://github.com/FabienFerrero/HAB Relay STM32Contest

with balloon at 38kms

49



BSster Clearing the Fresnel zone?
Let's use satellite!

® Low-orbit, low-cost; compact satellite for global coverage

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Low-cost, simple and reliable global
connections to sensors and mobile
equipment. It just works everywhere,
and all the time, so you can focus on
using your data.

https://lacuna.spaceffirst-successful-lacunasat-launch-in-2021/

50
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Satellite LPWAN principle

Network Application

V¥ et

LoRaWAN zfﬁ’/ =

Lacuna

| Lacun Customers

Other
LoRaWAN

=) LgRaWAN"

Providers
'-. g
Battery powered devices Satellites in low earth Messages are relayed to Data relayed to The Distributed to Lacuna Space
S @ direct to satellite - no orbit collect and store ground station when Lacuna Network for customers or other
@Q gateway required received messages satellite goes overhead distribution operators as appropriate
AN

Lacuna Use ISM bands : 868 or 920MHz

From F. Ferrero & Lacuna 51



BZster Satellite LPWAN unlocks a wide range
of new applications!

©® Environmental / healthcare, health security applications

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

i

@® Expected prices can be as low as $3/year/device!

52
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BSster |0oT added-values come from
interactions and linked data...

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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' =
Bea

01:30:04
3.42:% 41.4-c
‘ww‘u‘w“-'muwmﬁ‘;‘»w

|
iy \,‘mru J"‘-’:"J—"»l‘lﬁy“‘-"‘u‘, \,i‘l.»',Lv"ﬂv“"’

SD Latency

R L B LA

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

275

64.01989 et
0.0110&th P
32.0110¢€mH

inute

NextR

08/‘18/205;\/i 09:26:36 in 2 day

RPL

3992.01 reL (0]

114.87 reL

APR for

350.08¢

$

400.31 reL

Dashboard

N

Monthly Message Count

1 Nov, 2016 - 30 Apr, 2017

March April

35,210.43 10,390.90
TOTAL MESSAGES HTTP
Stream 1 Stream 2

Memory Usage 10KB/1GB '

Mode TTP Sequer

Messages

&

to integrate multiple data sources!

4 © Hep

CEEE  § AexanderPierce

@ Dashboard

Top 4 Stream Usage

Stream 1 700 MB/1 GB
Stream 2 510 MB/1GB
Stream 4 310 MB/1GB
Stream 4 210 MB/1 GB
uly
a2 v1
24,813.53 1200
HTTPS MQTT
Stream 3 [ Public stream J
Memory Usage 10KB/1GB
Available vod )
OuUsed vode que
Messages 25
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http://www.univ-pau.fr/~cpham

Integrating, ok, but how? From where?

® Sensors' data can eventually be accessed
with traditional methods such as web URL

® But web based (HTTP) protocols are not
lightweight! They have been designed for

computers, not loT!
@ |oT calls for a more "automatized" and

'simplistic" approach e

® Automatized = when loT data changes,
users want to get immediate notifications —_—)%'_}fiﬁ“% +

® Notification-based is nowadays very common: h’@ﬁd
smartphones, news, social media, ... =l

56



BSster From "search for info"
to "get the info"

®@ Use the PUBLISH/SUBSCRIBE model

Temperature of room S25
in Duboué building

- - subscribes

" IVERSITE — ([
r‘s:gss@zgs: ‘ ’ [Cllent2
: sends
[Client1 ]—> Message (—»
v Topic
subscribes
P— ([
@ \_/ { Client 3

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham




Automatization made simpler

®@ Use the PUBLISH/SUBSCRIBE model

» subscribes

sends

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Temperature of room S25 { .
in Duboué building : :

[c.ienn ]_> Message [—»-
v Topic
subscribes
 —

\_/. { Client 3

" ( .lVERSlTE’ g I : B '
- DE PAU ET DES .
. PAYS DE 'ADOUR ‘ ' \i . [ - —
[
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

MQTT

Message Queue Telemetry Transport

@© Use broker nodes to manage topics
© UPPA/Duboue/S25/temp, UPPA/Duboue/S25/hum

© UPPA/Duboue/+/temp, UPPA/#

(®) mosauvitto

loT - Event based behaviour

Time series analysis

21.3C
publish ‘
o
€
Q
Temperature sensor T
3
wn
o broker
o
o
=
Q
<
o
. o
insertObs D
68 %

Humidity sensor

59
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

MQTT+smartphone= 9%

\ 4

MQTT Dash (IoT, Smart Home)

Routix so! ftware Communication * % 1584 2
g rpeci3

This app is compatible with all of your devices

instantsolutions

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ - -

d Towards open data
O UPPA/ROOMS/#
O UPPA/CONGRESS/#
O PAU/WEATHER/#

60



B&ster

® MQTT can run on
small loT devices

@® Device connects to

WiFi network
@© Then will publish

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

datato MQTT topic

MQTT is very lightweight

http:/blog.atmel.com/2015/12/16/rewind-
50-of-the-best-boards-from-2015/

Arduino Pro Mini
[0eee

http:/blog.atmel.com/2015/04/09/25-dev- ARDUINO
boards-to-help-you-get-started-on-your-
next-iot-project/

Adafruit Feather

Tinyduino

Thing Tessel

MOTT Demo

ting

eD

to

61
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Ex: Mosquitto MQTT broker

@ Eclipse Mosquitto is an open-source MQTT broker

© MQTT test broker: test.mosquitto.org
@ |oT device will publish to topic UPPA/Duboue/S25/temp

® On acomputer, usemosquitto sub to subscribe
® mosquitto _sub -v -h test.mosquitto.org -t UPPA/Duboue/#
@© -v == to display information in detailed mode
® -h = the MQTT broker: -h test.mosquitto.org

@© -t »= the MQTT topic: -t UPPA/Duboue/#
62
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Pr. Congduc Pham

Ex: HiveMQ broker on websocket

@ https://www.hivemqg.com/demos/websocket-client/

@ MQTT Websocket Client X

o

® © ® @ MQTT Websocket Client x o+ ()
< C A Non sécurisé | hivemg.com/demos/websocket-client/ o & Q % » Q : A Non sécurisé | hivemq.com/demos/websocket-client/ Q & e
i Applications Liste de lecture Applications Listeide/lecture
H lv E M Q Websockets Client Showcase H Iv E M Q Websockets Client Showcase
Connection @ connected N Connection @ connected ™/
Publish A Subscriptions A Publish A Subscriptions N
Topic QoS Retain Topic QoS Retain
booster_pau/test 0 Publish testtopic/1 0 Publish
Message Message X
hello from booster Pau booster_pau/test
Vi Vz
Messages A

{ hello from booster Pau

63
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MQTT in real loT deployment
% have no WiFi

~~ @ Use Low-Power, Long
; Range radios, e.g.
N\
NMQTT

w2 LoRa
G ,}5-\ @® Send to loT gateway

A

UBG FARM, SENEGAL

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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B&ster _
Integration from loT clouds

— Concentrator
LoRa| /Gateway

Network
Server

End Nodes

pet
tracking

smoke alarm

water
meter

trash container

3G/
Ethernet
Backhaul

vending
machine

Q
gas monitoring

B

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Application
Server

ssssssssssss

|||||||||

ThingsBoard

NMQTT

65
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Capacitive Sensor

Lol

g SOUAREA st olage

)

ALAREA Raw
value from SENO308

£\

SOILAREA-1/s0d

value indes

Ex: TheThingNetwork

@ TTN is awell-known LoRa loT Network Provider

023

SOIL-AREA-1/Raw value from SENO308

=

NETWORK u=
SERVER

A
&

APPLICATION
SERVER <>

NMQTT

&\
THE THINGS STACK
Community Edition

THE THINGS
NETWORK

cpham-tests

Overview

End devices

Live data

Payload formatters v
Integrations ~

¥ MoTT
* Webhooks

* Storage Integration

‘ e \ M AWS T

B3 Overview O Applications b Gateways &% Organizations

Applications > cpham-tests > MQTT

MQTT

MQTT is a publish/subscribe messaging protocol designed for loT. Every application on TTS
automatically exposes an MQTT endpoint. In order to connect to the MQTT server you need to
create a new API key, which will function as connection password. You can also use an existing

API key, as long as it has the necessary rights granted.

Further resources

@ MQTT server®@ | Official MQTT website &

Connection information

MQTT server host
Public address eul.cloud.thethings.network:1883 ®
Public TLS address eul.cloud.thethings.network:8883 B

DE

Fair use

1

-1 vott

ThingsBoard

SOIL-AREA-1/.. @

no sensor

\ .
] B -
LN\

66




BEster . . . .
MQTT implementing social media

@ [tis very easy to implement a social media app using MQTT

® WhatsApp-like example ag
® Define MQTT topic per phone number = ‘
0655667788 “

® Alice: myWhatsApp/0655667788
® Bob: myWhatsApp/0611223344
@® To receive/send message
@ Alice publishes to myWhatsApp/0611223344
@ Bob publishes to myWhatsApp/0655667788
@ Both subscribe to their own topic 0611223344
@® To create a group
@ Alice creates a group showcase-iot
®myWhatsApp/0655667788/showcase-iot
@® To join(publish) on(to) the group Bob
@ Subscribe(publish) to myWhatsApp/0655667788/showcase-iot 67

Alice

D
/

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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Creating complex data flows?

loT - Event based behaviour

Time series analysis —_—
Lorie -
<ubs®

21.3C

publish

Temperature sensor
MQTT
broker

insertObs

68 %

Humidity sensor

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham
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http://www.univ-pau.fr/~cpham

...without programming?

@® End-users are not necessarily
computer science experts nor high-
skilled programmers

69
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Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Node-RED

Node-RED

@® Use graphical tools to build data processing flows, allowing
intuivive connection from loT data producers to [oT data

consumers

® Node-RED is a programming tool for wiring together hardware
devices, APIs and online services, e.g. clouds of various types

@® provides a browser-based flow editor to wire together flows with
a wide range of nodes

httpgot
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Node-RED blocks

@®@ Increasing number of Node-RED blocks

~ function ~ social

| s d e (e

sem-tooutputm
W [ e

‘ v input
e

=
Nodes represent C ==
reusable pieces of code o
and logic. Node-RED e
comes with a core set of (] wabsocket
useful nodes, but there
are a growing number of
additional nodes
available to install from
both the Node-RED
project as well as the
wider community or
you

2 msg[‘payload’] = ‘Hello world';
node.send(msg) ;

%

Pr. Coanndiir Dham

htt)

09
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Simple MQTT Node-RED flow

© MQTT in-broker: test .mosquitto.org
@ "MQTT in" node listens on UPPA/Duboue/S25/temp
@ "Function” node to correct temperature by -1.8°C

© MQTT out-broker:broker.hivemqg.com
@ "MQTT out" node publishes on UPPA/Duboue/S25/realtemp

®@ "Mail" node sends corrected temp to Congduc.Pham@univ-pau.fr

| € C @® 127.0.0.1:1880/#flow/9daddd8a.c9626

ppppppppppp

Node-Red interfacing

batch
UPPA/Duboue/S25/temp function UPPA/Duboue/S25/realtemp

@ connected @ connected

msg.payload ¥ g} ) Congduc.Pham@univ-pau.fr

nnnnnnnn
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Simple MQTT Node-RED flow

@ M oo O N, ) 1 n - - ] " -
|
@ MQTT Websocket Client x <+ (+}

@ III\/ A Non sécurisé | hivemg.com/demos/websocket-client/ Q W @ p

! Applications Liste de lecture
@ " F H I v E M Q Websockets Client Showcase
@ M | Connection @ connected M
(® "/ Publish A Subscriptions 2  5/realtem o)

Pr. Congduc Pham

IS
®©
<
(I% Topic QoS Retain
\ VR El ERE ) ma@uni
= pic/1 0 Publish lew Topic Subscription @ -
=
- O, am@univ-pau.fr
g Message [ X
E | « c o127 booster_pau/test
S s Aoolicati Z
; e pplications X
3 UPPA/Duboue/S25...
1
g a
< —= Messages A
SOl

batch 0
I 20.7

v parser

( 2 hello from booster Pau

T €57 y
[ 1
- html c
: 20.7
( . X
: json C I
f |
xml

yaml

v etnrana
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Pr. Congduc Pham

http://www.univ-pau.fr/~cpham

Capacitive Sensor

o

no sensor

=

NETWORK
SERVER

APPLICATION
SERVER

NMQTT

—~_

TheThingNetwork + Node-Red

@ TTN is awell-known LoRa loT Network Provider

A

&

<>

X

N
_ih WP [ mines stack
THE THINGS Community Edition
NETWORK

cpham-tests

Overview

End devices

Live data

Payload formatters v
Integrations ~

» vQTT
* Webhooks
* Storage Integration

M AWS 0T

B3 Overview O Applications «» Gateways &% Organizations

Applications > cpham-tests > MQTT

MQTT

MQTT is a publish/subscribe messaging protocol designed for loT. Every application on TTS
automatically exposes an MQTT endpoint. In order to connect to the MQTT server you need to
create a new API key, which will function as connection password. You can also use an existing

API key, as long as it has the necessary rights granted.

Further resources

Wl MQTT server & | Official MQTT website &

Connection information

MQTT server host
Public address eul.cloud.thethings.network:1883 ®
Public TLS address eul.cloud.thethings.network:8883 B

DE

Fair use
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Generalizing interactions?

l’YouTube

v7
U
Uber

niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u
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niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u

Adding interactions?
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IF THIS THEN THAT applets

Some example Recipes

Pecpe

——  ifGdthentd

Nearly home? Direct message

if @ then “: the person who should know

&
£ 5
= .
P § Save Instagram photos to Dropb
o 2 .
if % then [
Ry Email your new iPhone photos
AcCTION to yourself
TRGGER CHANNE L.

CHANNEL

DEscRIPTIN if Lithen&

Backup your contacts to a Google
Spreadsheet
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