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3G AND BEYOND
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WIFI 802.11
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dUSES CSMA/CA, ACONTENTION-
BASED ACCESS METHOD



CSMA/CA

d COLLISION AVOIDANCE WITH RTS/CTS TO
LIMIT THE HIDDEN TERMINAL PROBLEM
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CSMA/CA IN IMAGE
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H Successful DIFS I Unsuccessful DIFS

DIFS

DATA

@ .- DIFS
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WHAT TECHNOLOGY FOR
SMALL DEVICES?

d TDMA IS POSSIBLE BUT WASTES A
LOT OF RESOURCES, DIFFICULT TO
SCALE

dFDMA IS NOT VERY FLEXIBLE FOR
DYNAMIC, SPONTANEOUS AD-HOC
NETWORKS

JdCDMA IS NOT VERY SUITABLE FOR
AD-HOC NETWORK, WITHOUT MASTER
OR BASE STATIONS

d WIFI CONSUMES A LOT OF ENERGY,
BUT THE CONTENTION-BASED
ACCESS SEEMS THE MOST SUITABLE



IEEE 802.15.4 IN ISM 2.4GHZz
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REVIEW OF
MEDIUM BUSY TIME

d DEPENDS ON THE RADIO
THROUGHPUT

d EXAMPLES WITH AT100-BYTES PKT
d100 BYTES = 800 BITS
d ETHERNET TOMBPS: 800/10.105=80Us
d ETHERNET 1O00MBPS: 800/100.106=8Us
dWIFI 1TIMBPS: 800/10.106=72US
dWIFI 54MBPS: 800/54.10=14.8US
d 802.15.4 350KBPS: 800/250.103=3.2MS

dIF3.2MS IS ATO-METER BUS
d72Us IS A 20CM RULE!
d14.8US IS A4CM TOY CARI




PRINCIPLES

dIEEE 802.15.4 MAC

d TO/FROM COORDINATOR NODE
d PEER-TO-PEER

d THE COORDINATOR MODE DEFINES A
STAR TOLOPOGY AND SEVERALS MAC
MECHANISMS CAN BE USED: BEACON
AND NON-BEACON MODE, GTS,...

d PEER-TO-PEER DATA TRANSFER MODEL
ALLOWS ANY NODE TO COMMUNICATE
WITH OTHER NODES PROVIDED THAT
THEY ARE IN (RADIO) COMMUNICATION

RANGE. ONLY NON-BEACON UNSLOTTED
CSMA/CA IS USED.



SUPPORTED TOPOLOGIES

Star Topology Peer-to-Peer Topology
0 PAN
\O Coordinator
.
Coo'?(/i\i:ator @ Full Function Device
O O Reduced Function Device
<«<—> Communication Flow

Figure from IEEE document standard on 802.15.4

: First PAN Coordinator
:PAN Coordinators
:Device

Figure from IEEE document standard on 802.15.4



NON-BEACON UNSLOTTED
CSMA & CCA

Initially, the back-off exponent BE is set to macMinBE. Using the default value of 3 for
NE =0 macMinBE and assuming the channel is found to be free, the worst-case channel access time

BE = macMinBE
can be calculated as:
! InitialbackoffPeriod + CCA = (23 — 1) x aUnitBackoffPeriod + CCA
Delay for random =7 x 320 Hs + 128 Hs
(28E-1) u_nrt backoff
periods = 2.368 ms
v The CCA detection time is defined as 8 symbol periods.
aUnitBackoffPeriod is defined as 20 symbol periods.
Perform CCA 1 symbol period is equal to 16 ps. From Jennid
A
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UNSLOTTED CSMA/CA IN
IMAGE

d BE=MACMINBE=3; <MACMAXBE
dNB=0; <MACMAXCSMABACKOFF

H aUnitBackoffPeriod ) )
802.15.4 runs mainly in WSN

H CCA: RSSI < -95dBm? I Channel busy under the mesh topology where
multi-hop routing will forward
Di (2%-1).bp (25-1).bp data to a sink
@ JURETITET ORI
EBE=BE+1
D (255-1).bp v

Digi Xbee  MicaZ CC2420 TelosB CC2420
802.15.4




DIFFERENT FROM 802.11
CSMA/CA

1 Compared to IEEE 802.11, IEEE 802.15.4 always
implements a backoff timer prior to any transmission
and simply increases the backoff timer interval each
time the channel is found busy for the same packet,
without constantly checking the channel to know
when it is going back to idle.



REASONS?

1 simply increasing the backoff timer interval is less
energy consuming than determining the end of the
current transmission, especially if the transmission of
a packet can take a long time (802.15.4 usually runs
at 250kbps while 802.11 runs at 11Mbps and above).

J Another reason is because the node and traffic
density of IEEE 802.15.4 networks is expected to be
much smaller than those of WiFi networks.

1 802.15.4 for WSN mainly runs under mesh topology
(i.,e. P2P and without central coordinator) with a
shorter radio range (i.e. low transmit power),
therefore the spatial reuse is higher, contributing
again to decrease the traffic density at any given
point in the network.
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BEACON-ENABLED PAN

“THE STANDARD ALLOWS THE
OPTIONAL USE OF A SUPERFRAME
STRUCTURE. THE FORMAT OF THE
SUPERFRAME IS DEFINED BY THE
COORDINATOR.”

“THE SUPERFRAME IS BOUNDED
BY NETWORK BEACONS SENT BY
THE COORDINATOR (SEE FIGURE
4A) AND IS DIVIDED INTO 16
EQUALLY SIZED SLOTS.
OPTIONALLY, THE SUPERFRAME
CAN HAVE AN ACTIVE AND AN
INACTIVE PORTION (SEE FIGURE
4B).”

“THE BEACON FRAME IS
TRANSMITTED IN THE FIRST SLOT
OF EACH SUPERFRAME. IF A
COORDINATOR DOES NOT WISH TO
USE A SUPERFRAME STRUCTURE,
IT WILL TURN OFF THE BEACON
TRANSMISSIONS.”

Frame Beacons

Contentlon |
'Access Period = | |

/Frame Beacons\

b) | Active ;Pe'dei ' Inactive Period

time

Figure 4—Superframe structure without GTSs

Figure and text from IEEE document standard on 802.15.4



BEACONS-MODE AND CAP

d “THE BEACONS ARE USED TO
SYNCHRONIZE THE ATTACHED DEVICES”

d "BEACON-ENABLED PANS USE A
SLOTTED CSMA-CA CHANNEL ACCESS
MECHANISM, WHERE THE BACKOFF
SLOTS ARE ALIGNED WITH THE START OF
THE BEACON TRANSMISSION.”

d “ANY DEVICE WISHING TO COMMUNICATE
DURING THE CONTENTION ACCESS
PERIOD (CAP) BETWEEN TWO BEACONS
COMPETES WITH OTHER DEVICES USING
A SLOTTED CSMA-CA MECHANISM.”

Text from IEEE document standard on 802.15.4



No

Slotted?

No

BE = macMinBE
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Period Boundary
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CW=2, NB=NB+1,
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Failure

Slotted CSMA

In slotted CSMA-CA, two CCAs, each starting at
the beginning of a backoff period, have to be
performed

In slotted CSMA-CA., the backoff period boundarnes of every device in the PAN shall be aligned with the
superframe slot boundaries of the PAN coordinator, 1.e., the start of the first backoff period of each device 1s
aligned with the start of the beacon transmission. In slotted CSMA-CA, the MAC sublayer shall ensure that
the PHY commences all of its transmissions on the boundary of a backoff period. In unslotted CSMA-CA,
the backoff periods of one device are not related in time to the backoff periods of any other device in the

PAN.

No

Frame Beacons

a) Contention
Access Period
— time)
/Frame Beacons\
b) Actiye Perod Inactive Period
T time

Figure 4—Superframe structure without GTSs




HYBRID ACCESS

“FOR LOW-LATENCY APPLICATIONS OR APPLICATIONS
REQUIRING SPECIFIC DATA BANDWIDTH, THE PAN COORDINATOR
MAY DEDICATE PORTIONS OF THE ACTIVE SUPERFRAME TO THAT
APPLICATION. THESE PORTIONS ARE CALLED GUARANTEED TIME
SLOTS (GTSS).”

“THE GTSS FORM THE CONTENTION-FREE PERIOD (CFP), WHICH
ALWAYS APPEARS AT THE END OF THE ACTIVE SUPERFRAME
STARTING AT A SLOT BOUNDARY IMMEDIATELY FOLLOWING THE
CAP, AS SHOWN IN FIGURE 5.”

“ALL CONTENTION-BASED TRANSACTIONS IS COMPLETED
BEFORE THE CFP BEGINS. ALSO EACH DEVICE TRANSMITTING IN
A GTS ENSURES THAT ITS TRANSACTION IS COMPLETE BEFORE
THE TIME OF THE NEXT GTS OR THE END OF THE CFP.”

Frame Beacons
/ \, GTS mode needs a PAN coordinator which will

™ allocate up to 7 GTS slots in the frame. Nodes can

P :
Contention = Contention reserved a given number of GTS slots to send data

Access Period fee Perig to the PAN coordinator, which acts as the sink.

{
:

-n

time

Figure 5—Superframe structure with GTSs Figure and text from IEEE document standard on 802.15.4
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Q

SUPERFRAME DEFINITION

THE STRUCTURE OF THE SUPERFRAME IS DESCRIBED BY THE
VALUES OF macBeaconOrder AND macSuperframeOrder.

THE MAC PIB ATTRIBUTE macBeaconOrder , DESCRIBES THE
INTERVAL AT WHICH THE COORDINATOR SHALL TRANSMIT ITS
BEACON FRAMES. THE VALUE OF macBeaconOrder, BO , AND THE
BEACON INTERVAL, Bl, ARE RELATED AS FOLLOWS: FOR O=<BO <
14, Bl = aBaseSuperframeDuration * 2BC SYMBOLS.

PANS THAT DO NOT WISH TO USE THE SUPERFRAME STRUCTURE
(REFERRED TO AS A NON BEACON-ENABLED PAN) SHALL SET
BOTH macBeaconOrder AND macSuperframeOrder TO 15. TRANSMISSIONS
USE UNSLOTTED CSMA/CA AND GTSS SHALL NO BE
PERMITTED.

H CAP (032 —>i

GIS | GIS Inactive

lol1121314l5161718]9/[10l11]12]13]14]15

_ SD=aBaseSuperframeDuration*2°° symbols
(Active) -

Bl=aBaseSuperframeDuration*25° symbols

A

\ 4

Figure and text from IEEE document standard on 802.15.4



BEACON, DATA AND ACK
FRAME STRUCTURE

Octets: 2 1 4or10 235 M0 5 k m 2
MAC Frame | Sequence | Addressing Audiary | g herframe GTS ey
sublayer | Control | ~Number Fields oy | specificaion | Fields | ‘o s
MHR MAC Payload MFR
L Octets: 2 1 2
---------------------- 1 MAC Frame |Sequence| Fcs
PHY 1 i 7+(4t024) +k+m+ sublayer Control | Number
Octets: (see clause 6) : ( (o] ) m+n MHR MFR
T Octets: PHY dependent 1 5
PHY Preamble | Startof FTHTE Frame Length - (see clause 6)
layer | Sequence |  Defmiter —— PHY  [Preamble| oo | Fame
layer q Delimiter
i SHR PHR PHY Payload |
i SHR PHR PHY Payload
E (seeclause 6)+8+(4to24)+k+m+n (see clause 6) + 6
Figure 10—Schematic view of the beacon frame and the PHY packet Figure 12—Schematic view of the acknowledgment frame and the PHY packet
Octets: 2 1 4020 %90 2
Frame |Sequence| Addressing | Auxiiary
SUT,QS or Control | Number Fields Froaris FCS
MHR MAC Payload MFR
Octets: '::;‘t::::z')" 1 5+(4to34)+n
PHY Preamble | Start of If’rame Frame L
layer | S D Y
i SHR PHR PHY Payload
E (seeclause 6) +6 + (4 to 34) + n

Figure 11—Schematic view of the data frame and the PHY packet

Figure and text from IEEE document standard on 802.15.4




802.15.4 DATA FRAME

Octets: 2 41020 %3570 n 2

= Auxiliary
e e ] ree [ [N -
MAC Payload MFR
Octets: P('::ed;:f::;';t
PHY Preamble | Start of Fra
Iayer Sequence Delimigf
SH PHY Payload
(seeclause6) +6 + (4to 34) +n
Figure 11—Schematic view of the data frame and the PHY packet
Bits:

0—2 3 4 5 6 7-9 10-11 12-13 14-15
Frame Security | Frame Ack. PANID Reserved | Dest. Frame Source
Type Enabled | Pending | Request | Compression Addressing | Version | Addressing

Mode Mode




802.15.4 RELIABILITY

DATA FRAMES SENT IN UNICAST CAN

REQUIRED ACKS

dACKS MUST BE SENT 192US AFTER
FRAME RECEPTION (NO CSMA/CA)

d AT THE SENDER SIDE THERE ARE 3
RETRIES IF NO ACK HAVE BEEN

J

Octets: 2 1 41020 8. 10 2
Frame (Seq Addressing | Auxiliary
MAC Control | Number Fields Security Data Payload FCS
ublay Header
MHR MAC Payload MFR
Octets: __PHY dependent 1 5 + (410 34)
E ctets 1
Long Frame Ack Short Frame Ack T e e L amogy Sequente
i tets: PHY dependent
T LIFS T SIFS PHY  [Preamble] S@ror [ Fmm
ack ack —1  layer Sequence| peiimer | Reseed
| SHR PHR |  PHY Payload
( )
Figure 12—Schematic view of the acknowledgment frame and the PHY packet




802.15.4 MAC IS FAR FROM
PERFECT

d RADIO CIRCUITS, IF ALWAYS ON, CAN
CONSUME ALL THE BATTERY'’S
ENERGY

dWSN HAVE A VERY SPORADIC
BEHAVIOR: IDLE FOR A LONG PERIOD
OF TIME, THEN BURST OF DATA

d PASSIVE LISTENING, |I.LE. RECEIVING A
PACKET THAT IS NOT FOR YOU, CAN
CONSUMES AS MUCH AS ENERGY
THAN PACKET TRANSMISSION!




Duty-cycled MAC
based on CSMA(/CA), with optional
beacons



PRINCIPLES

0 ALTERNATE « LISTEN » AND « SLEEP » PERIODS. IN
« SLEEP » PERIOD, THE RADIO IS SHUT OFF TO SAVE

ENERGY

d NOTE: MOST OF DUTY-CYCLED MAC MEANS DUTY-
CYCLING THE RADIO MODULE, NOT THE MAC MODULE

d OPTIONAL BEACONS CAN BE USED AS A « PREAMBLE »
TO INFORM THE RECEIVER OF IMMINENT DATA PACKET
ARRIVAL. THIS PREAMBLE LENGTH SHOULD USUALLY BE
AT LEAST LONGER THAN THE SLEEP PERIOD (CF LPL)

listenInterval sleeplInterval

listen sleep listen sleep listen Radio module

cyclelLength=1listenInterval+sleepInterval
listenInterval=dutyCycle*cyclelLength -> cycleLength=listenInterval/dutyCycle
sleepInterval=listenInterval/dutyCycle-listenInterval

-> sleeplInterval=listenInterval* (1-dutyCycle) /dutyCycle



EXAMPLE WITH OPTIONAL
BEACONS

—
Network module
e Bt A L L A R L R R R A R R R R R RN >
If carrier sense == CLEAR, send beacons before DATA
CS remainingBeaconsToTx= (int)ceil (sleepInterval*beaconIntervalFraction/beaconTxTime) MAC module
------------ )

could improve the way
beacons are sent: back-to-

i i Radi dul
back, following a given adio module

SENDER
) —
- — >
1D gerdiize paxdwrntottratisteit/sleep pattern
== RECEIVER
listen sleep T lISTEN Radio module

If not in TX su>spend the duty-cycled behavior, cancel any pending CS MAC module
—————————————————————————————————— )
Network module
Therefore, extending the listen -

period to get the data.




MULTI-HOP IS CHALLENGING!

. /‘\i/‘
&
NG

sleep listen sleep

sleep listen sleep

listen sleep listen sleep

licten sleep listen sleep



Synchronized MAC:
SMAC, TMAC,...



S-MAC - SENSOR MAC

1 NODES PERIODICALLY SLEEP SUCH
AS DUTY-CYCLED APPROACH

d PROPOSES A SYNCHRONIZATION

MECHANISMS BETWEEN
NEIGHBORING NODES TO LEVERAGE

THE ISSUES RELATED TO
UNSYNCHRONOUS DUTY-CYCLED
APPROACHES

d SYNCHRONIZATION ISSUES CAN
BECOME TOUGH, NODES CAN BE
SYNCHRONIZED TO 2 MASTERS




Listen/Sleep Schedule Assignment

Choosing Schedule (1)

Listen
A i ' Sl
Listen for SYNC Go to sleep after time t eep
|
|
I
Broadcasts .
|
|
I
Listen :
B A 4
I t, I Go to sleep after time t-|t; Sleep

Broadcasts

v

v

Synchronizer

Listen for a mount of time
If hear no SYNC, select its
own SYNC

Broadcasts its SYNC
immediately

Follower

Listen for a mount of time
Hear SYNC from A, follow
A's SYNC

Rebroadcasts SYNC after
random delay t,

42



Listen/Sleep Schedule Assignment

Choosing Schedule (2)

Listen
Listen for SYNC Go to sleep after time t1 Sleep
Broadcasts _
Listen

v

ty X Sleep
Broadcasts \

Only need to broadcaét once

Listen

Listen for SYNC||| Go to sleep after time t2 Sleep




T-MAC - TIMEOUT MAC

d TRANSMIT ALL MESSAGES IN BURSTS
OF VARIABLE LENGTH AND SLEEP
BETWEEN BURSTS

d SYNCHRONIZATION SIMILAR TO S-
MAC BUT REDUCES THE LISTENING
PERIOD IF NO ACTIVITY IS DETECTED

omat T LT LT LTTLTT oma D LT LT LTTLTT
i I N B B

sleep state TA sleeptime

swe T il T U1 wwe 1| moomr




Low Power Listening MAC.:
LPL, BMAC, XMAGC, ...



PRINCIPLES

d LOwW POWER LISTENING USUALLY
REFERS TO THE USAGE OF A
PREAMBLE TO ANNOUNCE AN
IMMINENT DATA PACKET

d CAN BE SIMILAR TO DUTY-CYCLED
WITH BEACON PACKET, BUT STRICTLY
SPEAKING, LPL NEEDS RADIO
CAPABILITIES TO LISTEN FOR THE

PREAMBLE WITH A LOWER ENERGY
CONSUMPTION

U NEED TO DISTINGUISH PREAMBLE
FROM NOISE FLOOR



LPL ILLUSTRATED

Time

‘gﬂ Time

gg Time

From R. Kuntz



B-MAC

* Berkeley-MAC, based on LPL
* Improved LPL with Clear Channel Assessment

 Measures the SNR by taking a moving average when there seems to
be no traffic

* Reduces the number of false negative

 Known problems - ——=
A Time
 Long preamples are 1

constly for the sender

Time

* High cost of collisions

due to long preamples ,E.’l“ L [ [& .

e Still the overhearing
problem



Overhearing avoidance

Destination Header

Recipient

Meighbor

JInclude destination address in short preambles

JNon-receiver avoids overhearing



Early ACK

Destination Header
I

7] 71 Fd FA 1
P
Sender _

AC

K
Neighbor '

Receiver acknowledges preamble = Sender
I stops sending preamble




LOT'S OF VARIANTS!!

Tx
t
|_| Rx
Rx -

t
Owerhearing |—| R -
t

2.Short P
Dest In
Owverhearing

3.Short Preambles

Data Tx Start
Tx
t

il ] L .
Overhearing |_| |_| -

4.Short Preambles
S LRI
Tx =
ACK t
Rx
Rx -
t
Overhearing -
t
5.5hort Preambles
Tx -
ACK t
Rx

o |1 =
- T m

ITransmitting |:|Rec&iving |:| Idle Listening Sleeping




LOT'S OF VARIANTS, CON’T

d PACKET-DEPENDENT BEHAVIOR

Jd DUTY-CYCLE LENGTH ADAPTATION
J BASED ON TRAFFIC LOAD
1 BASED ON TOPOLOGY INFORMATION

J ADAPTED FOR BROADCAST TRAFFIC
d HASH OF DATA IN SHORT PACKETS
J IDENTIFY « BEST » RECEIVER FOR EARLY
ACK
d COMBINED WITH SYNCHRONIZED
APPROACHES




