.

nges of the.

ware, radios, clouds, protocols, 2

-

TotalEnergies

fggégﬁggr loT Capsule 2026

£ Horizon 2020 P [D FRAQ DE RECHIERCHE A@
n uropean I European Union funding B )
PrOf. Congduc Pham Commission for Research & Innovation . > N THE MEDITERRANEAN ARE/ J anr
http://www.univ-pau.fr/~cpham . 2 2 T’F.z; Tntal )
Université de Pau, France NRZIUETC) o 1N1cl- RESICD
loT —from idea toreality  paying for the next 10 years ~ Advanced and disruptive 10T/Al technologies targeting Wireless Sensors Made Simple

Congduc.Pham@univ-pau.fr ] , L . . .
9 @univ-p WWNRAZt D) of innovation in loT and Al the smallholder community for increased resilience for agroecology & sustainable agriculture
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Googling for

[ ] [ ] G internet of things - Google St X -+ v

< > C 2 google.com/search?sca_esv=879ff1ce65093d89&rlz=1C5CHFA_enFR778FR778&sxsrf=AE3TifO5a_vllh40AS9_aDHxC.. & ¥ n) e Relaunch to update

g @ New Tab

Google internet of things X & & Qq
Al Images Videos News Shortvideos Forums Web More ~ Tools ~ R Saves

Technology . ot applications usnemlaim . lotsecurity >

PO -
il lot market size .|‘,( Machine learning lot platform 2 Devices ﬂ lot definition l Artificial intelligence ﬁ lot devices
v %

//a{!@ 3@1‘ el 1

The effect of the Internet of

e 2 et o s
g =) (=} Things on Sustainability

 loT For All — CloudBlue @ Globaisign  UNSW Online & Network Insight IoT Analytics © U-M Ross Business + Tech - University of.

‘What is the Internet of Things... What is the Internet of Things (loT ... Internet of Things: What is it & ho... What Is the Internet of Things (loT ... Internet of Things Access Technologies Internet of Things on Sustainability Tech 101: Internet of Things - U-M Ro...

— =1

i;;w:;,,\"‘ ‘Gﬁ J, A » = Wil &

10T Analytics I MRO Electric © TecAdmin <@ CyverdB & Mouser Electronics T The New Stack 8 Automation Community
emerging loT trends driving market growth The Internet of Things - MRO Electric Blog  What is I0T? Benefits and Challenges. AP Integration: Advanced Management Mouser Electronics What Does it Mean to be "On. Internet of Things (IoT

The Internet of Things

THE INTERNET OF THINGS =@
pice ‘ o

]
@i
© Mesh-net.co.uk @suitin @ Akenza ®i-scoop 7 Totalphase 1 loT For Al & Amorserv
What is the Internet of Things (1o ... 24 IoT Devices Connecting the World .. What is loT in simple words? - akenza ... Exploring the Intemet of Things: A ... Internet of Things (1oT) and Big Dat. How Does the Intenet of Things Wor...  What s The Internet of...

Related searches An Introduction to Key Aspects of Internet of Things (1oT)

INTERNET @  internet of things examples

*
OF THINGS e

‘ ? ; @k contoh internet of things
- =

s

Internet of Things »

...shows communicating objects/devices

TotalEnergies
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2026: A very mature ecosystem!

BUTTON

-®

THERMOMETER

MOVEMENT
DETECTOR

MICRO USB PORT

thor charge)

TotalEnergies
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10T ANALYTICS

The top 10 loT use cases

Your Global loT Market Research Partner

N=2,089 loT projects

Use case Type  Global adoption: 2021 vs. Q1 2024 Outlook?
1 Process automation so EEL 58% @
2 Quality control and management SO 30% 55% @
3 Energy monitoring so — 55% @
4 Real-time inventory management SO 19% 54% @
5 Supply chain track and trace SsC 26% 54% @
6 Operations planning and scheduling SO 21% 53% @
7 On-site facility track and trace SSC ﬂ 50% @

. 8 Asset performance optimization SO ‘3]%_ 48% @
9 Remote asset monitoring so ‘34% 48% @
2

[
o

Location tracking

of 27 use cases analyzed in total

31%
cp == 5%

For
Source: T,

SO = Smart operations
$5C = Smart supply chain
P = Connected products

I 2021
M Q1/2024

Expected &) No meaningful change
investment Q) +1% to +5%
next 12 months {3 >+5%

&%

Uttrasonic fil level sensor
10+ years battery life
1P 66, [-40°, +85°)




Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Quick definitions of loT
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® Some definitions

@ |oT is about making ordinary objects “smart” by giving them the ability to
sense, communicate, and act via the internet [ChatGPT]

@ |oT refers to any system of physical devices that receive and transfer data
over wireless networks with limited human intervention [RedHat]

® Internet of things (l1oT) refers to devices with sensors, processing ability,
software, and other technologies that connect and exchange data with

Implementing loT can be considered

as deploying a whole ecosystem

@® The Internet of things (loT) refers to devices with embedded sensors,

processing ability, software and other technologies that allows to connect
and exchange data withl other devices and systemsjover the internet or

other communications networks [EU Commission]
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loT teaser & tutorial videos! TbaEnargs

simplilearn

10T

TUTORIAL

edurekal

Accelerator

Intel loT - What Does The Internet of Things Mean?

591 kvues +ilya8ans

@ Intel @

Fun, animated video answers: What does the Internet of Things mean? The Internet of Things (IoT) is an evolution of mobile, home ...

- Intro | What is |oT | Transform our lives | Big picture | Example | Big Possibilities | Intelligent Traffic ... 9 chapitres

IOT Tutorial | 10T Tutorial For Beginners | IOT - Internet Of Things | 10T Course |
Simplilearn

25kvues +ilya1an

“ Simplilearn @

This loT tutorial video introduces you to loT Technology and how it is revolutionizing the world today. Internet of things or loT ...

Internet of Things (IoT) | What is loT | How it Works | loT Explained | Edureka

2,1Mdevues *ilya4ans

@ edureka! @

Subscribe to our channel to get video updates. Hit the subscribe button above. #Edureka #EdurekaloT #InternetOfThings ...

Sous-titres

A\ 4 |
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Example: the smart light bulb ptneges

Accelerator

® Smart light bulbs are becoming very popular: ease of installation,
centralized control, many configurations are possible, e.g.
dimmable, scheduling & timers, integration with voice control, ...

Device Cloud

tapo "
N a

Smart Light Bulb
(Master)

Smartphone

What's Inside a Smart Bulb? | SYSKA LED Teardown & Full Breakdown!
https://www.youtube.com/watch?v=PvH3tj4_kWo 6



https://www.youtube.com/watch?v=PvH3tj4_kWo

-

Example: the smart light bulb s

Accelerator

Implementing loT can be considered

as deploying a whole ecosystem

Q: What is the ecasvs!:em here?

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

What's Inside a Smart Bulb? | SYSKA LED Teardown & Full Breakdown!
https://www.youtube.com/watch?v=PvH3tj4_kWo 7
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More advanced loT= —

TotalEnergies
Innovation

interactions with physical world!

% 10T ANALYTICS

The top 10 IoT use cases

v
Use case Type Global adoption' 2021 vs. Q1 2024 Outlook? E o
1 process automation 0 L e 515 In Im

12
2 Quality control and management 50 s 5% [2)
3 Energy monitoring o L e 5% 2]
4 Real-time inventory management s0 [ —— 1)) m
5 Supply chain track and trace ssc [ SaS—S——m [2)
6 Operations planning and scheduling so [ —— =) '
7 On-site facility track and trace ssc 2 e 0% =)
8 Asset performance optimization s0 s 2 =)
9 Remote asset monitoring s0 [ EL 2]
10  Location tracking P [ EEDW 2] &

Q: Interactions? How?

Ultrasonic fill level sensor
10+ years battery life
IP 66, [-40°, +85°]
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Interaction? With sensors!

-

TotalEnergies
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Ultrasonic fill level sensor
10+ years battery life
IP 66, [-40°, +85°]
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Interaction: active or passive sensors? me«-

Accelerator

® Powering sensors may be impossible in some cases
@® Radio-Frequency ldentification (RFID)

® Near Field Contact (NFC) 2 E

e

®© Even printed QR code on stickers! {8435

GERRY WEBER

.34 7,
e, ”/47

.

10
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Interaction: active or passive sensors? me«-

Accelerator

® Powering sensors may be impossible in some cases
@® Radio-Frequency ldentification (RFID)
® Near Field Contact (NFC)
@® Even printed QR code on stickers! e

11
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loT? What for? A simple example...  moo

Accelerator

ALL EQUIPMENTS ARE
TRACKED (AVAILABILITY,
LOCATION, SPEED)

OPTIMIZE HOW THEY
WORK ALTOGETHER: E.G.

NNNNNN HARVEST IN LESS TIME!
OPTIMIZATION GIVE TIME
TO HELP NEIGHBOR
FARMS AS WELL!

Soil
Monitoring

5 | /&arf Farm

Connected
Agriculture
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loT, a hew concept? e

~1850: The term telemetry (Greek: tele =
remote, metron = measure) emerged:
telegraphs sending weather/river level
data over wires, remote monitoring of
electrical power networks. This was the
first step — collecting data at one place
and transmitting it to another.

Accelerator

1970s-1990s: Shift from analog to digital electronics and computers: industrial
plants, oil & gas, weather stations, military. SCADA systems (Supervisory
Control and Data Acquisition) connected sensors, machines, and computers.
Early “machine-to-machine” (M2M) communication — precursor to loT

A large majority of loT are basically
modern telemetry at massive scale!

_I

1920s: Wireless radio telemetry enabled
monitoring from far away (e.g. aircraft).

1950s—60s: NASA and space agencies
monitor spacecraft (temperature, pressure,
velocity) from Earth. = Large-scale
remote monitoring & control — a concept

central to loT.

I >
2010s-present: Explosion of cheap sensors,
microcontrollers, Wi-Fi, Bluetooth, LPWAN
(LoRa, NB-IoT). Devices became small, low-

power, affordable

1990s-2000s: Telemetry started using cellular
networks (GSM, GPRS, 3G) for remote
monitoring (e.g., vehicle tracking, utility
meters). Devices began sending data not only

to control centers but also to the internet/cloud 3



Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

-
loT, a new concept? o

Accelerator

~1850: The term telemetry (Greek: tele =
remote, metron = measure) emerged:
telegraphs sending weather/river level
data over wires, re

electrical power nef (O ) IS4 [< evqutlon of telemetry

first step — collecti

il from specialized, limited
systems into a global, everyday o chea sensors
network of smart, connected ks
devices!

JIUS—-0US. NASA dlld SpdCe dJe GTCs
monitor spacecraft (temperature, pressure, networks (GSM GPRS, 3G) for remote
velocity) from Earth. = Large-scale monitoring (e.g., vehicle tracking, utility

central to loT. to control centers but also to the internet/cloud "

1970s-1990s: Shift from analog to digital electronics and computers: industrial

plants oil &gas weather statlons m|I|tary SCADA systems (Supervisory
[ )] A hinae and ~nn

are basically
assive scale!

1920s: Wi
monitoring

llular
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loT ? Simple telemetry?

Innovation
Accelerator

Internet of Things (IoT) | What is loT | How it Works | loT Explained | Edureka

INTERNET OF THINGS ™ [ instrives
I OT 3 @ edureka! @

&\ Subscribe to our channel to get video updates. Hit the subscribe button above. #Edureka #EdurekaloT #InternetOfThings ...
N\
SN

edurekal

The air conditioner unit can
communicate whether its
compressor is running
smooth or shows some sign
of failure.

J

)
fl

[l

\
|
|

Is it loT or Telemetry?
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loT for Smart Metering - Telemetry? = woe

Accelerator
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5 Feb 2024
oo IOT ANALYTICS Your Global loT Market Research Partner

S
Global smart electricity meter adoption 2024

Adoption* in %
|:| Not tracked

0%—10%
11%—20%
21%—30%
31%—40%
41%—50%
51%—60%
61%—70%
71%—80%
81%—90%
91%—100%

* =Smart meter adoption (as of Q4 2023) = The share of smart (AMI) electricity meters installed as a share of the total number of metering points that includes residential, commercial, and industrial segments.
Source: loT Analytics Research 2024 — Global Smart Meter Market Tracker 2020-2030. We welcome the republishing of images but ask for source citation with a link to the original post or company website.

16
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loT for Smart Agriculture - Going [OT! e

Accelerator

Soil Monitoring

MORE
TELEMETRY
ORIENTED

Connected
Agriculture

TO REALLY TRUE IOT! §
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0T in industry e
Industry 4.0

Innovation
Accelerator

®© Smart logistics
management, remote
management, tracking Industrial Internet of Things

@® Connectivity to back-end
system, integration of Processing : C ivi
sZnart tools,g Tools e Analytics - ODOCTVILY

. =\m=
Interoperability Q y User

@ Data analysis, Supply Machines i-li"l

Chain Optimization, & Sensors
Jﬁlalg(’l 1](1

Predictive maintenance
- N

@® Continuous process
improvement, Process
automation, Process
optimization

@ Infrastructure monitoring,
Security & Safety

19
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I OT I n I n d u St ry TotalEnergies
/ n d u S t Google iot application in industry

www.youtube.com » watch

How loT works and manufacturing | loT applications in ...

Innovation
Accelerator

@ Infrastructu
Security &

® Continuous
www.youtube.com » watch

Im p roveme Industrial loT (lloT) Explained: Unlocking Smart Industry
a u .t O m a.t | O n N o Explore the I.ndust.rial Interet fs (Io d its ip

not all examples are

www.youtube.com » watch
Applications of Industrial lIoT - Industrial 4.0

The Internet of Things involves adding digital sensors and networking
technologies to the devices and systems that we use every day in the ...

Ginee? Comments - What is Industrial loT| lloT in manufacturing and its

[ 1 o a
= e fgﬂ applications| Industrial Internet of things - Securing Your loT Devices -...
jii % 1o works and

5 Ltmpsammia | YouTube - STABILITY - 5 Nov 2020

Things

Alerts

manageme
® Connectivit
system, inte
smart tools,

YouTube - MOKOSMART - 25 May 2022

www.youtube.com » watch
Applications of Industrial lIoT - Industrial 4.0

Welcome to the Industrial 4.0 ( https://www.biz4intellia.com/industrial-iot/ )
powered by the Internet of Things (loT) technology.

YouTube - Biz4Intellia Inc. - 8 Feb 2019

Chain Opti
Predictive maintenance

20
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loT: All communicating objects?

Innovation
Accelerator

Ultrasonic fill level sensor
10+ years battery life
IP 66, [-40°, +85°]

21
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loT: Always complex interactions?

Innovation
Accelerator

From https://youtu.be/ccM8RLLKasw 22



https://youtu.be/ccM8RLLKasw

. e
loT: Let's be creative! rttinrgs
Q: How bto enable muv\i.cipaxt street
sweepers to report illegal dumgiv\g ;
leaking pipes and emergenciest

Report
Emergency

Pipes and

Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

"smartphone”
Hum, they only

have 2 hands o ITU Telecom World 2018
Phathwa Senene at MTN booth 23
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Home/Consumer loT products ToErergies

Accelerator

Poids (kg) Ry
TAEKWONDO
79,6kg >
"
/ . ¥
/ Q
P N NOUVEAU TRAV..
/ \\ 72,2 kg >

N\
/ \\

N

-_—TT g 4 ; =
% ” > .
S 22 -
O = =|-=-
= g " -y
\\
\ : ’ g L =
3 =

Pictures from WiThing, https://www.withings.com/eu/fr/products/body 24
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Local interaction is possible...

-

TotalEnergies

Innovation
Accelerator

25
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...but l1oT added-values come from
interactions & linked datal lnovaten,

4World's Air Pollution: Real-time Air Quality Index

01010100101010101010101000010101110010100101
010101001010100101010101
010101010101001010100~

Arrondissement de Pau, FR

010101001010101010104. o ~9°C
010101001010100101010101 .
0101010101010010101001001
010101"00"2 Feels like 9°C. Overcast clouds. Light air
F15MSNNE @ 1006hPa
Humidiy: 61%  Dew point: 2°C
Visiilty: 10.0km

No precipitation within an hour

Hourly forecast 8-day forecast
"3 sarens 2 e

Sun, Feb 26 s/0c

— —  Menfex # oo

Ma météo de I'électricité pour une
consommation plus responsable

owate @ B

Je sais en temps réel
. si la consommation

d'électricité est trop

élevée dans ma région

Ultrasonic fill level sensor
10+ years battery life
1P 66, [40°, +857)
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Clouds for loT oo

Accelerator

[JThingSpeak™ channels -  Apps~  Community  Support - Commercial Use  HowtoBuy  Account~ Sig]
i b
Firebase
Sensor3 Temp LM35DZ Sensor3 Temp TMP36

Axeda &g j\_5wN~wJ_r—J
Connect things. .

[ ] ThingSpeak G) crove e
-
(D SensorCloud —
@pPenRemoate Al !

Fleld Label 2

Field Label 1

L

. n
A Y 6 M 03:00 0600 90
' Tempo o o
Fleld 5 Chart 2o/ x Fleld 6 Chart 2 o/ x
e e
b u o “ fwmor |> EEEEEE T

Fleld Label 3
Fleld Label 4

& m www grovestreams.com, ervationStudio.htmi?org €802-5d. C ligue aquitaine tir 33 2 3 = Sensor3 Temp SHT10 Sensor3 Humidity SHT10
(80 Les phs visnés = Débuteravec ive... 3 Al ume - s s
) Grove . 2 \M § //’//\/\_/
e Ao - ©s) © @ 3 In
‘Observation Studio “« - sensoré - sensord ' -
O Components Dashboards koo - = o .
‘Components. 8o o D *rone* > From: 2015-12-14 % 20:26:12 ¥ To: 2015-12-14 % 22:26:04 v 4 » M Compae Date Date
# ) Components. tomp
0 seers AdDE Oa O osee
— Pow  Tme~ Vo
40 o | @ zanm B
- 2 @ 2B0m 5w Web Cluster (2
3 @ 2a340 x5
+ @ 2unw 58
s @ 2isamm 59
5 @ 2w na
7 @ 2o na
s @ zonm 294
s @ wsnsm na
0 @ s 2%
11 @ ast20s %
2 @ nonws a9
13 @ 214517126 nu Rt
4 @ 207 2% v
Quick View ¥ix
temp 25.87
Last updated 22:27:57 (3m 595 390) nars
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Sense, Monitor, Optimize & Control o=

Accelerator

S Firebase (CAd
AX e da i(ﬁdge"

J - 10 your FREE dasht
G FREE Dashbow... No wbrcription regived!
—— =
»-m- - —
_= onitoring

APPLICATION DOMAINS

28
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http://www.u

e
WHAT DID WE LEARN? QUESTIONS? -

Accelerator

@ |OT IS THE EVOLUTION OF TELEMETRY

@ [OT=INTERACTIONS WITH PHYSICAL WORLD

@ INTERACTION - WITH PHYSICAL SENSORS!

@ |OT ADDED-VALUES COME FROM CLOUD DATA
@ CLOUD DATA ALLOW FOR DATA CORRELATION

29
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. . [ ] = .
Typical IoT device 4= ok
Accelerator
@ |oT device can be viewed as
a simple Embedded System T
@® Designed for a single, specific
task
Physical Sensor \
Memory
I0 Controller B Radio
| | |
Power unit
Q: uprocessor vs ucontroller?



) =4
Microprocessors & Microcontrollers

Innovation
Accelerator

® A microprocessor unit (MPU) is a processor on one silicon chip

® A microcontroller unit (MCU) is a microprocessor with some
added circuitry on one silicon chip

@® Most loT devices are based on microcontrollers

Data bus
CPU | RAM | ROM
Serial
General /o
' Purpose RAM ROM port Timer COM VS
Microprocessor port
I/o Serial
o) ort Timer | COM
P port
Address bus
(Single chip)

From "An Embedded System Overview" by Dr. Eng. Amr T. Abdel-Hamid
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From pcontroller to pcontroller board -

Accelerator

® A pcontroller (MCU) can be standalone

CPU| RAM |ROM

/o Serial
Timer | COM
port ot

(Single chip)

@ But, it is usually mounted on
a board with additional
electronics parts

Programming
Header

N
@®© Leds, Voltage regulators ~ .i\\‘"Q (o)
% Al~a2 A3
@® Easy access to pins Q00000 000600

® Reset button 3.3V regulated Raw input voltage
voltage

® Serial-USB interface 33
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Interacting with the real world?

@ Taking the simple analog sensors example

-

TotalEnergies

Innovation
Accelerator

® Analog sensors provides a voltage output that varies according
to a physical parameter, e.g. temperature, humidity,

luminosity,...

LM35DZ TO-92
PINOUT DIAGRAM

Vee

Analog OUT *
10mV=1°C

|—> <—GND

DMM READOUT (mV)

DMM READOUT vs. TEMPERATURE (10mV/°C SCALE)

1500
1250
1000

g &

250

250
500
-750

-50

-25

0

25 50 75
TEMPERATURE (°C)

100 125 150

34



Digitalizing the physical world! e
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LM35DZ TO-92
PINOUT DIAGRAM

DMM READOUT vs. TEMPERATURE (10mV/°C SCALE)

Vee

N o N 3 N D
g8 8 & 8 8 8

Analog OUT * 7
10mv=1°C

. z 0

> S 280

> g . 500

\:\/ r > -750
5 p ‘ G N D 50 25 0

Microcontrollers have Analog/Digital (A/D) converter to map a voltage to a numerical value. A/D
with 10-bit resolution give numerical values in [0, 21%-1] = [0, 1023]

ATURE (°C)

Vcc usually refers to the operating voltage of a given microcontroller. Vcc is typically 3.3V.
If 0=0V and 1023=3300mV then 3300mV/1024=3.22mV is the granularity of the measure

Reading a digital value of 100 means 100*3.22mV=322mV
If the sensor output is 10mV/1°C then the physical temperature is 322mV/10mV=32.2°C

L
JJ
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Arduino's success story
starting in 2005

WHAT IS ARDUINO?

Arduino is an open-source electronics
platform based on easy-to-use hardware
and software. It's intended for anyone

making interactive projects.

ARDUINO

ARDUINO BOARD

Arduino senses the environment by
receiving inputs from many sensors, and
affects its surroundings by controlling

lights, motors, and other actuators.

-

TotalEnergies

Innovation
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void setup () {

}

void loop () {
1

ARDUINO SOFTWARE

You can tell your Arduino what to do by
writing code in the Arduino programming
language and using the Arduino

development environment.

36



20 years later: the incredibly large e

TotalEnergies

microcontroller board ecosystem!

Accelerator
STM32 Nucleo 32

ARDUINO

20 000

€
8
¢ § Adafruit Feather
5 § I LFsedecooecdbopcod
S UG P
oo | h
o E ls.'; I
: |
I I
: ePulse Feather Low Power ESP32 FeatherS3 — ESP32-S3 I

ndl ¥ Arduino Nicla ¥ RP2040 DFRobot
XIAO SAMD21 Sense ME 2610 Beetle QT Py ESP32-C3 37
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Major MCUs e

TotalEnergies

Innovation

m a. n LI faCt U re I'S Accelerator

© STMicroelectronics — STM32 series
@© Widely used in loT sensors, wearables, and industrial devices

© Espressif Systems — ESP8266, ESP32
@© Extremely popular for Wi-Fi + Bluetooth

® Renesas Electronics — RX, RA, RL78 series
@ Big in automotive 0T, industrial, and healthcare devices

® Nordic Semiconductor —nRF51, nRF52, nRF53 (BLE)
© Dominates wearables and wireless 10T sensors

@ Silicon Labs — EFM32 (Gecko), Wireless Gecko (BLE, Zigbee, Thread)

@ Used in smart home, energy management, medical devices 38
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. e
Enabling Do-It-Yourself |oT! rtnares

Accelerator

@® Simple integration of off-the-shelves components
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L ow-cost soil

SENO0308
capacitive sensor

moisture device

Watermark WM200
Water tension sensor

\

-

TotalEnergies

Innovation

P RI M A Accelerator

f IN THE MEDITERRANEAN AREA

E‘g Intel-

This project is part of the PRIMA
Programme supported by the
European Union
-
.
E 1 E
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Piloting in Algeria & Morocco

]

SEN0308 Watermark WM200
capacitive sensor - Water tension sensor

“

ADDITIONAL DEPLOYMENT IN GREECE,
PANAMA, LAOS, THAILAND, TUNISIA

-

TotalEnergies

Innovation
Accelerator
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FRANCE DE RECHERCHE

anr’

@ Use the same approach of cost-
efficiency and out-of-the-box
deployment, expanding the sensor
ecosystem

@ Complementarity & Adaptability: high-
end, low-end, innovative, ...

@ Target Agroecology, Nature-Based
Solutions & sustainable agriculture
practices

@ With the objective to better Qualify &
Quantify the impact of these new
practices

® More data = more correlation in
agroecological system




AgriFutur

— ... More Advanced Sensing Systems?
dall

© 2 WATERMARK 6 TEMPERATURE AIR
r SENSORS SENSORS TEMP/HUM
T e T

ESP3253 32-

up to 240 MHz

bit, dual-core,

XIAO
ESP32S3
Sense
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Image Sensor? Quite a challenge!

A
- : .
EMBEDDED IMA EANALYISIS €

Agriculture wildlife
Agroecology

Environment
® Low Power Surveillance

N

© Plug-and-Sense, out-of-the-box =« w

\N

© Embedded Al processing

i ]

@®@ Versatile Al learning framework
@® Application-specific Al models
® Robust image encoding against losses
® Long-range radio transmissions

@© Efficient usage of radio resources



Proof-of-concept: LORACAM-AI

\ PROGRAMME
FRANCE DE RECHERCHE

anre

UPDATED VERSION IN 2025 FOR THE PEPR AGRIFUTUR PROJECT

Wireless Sensors Made Simple
for ogroecology & sustoinable ogriculture

Powered by echackogies drvekoped i 5 [0

OFF |ON id:

LoRaCAM-AI-STATS-2EAA

LORaCAM-AI-STATS-2EAA/numbe.
41pkt
Yesterday

1380 bytes

-:,..., - e ez
LOW-POWER:=y

W0 hapy

_DEEP SLEEP

o 2 L ;r\s\»\,,‘
SHAT

omAZ

AT

LORACAM-AISTATS 2EAA/si.
LoRaCAM-AI-STATS 2EAA/L
Veasiey 0.25 min-sec

LORaCAM-AI-STATS 2EAA/Numinosity
Yesterday

=V

g

loracam_ai_dev_2daa
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WHAT DID WE LEARN? QUESTIONS?

®© NO IOT WITHOUT MICROCONTROLLERS!

® VERY POWERFULL MICROCONTROLLERS ARE AVAILABLE
© ENABLING DIY IOT FOR MAKERS & HOBBYIST & RESEARCH
© SUFFICIENTLY POWERFUL FOR EMBEDDED Al'!

®© MATURE ECOSYSTEM - INNOVATIONS EVERY DAY'!
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-

You said loT? OK, how to collect data? ===

Accelerator

MONITORING

I0 Controller

| | |

Power unit

Microcontroller
47
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Wireless (radio) transmission basics

TotalEnergies
Innovation
rator

(b) Frequency-shift

Q: Can we have Gbps . wirele

keying

55¢ .
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Low-power & long-range radios

Innovation
Accelerator
Comparison of Wireless Technologies Energy
High
= : WiFi .~ Energy-Range
= VHT 802.11 .
8 @@ L. e L _.dilemma
Q s ,
S | e - Long-range: 5-30kms
£ Medium . Low-power: 15-40mA
v .
S IS
T
c
@
Low

Medium

Range Capability
49
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e

Energy consumption comparison e

Accelerator

Comparison of Wireless Technologies Energy

A
. 1 Lo Power
- u Energy- ange “- ZI g Bee
' ....dilemma
'm = Long-range: 5-30kms
L Low-power: 15-40mA O: 300m O: 90m Same as
I 30m I: 30m 2G/13G

ZigBee
802 15.4
i WPAN
i 802.15.3

—
Short Medium Long Lo Ra
S

Range Capability y/ery |ow throughput!

Bandwidth Capability
2
3

18mA 18mA-40mA

Low

2.3mA 3.5mA NC 0.003mA 0.001mA

IS
@®©
<
Q.
(&)
!
=
=
>
®
&

+
+

TX power: 500mA. Mean consumption: (4sx500+3596sx0.005)/3600=0.56mA

JDdDVING

In most cellular networks, the device

2500/0.56=4464h = 186 days = 6 months & is still maintaining communication
2500mA with BS even if it is inactive

TX power: 40mA. Mean consumption: (4sx40+3596sx0.005)/3600=0.049mA

Most LPWAN does not need to
maintain connection if not in used

50

2500/0.049=51020h = 2125 days ~6y. ©
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1st challenge: signal attenuation rtanere

Accelerator

25mW

Attenuation limits the range!
by

P =—
2?27 @

»
|

Depends mainly on distance, with :
= P, =transmitted power
= P,=received power
= d =distance between antennas
= afrom2to4

https://vexlio.com/math-equation-writer/
51
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Attenuation for wireless signals

Innovation
Accelerator

® For an ideal antenna (theoretic)

P, (4nd)* |(4rnfd)?

P\ c?

_ Only f and d are variables!
= P, =transmitted power

= P.=received power

= P,/P,ishighwhen P, is small — high attenuation
= d =distance between antennas

= ¢ =light speed in space 3.108m/s

= A= wave length of the signal=c/f

= Higher frequencies f means higher attenuation! o

52
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Attenuation, values in watts T

Accelerator

® Free Space Path Loss model
P, (4nd)* (4w fd)?

25mW P X 2

Pt c? _ 0.025 X 3000000002

rT Grra? P = (12.56 x 2.4 x 10%(Hz)x 1(m))2 ~0.0025mW at 1m

(0.0000025W)
[ | [ |
. >
16 Destance im
0.0025mW 0.00062mW 0.0000099526mW
x10,000 smaller! x39,810 smaller! x2,511,886 smaller!

53
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Link budget in wireless system - (simplifigefy

Pprx=Prx+ Grx — Lrx —Lgs — Ly + Grx — Lgx

Adapted from Peter R. Egli, INDIGOO.COM

Accelerator

Py = Received power (d Bm)

Pyy = Sender output power (dBm)

Gry = Sender antenna gain (dBi)

Ly = Sender losses (connectors etc. ) (dB)
Lgg = Free space loss (dB)

Ly = Misc. losses (multipathetc. ){dB)
Gy = Receiver antenna gain (dBi)

A Gy Lyx N Lyy = Receiver losses (connectors etc. ) (dB)
: . Spx = Receiver sensitivity (d Bm)
7\ EX: 26mW =
P | / \
I \
I |
| = | __ Transmission
I Path
1 P
\ I
\ ]
\ /' Oy  lm Gain
N _ L. | T
At 1m: 0.002 | muit I
Receiver sensitivity 1s a measure
of how well the receiver
At 1000m ? performs. It is the power of the
SR : weakest signal the receiver can

How Low can vou go?

detect
54
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Attenuation, in decibel (dB) Ttainerges

Accelerator

@® Since attenuation is high, received power P, is very small compared
to transmitted power P, : from 25mW to 0.0025mW

@ Decibel uses logarithmic scale to express attenuation in a more
"simple" way: P,/P,=1098/10
® An attenuation of 40dB means P,/P.= 104919 =10,000

@® To simplify even more it would be great to easily add or substract
transmitted power with attenuation=25mW — 40dB?

© We need to also express transmitted power in logarithmic scale. We
use dBm to express power relatively to 1mW

® P(mW) = 10d8m/10
® A transmit power of 14dBm means P,= 101410 ~ 25mW

® Now, we can do 14dBm-40dB=-26dBm — P,= 10-2%/10 =0.0025mW
55
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Amplitude

(dBm)

>

Attenuation and how far can we go?

~

TotalEnergies

Innovation
. “rator
H 5GHz EIRP = 14dBm
-32 2
KEY PRODUCT FEATURES e
¢ LoRa® Modem e 8
-b0 16
¢ 168 dB maximum link budget 5 o
¢ +20 dBm - 100 mW constant RF output vs. V supply 62 64
¢ +14 dBm high efficiency PA 68 128
-74 256
¢ Programmable bit rate up to 300 kbps 80 51
14- 47 = -33dBm ¢ High sensitivity: down to -148 dBm -86 1024
. -92 2048
-98 4096
-104 8192
-110 16384
—45c.iBm -116 32768
; -51dBm -122 65536
: 5 : ; 57dBm 128 131072
: -6dB : -6dB : -6dB - -6dB :
te e ; >;< o -134 262144
m 2m 4m 8m 16m -140 524288
-146 1048576
-152 2097152
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How can we increase range? TtaEnerie

VS, ' Accelerator

@® Increase TX power and/or improve RX sensitivity

® RX sensitivity (decoding capability~robustness) can be
iIncreased when transmitting slower — like speaking slower!
® - LPWAN have low data rates
@ Ex: LoRa technology. Spreading Factor defines how long is a
symbol. Longer duration=more robustness

W \Ul - N——

up chirp > Binary 0 | | ‘
b chirp ry I HCan still

niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u

down chirp = Binary 1 ! \f

‘“é Vv v
ﬁz
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HopeRF RFM series ‘ G
. TotalEnergies

ki X Innovation
Accelerator

The price to pay! LoRa

@® The price to pay for LPWAN

@ LoRaradio has very low throughput .
200bps — 37500bps N eemeo ]
- 0.2kbps — 37.5kbps! R e f T

Range

Spreading factor (SF)

Bandwidth (BW)(bps)

Bitrate (BR)(bps) WiFi 802.11n: 450 000 000 bps (450Mbps)
WiFi 802.11g: 54 000 000 bps (54Mbps)
Bluetooth3&4: 25 000 000 bps (25Mbps)

Receive sensitivity (dBm) - Bluetooth BLE: 2 000 000 bps (2Mbps)

5 : 20Mbps-200Mbps
Time-on-air and consum LoRa ZOObpS 37500bps (O 0002 0. O375Mbp$)

3G/LoRa ratio: 20,000,000bps/200bps = 100000!
58
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DISTRIBUTE to be more robust!

Innovation
Accelerator

The buttered toast analogy

D T

T
>4 SO

P PR A ~ -nYs T . == < —
. N . g X

Pr. Congduc Pham
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® Assuming you could get back ALL your butter, how much butter
did you loose?

@ This is the idea behind "spread spectrum" techniques: the more
you "spread", the more it is robust to interferences

59
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)
Another solution: BE INVISIBLE! TtaEnerie

Amnnla u—n“jr

Conventional Wireless systems

13 conven tional GFSK signals, representing around 40% resource loading
3 collisions havc occurred during this sequence

@ Ultra-narrow band (UNB) of about |
only 100Hz (e.g. SigFox) 101 | o Iu e

| T o
@® High frequency diversity from one ST e

One conventional A . i

message to another i

@®@ Narrowband reduces noise and
Increases transmission quality '
Sigfox Ultra Narrow Band

® But decoding is much more

com Ie Ve . No collision occurred during this sequance
— LS'“"W ,H | du““ T
. ‘ RIRLRN

ik

Frequency band 868/915 MHz 868/915 MHz ' l ’
Physical layer CSS - Chirp Spread Spectrum = UNB — Ultra Narrow Band | | | | N
H 7 12 |
More than 1000 [—sadsfade 22—l \ ]' 1)
t. ” ' Channel bandwidth 125 kHz to 500 kHz 600 Hz (DU) |‘ “ } I | l l ; ‘ | l l l I' I | { '
Imes smalier: UL (upload) data rate 29-50 kbps 100 bps I | ’ '
DL (download) data rate 27-50 Kbps 600 bps
Efficiency (bit/s/Hz) 0.12 0.05 Ultra nanow
Doppler sensitivity Up to 40 ppm Unconstrained S gF-O‘ g'\m"’\
N T s EU: +14 dBm EU: +14 dBm
US:+23 dBm US:+23 dBm
Max link budget 156 dB 156 dB

Image credit: https://www.linuxembedded.fr/2020/03/introduction-a-sigfox



Pr. Congduc Pham
http://www.univ-pau.fr/~cpham

Distribute AND try to be invisible! Totarrges

Accelerator

® A new comer: mioty technology V-
based on Telegram-Splitting alliance
® Again, decoding is much more
com plex° ee Transmission of entire data package
% Data not
Interferer received
=

Time

Transmission of partial data packages

.‘ MIOTY™ Data
Interferer subpackage received

!

s

Time

subpackets 6 1
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The LPWAN revolution... and battle!  wo=-

Accelerator
SIGFOX and Glen Canyon Corp. to H
™
LoRa™ technology to be & | | Connect 1 Million Smart Meters to
Tata Communicatior| integrated into FLASHNET’s street Internet of Thinas
;Ng!'d’s largest loT 1 [ighting management solution ] ] |
. o Semtech and STMicroelectronics ﬂ el Sl
i B:;SOV Collaborate to Scale LoRa | Glen Canyon, a
e 2% Technology to Meet High-Volume Demands of H bw-cost smart meters
J > . i i i metering
Cofely Services, a subsidiary of n + | Luxembourg Is 8th Internet of Things Applications e solutions to electric
ENGIE (SUEZ group), integrates __ 4 Nationwide Internel | From www.st.com - December 14,
SIGFOX solution to expand services it > ORa" loT Ecosystem  2015727w
provides for buildings 5 | Network from SIGF( g ST to offer complete line of
Fromn solutions including LoRa systems
-« Sogedo et Sigfox lancent les on chips (SOCs) to

accelerate deployments of
low-power wide-area networks by
mobile network operators (MNOs)

COFELLEQ‘;’EEE ~s| compteurs d’eau mtelllgents

conng
the Sl

_ SIGFOX &=

//
/ // One notwork A billion dreams NS N

From www.sudouest.fr - December
16,2015 2:24 PM semvEchH

“ Gestionnaire de réseaux dans

Pr. Congduc Pham
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les Landes, en Gironde et en

Dordogne, Sogedo utilise les arcelona - Enevo

METERING &
SMART ENERGY

. y E ondes radio de SingX pour relever From www.enevo.com - March 6, 4:12
deterny les compteurs et surveiller I'état PM
;J,’,'g,‘;;,': ‘t,f,’,ﬁf}'he des canalisations 6
for the Internet of | o compteur
-

“ French MNO and ISP Bo

Telecom has chosen Sem|
LoRa ra@o teChnOIOgy fortrsovm oran ® e" guarantees connectivity at a reduced energy
domestic loT and M2M network.” - consumption rate and at a lower cost. Orange has

chosen to rely on LoRa (Long Range) technology
to deploy this network that will cover the whole of metropolitan France.

Following a pilot opera|
Czech Republic that e
expectations, T-Mobile]
SimpleCell Networks

SIGFOX's Internet of Ti
network throughout thf

Image credit: scoop.it
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The competitors - other technologies ==

Accelerator

LPWAN technologies

Licensed spectrum Unlicensed spectrum

Low-power technologies that operate in Low-power technologies that operate in the unlicensed
the licensed spectrum spectrum

R . =
sigfox ;

@ NB-lor  #sisfox  LoRa
W RPMMA MUEIGHTLESS
LTE-{"!“? nwave  Telensa

> NB-Fi
EC-GSM-loT E CTPUX

THINGSTREAM o
- SAT4M2M M IOTY

@ hiber

Source: loT Analytics LPWAN Market Report 2018 - 2023
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2026: the 4 (3?) that counts!

0%83 I1IOT ANALYTICS Your Global loT Market Research Partner

Global LPWAN market 2015-2027: Market shares of key technologies

NB-loT

LoRa
LTE-M
Others
SigFox

Excluding China

LoRa
()
35% LTE-M
x¥7) NB-loT

Others
SigFox

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024E 2025E 2026E 2027E

Source: loT Analytics Research 2024 - Global LPWAN Market Tracker. We welcome the republishing of images but ask for source citation with a link to the original post and company website.

LPWAN market share (by number of connections in %)

-

TotalEnergies

Innovation
Accelerator
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LPWAN=star topology, gateway centri

\

\

n‘t )
-
(@)
\» 7

N

g

)

(o}

| Repeater (e.g. femto gateway])
-—

Gateways ﬁ

’ Gateway —rural environment

/' Gateway —urban environment

S

v

Figure from Siradel

End points

Smart meter

@)

\ 'n' Smart clothing
/

\ Smart bike (e.g. track@
N

-

CI'otoIEnergies

Innovation
Accelerator
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)
LPWAN: example with LoRaWAN rttinrgs

Accelerator

©® LoRaWAN specifications/protocols run on top of LoRa physical
networks. It is defined and managed by the LoRa Alliance

© Make possible to run large-scale, public LoRa networks
I

Concentrator Network Application
End Nodes /Gateway Server Server

pet
tracking
smoke alarm
v SOIL-AREA-1/
t_1\ -1 voits
SOIL-AREA-1/Raw
vaue from SENG308
SolLARI

3G/
Ethernet
Backhaul

water
meter

trash container

| £
vending P o sensor
machine
gas monitoring B P%d
| ThingsBoard

66
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Line-of-Sight & Fresnel zone

Innovation
Accelerator

® LoS means clear Fresnel zone
® Football (american) shape
@© Acceptable = 60% of zone 1 + 3m

Zone 2 l ; ;

Zone 3 Zone 1

Fresnel Zones

67

RF Essentials from Digi
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Clearing the Fresnel zone?

Raise antennas!

R 900 MHz Modems 2.4 GHz Modems
Lanse Required Fresnel Zone Required Fresnel Zone
Distance : 2
Diameter Diameter
1000 ft. (300 m) 16 ft. (5 m) 111t. (3.4 m)
1 Mile (1.6 km) 32 ft. (10 m) 21 ft. (6.4 m)
5 Miles (8 km) 68 ft. (21 m) 43 ft. (13 m)
10 Miles (16 km) 95 ft. (29 m) 59 ft. (18 m)

RF Essentials from Digi

-

TotalEnergies

Innovation
Accelerator
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Going beyond terrestrial network! Tk

With no obstacle, we can reach a satellite!

https://www.everythingrf.com/community/what-is-satellite-iot-connectivity

~ CLOUD STORAGE ‘
* Jooss .
G U

3.
(>

—o 10T for Wildlife
Conservation
and
Environmental
Monitoring

boadd

https:/lwww.smartsight.in/industry-insights/iot-for-wildlife-conservation-and-environmental-monitoring/

<A
P

Accelerator

EchoStar XXI satellite
Formely TerreStar 2, launched in 2017
Geostationary satellite, S-band 2GHz

Huge transponder of 18 meters!

.. s h e

a8 VF('OS(BI\/O[))& (€

Low-cost satellite loT
F. Ferrero & M. T. Nguyen
LEAT laboratory, University of Nice, France

https://github.com/nguyenmanhthao996tn/LEAT-EchoStar-Terminal-BSP

EMBEDDED IMAGE ANALYS(S™

69
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loT connectivity battle going to space! =

Accelerator

® Non-Terrestrial Networks (NTN) & Direct-to-Satellite (DtS) loT
communication

@® DtS version of the LoRa PHY modulation for increased
robustness 2 LR-FHSS

@®@ Mioty can be extended to DtS communication

@® Cellular Network standards such as 5G NTN
and future 6G with native NTN support

BEGNTN S obattiarket Imok Non Transparent (On Board processor)
4| GLOBAL [=]  SEGMENT satellite/HAPS
MARKET 2. STATISTICS =/ VALUATION

BUT TRADITIONAL CELLULAR ACTORS WANT THEIR SHARE!

http://www.univ-pau.fr/~cpham

Market Share (2023)

Yo% A M
2 - -
2
7 g — erospace
B ¥ — efense segment
-89 ) . Market Share (2023)
% . e
b -
SR . M L
Mo T $
) A
3 A~ @B 3
- s

6GNTN 70
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What about underwater loT? Ttainerges

Accelerator

@® Radio waves can not be used in water

@ Only acoustic waves can cover long
distances underwater

® Underwater loT (loUT) is possible but
still a niche market

@ Last link may be satellite loT links
© Example of manufacturer/provider

s N T
1 BT TR P S L
i & B

f Surface

a2
G
/ 0 ;‘:‘\ 'I ; 4 ,,r;'
> \ L] °
B o,
: | 4 | @ YL ¥ e\ 2N
Bundle Kits Acoustic Modems OEM Acoustic Accessories ? % ?\ - &‘
Bundle Kits have everything Whether in a deckbox or an Modems Our accessories are designed J Sink Node ((«‘, UAC Link 1 .} w I u ° /, *
; i v ! B = e \.
you need to start developing unde.rsea enclosure, ?ur Our acoustic modem board to wo‘rk perfectly with our ) + t;,:: | / 2 = ]
your ljmderwater 10T acoustic modems provide a sets are perfect for integration cutting-edge products. wm ® SensorNode —ZZ— RFLink \ . | ‘ ~ '1/
applications today. complete underwater into final end products 1 | (/ O
communications solution. ) Y SurfaceBs —F— Other Links \ J/ »
v e

K sadoeBs  —  Wielink

/f,- Internet of Underwater Things: A Survey on Simulation Tools and 5G-
O p Oto O e ' ' I Based Underwater Networks 7 1

by Lewis Nkenyereye 1.1 & © Lionel Nkenyereye 2.t & and Bruce Ndibanje 3 &
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WHAT DID WE LEARN? QUESTIONS? -

Accelerator

© WIRELESS TRANSMISSION: ENERGY-RANGE DILEMMA

@ 1ST CHALLENGE: SIGNAL ATTENUATION!
© RXSENSITIVITY INCREASED WHEN SENDING SLOWER

® - LPWAN RADIOS HAVE VERY LOW THROUGHPUT
@ [OT CONNECTIVITY IS A TRUE BATTLE!

niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u
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UNLEASH THE —©
POWER
OF 10T DATA!
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Integrating multiple data sources

[ World's Air Pollution: Real-time Air Quality Index

B

01:30:04

7 Nimbus cPu P’ tomiceu p T P Nimbus RAM V7 searam 7 torsiram

3.42% 41.4c 894ms 9.96c8 62.8cis

RAM Usage

y |
I».“,‘*.".}'\ﬂlI"‘J.!f‘,f’vn,lriﬁ_‘fqﬁ,mﬂ-'u‘.J'\J«fn_Lglﬁw%‘dl p m

14,076.15 187,144.55 175,944.55

H Price (ETH/ rETH) 7 ReLprice (ETH/ P

1.003688 0.005838

275

-

TotalEnergies

Innovation
Accelerator

stor Activity

Attestations 22
Proposals 0’

15.9¢

-

64.01989 €1
I Your validaor Share 0.07110e&tH
32.0110€mH 4.7

ery 5 Minute

Next RPL Rews

08/18/2021, 09:26:36 C
PM in 2 days
114.87 reL 3992.01 reL 0

350.08%

[
RPL

400.31
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2"d challenge: searching for loT data ===
From "search for info" to "receive the info" st

®@ Use the PUBLISH/SUBSCRIBE model

Temperature of room S25
in Duboué building

http://www.univ-pau.fr/~cpham
LI
O

subscribes
r]IVERSITE — (
BE kT ok ‘ ’ l Client 2
sends

[Client1 ]—> Message |—» >
’ Topic %

subscribes

 — (

[::::] \\\_’//. {CHentS

Pr. Congduc Pham
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Automatization made simpler TtaEnerie

Accelerator

k K

® Use the PUBLISH/SUBSCRIBE model L -
Ty =

4. :
Temperature of room S25 o —— g
in Duboué building N
o)

- ._i@ ¢
; subscribes ” = s

o B B = A : o =TTE;

- sends :g | 8
[cuem ]_> Message |—
v Topic
subscribes e
 «—

\_/' { Client 3
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MQTT e

Innovation

Message Queue Telemetry Transport, 1999 by IBM for SCADA system Accelerator

@© Use broker nodes to manage topics
© UPPA/Duboue/S25/temp, UPPA/Duboue/S25/hum
© UPPA/Duboue/+/temp, UPPA/#

ENTERPRISE MQTT BROKER

(®) mosauvitto

@ HIVEMQ

loT - Event based behaviour

Time series analysis

21.3C
publish

o

=

2

Temperature sensor Ite)

l

0

o)

>

o

o

>

Q

<

o

. o

insertObs -}
68 %

Humidity sensor
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MQTT+smartphone= <%

’ Google Play matt dashboard “
& Apps Search Android Apps v Allprices v Allratings v
My apps
Shop Apps
Games c
i 73 L N =K
Editors' Choi @ @ S Q)
itors' Choice Jf MQTT Q CLIENT ) >
= D
loT MQTT Dashb MQTT Dash (loT, Linear MQTT Das loT MQTT Panel MQTT Client MQTT Publisher F
Nghia TH Routixsoftware ~ ravendmas ter Rahul Kundu Webneurons Paul Robison
accolpe *kkk kA kR *kkk *h Rk *h Ak kA k

My subscriptions

Redeem

Buy gift card

o M GTT
GET YOUR 0T DATA EVERYWHERE -
i

ﬂl
e}

rre MQTT.RN iat

JUPPA/ROOMS/#

.
-
o 3

" [JPAU/WEATHER/#

- — Fasier access to open data

JUPPA/CONGRESS/#

-—

TotalEnergies

Innovation
Accelerator
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MQTT is very lightweight rotaerergies

http://blog.atmel.com/2015/12/16/rewind-
50-of-the-best-boards-from-2015/

Arduino Pro Mini

http://blog.atmel.com/2015/04/09/25-dev- ARDUINO
boards-to-help-you-get-started-on-your-
next-iot-project/

® MQTT can run on
small loT devices

@® Heltec WiFi ESP32

® Device connects to
WiFi network

@© Then will publish

datatoan MQTT it
broker & topic Ting " EoP% Tessa

OOOO0000000O00O

dfruit Feather
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. e
Ex: Mosquitto MQTT broker otz

Accelerator

@ Eclipse Mosquitto is an open-source MQTT broker
@© MQTT test broker: test.mosquitto.org
@ |oT device will publish to topic UPPA/Duboue/S25/temp

® On acomputer, usemosquitto sub to subscribe
® mosquitto _sub -v -h test.mosquitto.org -t UPPA/Duboue/#
@© -v == to display information in detailed mode
® -h = the MQTT broker: -h test.mosquitto.org

@© -t »= the MQTT topic: -t UPPA/Duboue/#
82
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Ex: HiveMQ broker on websocket Tt

Accelerator
@ http://www.hivemqg.com/demos/websocket-client/
O, "-h mqtt-dashboard "with '
use -n mqtt-dasnhboard.com” withmosquitto sub
@ ® @ MQTT Websocket Client % o ° @ MQTT Websocket Client X -+ °
& C A Non sécurisé | hivemg.com/demos/websocket-client/ o & Q % » e : A Non sécurisé | hivemq.com/demos/websocket-client/ Q & e
i Applications Liste de lecture il Applications Liste de lecture
H Iv E M Q Websockets Client Showcase H Iv E M Q Websockets Client Showcase
£ . :
o Connection @ connected N Connection @ connected ™/
e
D(_; Publish A Subscriptions A Publish A Subscriptions N
'(:js Topic QoS Retain Topic QoS Retain
8) booster_pau/test 0 v testtopic/1 0 W
8 Message Message X
R hello from booster Pau E booster_pau/test
o % 4
Messages A

[ hello from booster Pau

83
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http://www.hivemq.com/demos/websocket-client/
http://www.hivemq.com/demos/websocket-client/
http://www.hivemq.com/demos/websocket-client/

)
MQTT in real loT deployment

Innovation
Accelerator

Control part — loT gateway

Simple loT

= ] . devices have NO
5 o SR Wi
c E 0 YA
o 3 « Bt
o g
3 £
2 3 Use LPWAN
o .
© < radios, e.g. LoRa
o E

Sendto loT
gateway

Connected to Internet
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)
MQTT implementing social media o

Accelerator

@® It is very easy to implement a social media app using MQTT

© WhatsApp-like example
@ Define MQTT topic per phone number
® Alice: myWhatsApp/0655667788
® Bob: myWhatsApp/0611223344 0655667788
@® To receive/send message
@ Alice publishes to myWhatsApp/0611223344
@ Bob publishes to myWhatsApp/0655667788
@ Both subscribe to their own topic 0611223344
@® To create a group
@ Alice creates a group showcase-iot
®myWhatsApp/0655667788/showcase-iot
@® To join(publish) on(to) the group Bob
@ Subscribe(publish) to myWhatsApp/0655667788/showcase-iot ]5

Lan
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Creating complex data flows?

Innovation
Accelerator

Intuivive connection from loT data
producers to loT data consumers?




_ _ e
...without programming? ke
® End-users are not necessarily

computer science experts nor
high-skilled programmers!

niv-pau.fr/~cpham

Pr. Congduc Pham

http://www.u

@ Building data processing flows
with a low-code approach?
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Node-RED e

Node-RED Accelerator

@® Tool for graphically wiring together hardware devices, APls and
online services, e.g. clouds of various types

© Browser-based flow editor to wire together flows with a wide
range of nodes

rrrrrrrr orage advanced v
inject debug ™ | | function tw tail m
mqtt matt template may mongodb watch
o pon delay file feedparse Title of chart
wwwwww ebsocke! ommont twil rodis @mvwc ! wote: HEEE vioce DI oio
- e )| T | )| D
e O | 0 ep ] |0 ewich pi gp-o:'af
i chenge sentiment xmidje Title of Gauge3
ange son2xml . -
axec
yyyyyy
| S G e— |
-
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htt)

Node-RED blocks

® Increasing number of Node-RED blocks

set
property payload
to Hello world

send - to output (15D

\ 4

msg[‘payload’] = ‘Hello world';
node.send(msg) ;

09

Nodes represent
reusable pieces of code
and logic. Node-RED
comes with a core set of
useful nodes, but there
are a growing number of
additional nodes
available to install from
both the Node-RED
project as well as the
wider community or

you

Nodes

v input

SR
0 emen
[ sas

e B

websocket

Il

websocket

Vit

y
Cw 1)
.
-
e |

@o| delay ©
G | wgger ©
I77 comment

e

TotalEnergies

Innovation
Accelerator

v socilal

T e
-
e [
e

~ storage
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Simple MQTT Node-RED flow peelEnergis

Accelerator
* MQTT in-broker: test .mosquitto. org
@ "MQTT in" node listens on UPPA/Duboue/S25/temp
® "Function" node to rectify temperature by -1.8°C
= MQTT out-broker: mgtt -dashboard. com
@ "MQTT out" node publishes on UPPA/Duboue/S25/realtemp
® "Mail" node sends rectified temp to Congduc.Pham@univ-pau.fr

1‘ < C  ® 127.0.0.1:1880/#flow/9daddd8a.c9626

it Applications

=<, Node-RED

Node-Red interfacing + =

UPPA/Duboue/S25/temp [ ! function () UPPA/Duboue/S25/realtemp J

B
@ connected @ connected
v parser
( . r\ Congduc.Pham@univ-pau.fr
24.8
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Simple MQTT Node-RED flow

@ M oo O N, ) 1 n -
|
@ MQTT Websocket Client X 4+

@ "N A Non sécurisé | hivemg.com/demos/websocket-client/

OMOMO,

! Applications

'F @HIVEMQ

°
aQ % Q

Liste de lecture

Websockets Client Showcase

|
M Connection

»

"N Publish

Topic QoS Retain

@ n N testtopic/1 0

5
.
5
T
r .
T
|
T
5
T

v etnrana

Message
| €« C ® 127
it Applications z
=< Node-RED
Q
~  Messages A
sot O
batch }‘
I 20.7
v parser -

hello from booster Pau

|
csv . o
html )
¢ 20.7
json .
J 5 I
! 1
B J

yaml

@ connected N

Subscriptions A 5 / realte M p

np

«—

TotalEnergies

Innovation
Accelerator

am@univ-pau.fr

X
‘ booster_pau/test

I UPPA/Duboue/S25... I
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)
Node-RED enabled loT gateway Tl

Accelerator

Control part — loT gateway

SMQTT |

—_—— _
' td % by CloudNodeRed.py \

GGGGG

21.65\;

Connected to Internet
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Generalizing interactions?

Innovation
Accelerator

2o
7/
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Adding interactions? wokree

Accelerator

94
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IF THIS THEN THAT applets rotaerrges

Accelerator

Some example Recipes

if B3 then [

Nearly home? Direct message
the person who should know

Pecpe

i B

Pr. Congduc Pham

niv-pau.fr/~cpham

http://www.u

if ® then %%

Save Instagram photos to Dropb

ACTION
CHANNEL
PESR\PTION

Email your new iPhone photos
to yourself

Backup your contacts to a Google
Spreadsheet

if & then ]

if Lithen&
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PROTOCOLS

loT landscape
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Conclusions e

Accelerator

@ Internet-of-Things provides the
unique feature to make things "talk" to

us: localisation, surrounding What else?
environmental conditions, particular
events, ... " Dataanalysis
@ Next gen sensors such as cameras, “Security&Privacy ™
spectrometers, hyperspectral lﬁ{;'ﬁ'g';;;gtg,'l';ﬁye“e

Data analysis

cameras, etc, will provide possibilities
to further optimize a number of
complex processes
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