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TOWARDS SMALL, SMART
DEVICES!
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! WIRELESS AUTONOMOUS
i SENSOR

JIN GENERAL: LOW COST, LOW POWER
(THE BATTERY MAY NOT BE
REPLACEABLE), SMALL SIZE, PRONE
TO FAILURE, POSSIBLY DISPOSABLE

J ROLE: SENSING, DATA PROCESSING,
COMMUNICATION /’V\

“Radio Transceiver




J ADDED COMMUNICATION
0J ACTIVE COMMUNICATION
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Wireless technologies
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d MANY NEW TERMS FOR QUITE OLD

CONCEPTS!
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O INTERNET OF THINGS
THE |I-O-T FOR BEGINNERS
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http://readwrite.com/tag/Internet of ‘Things
Q D2D: DEVICE-TO-DEVICE Oz .~
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d MOTIVATIONS ARE
O SITUATION/CONTEXT AWARENESS

d UBIQUITOUS SENSING/COMPUTING
0 MORE « INTELLIGENCE » INTO MACHINES
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I-o-T means
communication/
cooperation/
decision
between objects
in a more
autonomous way
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IP integration, WWW 5

Organization

IPv6 Programmability
Inter-operability "B Energy saving
Interactions (all kind) Scheduling

Semantic, Ontology Efficient MAC, routing
Data representation Congestion control
Data logging Data transmission
WebServices
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INTERACTION CAN TAKES
ANY (UNEXPECTED) FORMSI

"UDP? L Sre 18.243.0.1 o  Dst 1824301 ~ Port 80 7

N 0 WA

UDP header

IP header
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EVEL 1: STORE, PROCESS

PERVASIVE SYSTEMS
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PERVASIVE SYSTEMS

PEOPLES,
INFRASTRUCTURES,
BUILDINGS, VEHICULES,...
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LEVEL 4: CONTROL,
INSTRUMENT !

” = PERVASIVE SYSTEMS

_

PEOPLES, INFRASTRUCTURES,
BUILDINGS, VEHICULES
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BE SMART* |

d SMART...
d CITY, BUILDING, ROAD, TRAFFIC
d AGRICULTURE
d FARMING
d ENVIRONMENT: WATER, FOREST
d ENERGY, ELECTRICITY GRID
dVEHICULE & TRANSPORTATION
d TRANSPORT & LOGISTIC
d SURVEILLANCE, SECURITY, SAFETY
d...
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| . Smart Road
Libelium Smart World
Electromagnetic Levels
De

Ar s and ir Measurem of

Air Pollution

any devce which works with Wifi or by coll s2ations and and WiF: router
e NLeraces. and weather adaptve lighting
— — s = = = ghts.
Perimeter Access Control Ml Traffic Congestion o
Fi t Fi Detecti as o L of vehicles and pedestnan .gen oppmg
orest Fire Detection r afflue ptimize driving and walking g advices n the point of sale
M of com 25 and preemptree routes

| Radiation Levels |

Distnbuted measurement of radab

Wine Quality Enhancing
Monitoning soil moisture and trunk diameter
iny rds to control the amount of sugar in

grapes and grapevine health

Noise Urban Maps

d monitoring n bar areas and
cenine zones in real time

Offspring Care

owing cond

Sportsmen Care

Vital s
centers

5 monitoring in high performance
nd elds

Structural Health
M

Vehicle Auto-diagnosis
nformation celiection from CanB:
send real time alarms to emergencies
o provde advice 16 drmvers.

Waste Managemen

De of rubbish lew

Item Location

¢ ual tems in big surfaces
Lie warehouses or harbours.

Quality of Shipment Conditions Water Quality Golf Courses

Select

in rivers and the
giilty for dnniaste

ho n dry ones to

Study of water .
$ea for "auna

libelitm

www.libelium.com

HTTP://WWW.LIBELIUM.COM/TOP_50_IOT_SENSOR_APPLICATIONS_RANKING/#SHOW_INFOGRAPHIC 297



SMARTSANTANDER

WWW.SMARTSANTANDER.EU
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ENERGY & ELECTRICITY
GRIDS

-

\/w L/ N\

Yogesh Simmhan, Baohua Cao, Michail Giakkoupis, and Viktor K. Prasanna. Adaptive rate
stream processing for smart grid applications on clouds. In Proceedings of the 2nd ACM
international workshop on Scientific cloud computing (ScienceCloud "11).
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Intelligeré
Agent

© Getty Images ¥

ensor Net
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SmartSantander,
loT®o,

IPvG, : , Libelium,
, TST Sistemas, Beagle,
Raspberry, , loBridge,...

your world

LA e el

http://readwrite.com/2010/12/15/top 10 internet of things developments of 2010 31
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MULTI-DISCIPLINARY

RESEARCH
EVALUATION AND SIMULATION

DISTRIBUTE

SYSTEN < NETWORKING

APPLICATIONS

Data fusion/aggregation, data
mining, data analysis, data
prediction, data-replication, data
semantic, self-organization,
clustering, resilience, security,

Energy optimization/harvesting,
sensor integration, ...
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Space Imaging 12/2
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COLLECT DATA TO IMPROVE THE RESPONSIVENESS
OF RESCUE OPERATIONS
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HINGS TREAMING THE SOUND OF
| ‘::"::::;::::t:::::' SMARTCITIES

SENTDAI 1

A, | CENTRAL ,

7/772 ; CONTROL -

EAR-IT 10T & Acoustic-hased 1 SYSTEM
applications :

@ Detection of unusual situations and direct means of
interest to such (e.g. emergency, security, etc.)

@ Movement in Restricted Areas : Detect motion in
restricted / sensitive zones

Event
&/ detection (e.0.
Easing the way
for the

@ Crowding : Detect crowding of people in specified
areas to prevent potential safety hazards

@ Detect exceptions to the general flow of masses
(crowds, traffic) to ensure smooth movement

® Measure traffic flow (major intersections, adjacent
roads) to enable better planning to avoid congestion,

improve traffic flow and maintain clear access points

and Pollution
monitoring
A/

O APU : Acoustic Processing Unit
O 10T : Internet Of Things
i sounn

FROM EAR-IT PROJECT, PHILIPPE COUSIN, EGM

36



SMARTSANTANDER
TEST-BED
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SPECIAL THANK TO THE SMARTSANTANDER TEAM IN U. CANTABRIA LEAD
BY PR L. MUNUOZ FOR ALL THE INFORMATION PROVIDED AND THE |-O-T NODE 37
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comunicaciones inalambricas distribuidas

- Carbon Monoxide — CO

U0 ATMEGA - Carbon Dioxide — CO2
- Oxygen — 02
MICROC( - Methane — CH4
0 8SKRAM - Hydrogen — H2
CARD - Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H

- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

d 2.4GHz
802.15.4
COMPA
AND GS

DO

- Pressure/Weight

A S R BT RS ) ()|

Microprocessor A
cce - Bend
Sensor 10/ GPRS Socke! ﬂ Vibration
Jas il 54 . - Impact
- Hall Effect
- Tilt

.....

- Temperature (+/-)
- Liquid Presence

=1 s [T 0% 2 ~ y - Liquid Level
AR, IR S Ly a = B BN o
/Solar socket Leds \ USB Power Led - Luminosity
Reset Button Crystal Oscillator "\ Switch OFF/ON RTC Aux. Battery GPS Socket - Presence (PIR)
- Stretch

IMAGES ARE FROM LIBELIUM COMPANY



IEEE 802.15.4
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Caractéristiques Radio dans les réseaux de capteurs

® Norme ZigBee (IEEE 802.15.4 PHY)
La norme IEEE802.15.4a, adaptées aux réseaux de capteurs, au contréle industriel et aux dispositifs médicaux (CMI)

IEEE802.15.4 (couches 1 et 2):

Three bands, 27 channels specified
® 2.4 GHz: 16 channels, 250 kbps
* 868.3 MHz : 1 channel, 20 kbps
¢ 902-928 MHz: 10 channels, 40 kbps

Protocole Zigbee Bluetooth | Wi-Fi =

IEEE 802.15.4 |802.15.1 |802.11a/b/g o ‘ b

Besoins mémoire 4-32Kb |250Kb+ |[1Mb+ _ ia

Autonomie avec pile | Années | Jours Heures E{'- 1;4

Nombre de nceuds 65 000+ |7 32 /"é{ \

Vitesse de transfert 250 Kb/s | 1 Mb/s 11-54 et + Mb/s ; iEi \

Portée 100 m 10-100m | 300 m 187 TQ
® Comparaison entre les normes ZigBee, Bluetooth et Wifi 169 + a2

Signal-to-Noise Ratio (SNR)

K.C. Yao, CommRadio dans les RxCapteurs



MULTI-HOP PACKET
FORWARDING?

Holes in deployment
Limited buffers
Multi-hop overhead
Congestion

Channel contention
Duty-cycling MAC
Physical interference
Small PDU

Nodes availability

40

FROM EAR-IT PROJECT



EXPERIMENTATION
PLATFORMS
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Microprocessor
Accelerometer

12C-UART Socket
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MOTES

PREVIOUS IMAGE SENSOR

1iMote2 with IMB400
multimedia board

Current Picture

(=JE]0x))

CameraGul

OPTIONS:

5 ’Grayscale ]v ]QVGA (320x240) ]v|

ONE-SHOT MODE:

Capture

Save

NON-STOP MODE:

Play >>

Stopl

Sg
Sg
Sg
Sg

ID 1000
ID 1050
ID 1100
ID 1150

1l

] D

| »

[«]n]

42




ORE GENERIC SOLUTION:
FILE SENDER NODE

Fully configurable: t

File to send 4 S ==Y T2 . S
Size of packet chunk ; Srepes 3 S oo S

Inter-packet delay
Image/Binary mode
Destination node
Clock synchronization

- ~ETYTETVYS

Flest24060, hit4E#
801 ZAZ0B466FEZES

CoOsT:
~132€

43



RELAY NODES

Fully configurable:

Destination node
Additional relay delay
Clock synchronization

LIBELIUM WASPMOTE ARDUINO MEGA2560

44
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SINK NODE

LINUX PC/LAPTOP WITH
USB/SERIAL GATEWAY



I T DT RS T R E RN T

18000

16000

LIBELIUM WASPMOTE 48000
12000
10000
8000

6000

max throughput in bps

4000

2000

ARDUINO MEGA2560

QUALIFICATION DONE IN THE CONTEXT OF THE EAR-IT PROJECT

“¥=Arduino DigiMesh broadcast
=¥=Arduino 802.15.4

& time befo
30000
Sen
25000
20000
B
£
]
% 15000
g
4510, %
o i
1860
i 10000
10
5000
0

NODE QUALIFICATION

XBee application level max sending throughput, realistic send overhead
Arduino 802.15.4/DigiMesh vs Waspmote 802.15.4/DigiMesh light Libelium

“@=Arduino DigiMesh unicast
=iWaspmote 802.15.4, light Libelium AP|
Waspmote 802.15.4, full Libelium API 16-bit addr ***WaspMote DigiMesh unicast light Libelium API

=»=\WaspMote DigiMesh broadcast light Libelium API

17138
3852 |
23460375
23106
1693017138
16644 8696
—)
oAy
1847
04 10822
8062 -
4 8763 8983 -
7666 100 1 B
7345
- g3 7116 t
5109 I |

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 105 110
Application payload in bytes
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IROBUST IMAGE ENCODING
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302 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING

R LI T - i

ORIGINAL 320X320 248 OUT OF 302 236 OUT OF 302 243 OUT OF 302
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
WSN SPECIFIC 17199 BYTES
MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4) T |.. |.. q

l

Collaboration with CRAN
laboratory, Nancy, France.

Very robust image
encoding techniques
against packet losses

188 OUT OF 302 167 OUT OF 302 158 ouT OF 302
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI\Z@




ADJUSTABLE QUALITY
FACTOR (1)
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128X128, SUITABLE FOR INTRUSION DETECTION

Original BMP 16384b Q=50 S=4800b 63pkts Q=40 S=4268b 56pkts Q=30 5=3604b 46pkts

" PSNR=17.3283

49



ADJUSTABLE QUALITY
FACTOR (2)

200X200, SUITABLE FOR SITUATION-AWARENESS

“Original BMP 40000b Q=50 S=11045b 142pkts Q=40 S=9701b 123pkts




Jo SOME RESULTS
= IMAGE TRANSMISSION (1)

128X128
Q=20

H = m100ms
PSNR=25.2272

\ LIBELIUM WASPMOTE

IMAGE SENDING TIME 3.52s

EACH RELAY NODE ADDS ~1O00MS '90
2 ms

PSNR=15.4364

80ms
PSNR=14.1088

51



THINGS N SOME RESULTS
" IMAGE TRANSMISSION (2)

200x200 - [
\ 76 PKTS R .- . PSNRe262255
\ ARDUINO MEGA2560 R R o, B
L " = =
/. o [Biml IMAGE SENDING TIME: 6.02S _ PSNR=21.9901

60ms
PSNR=17.265

tal 50ms
e s PSNR=14.2429
ARDUINO MEGA2560

52



AUDIO ENCODING
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Sender throughput back-to-back and sender throughput without pkt drop
realistic send, light Libelium API

==sender throughput, back-to-back =o=sender throughput, without pkt drop

18000 16644 17138

16000
15222

16000

14000

12000

10000

8000

6000

max throughput in bps

4000

2000

10 20 30 40 50 60 70 80 90 100
XBee payload in bytes

U NEED A REALLY LOW RATE AUDIO ENCODING SCHEME

O PCMIS 64KBPS, GSM 6.11S 1BKBPS, CAN BE LOWERED
TO GKBPS

0 WE USE AN OPEN-SOURCE CODEC

CODEC2: HTTP://CODECZ2.0RG

CAN BE AS LOW AS 1400BPS (1600, 2400 AND 3400BPS AVAILABLE)
ALL ENCODING/DECONDING TOOLS ARE AVAILABLE IN CODE SOURCE
ENCODED FILE IS ROBUST AGAINST PACKET LOSSES

() MRy iy
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SOME RESULTS
AUDIO STREAMING

SAMPLE AUDIO: 13s
PCM =1040008B
CODEC2 AT 2400 1s 3292008

> XBeeReceive —B test2400.bit

> c2dec 2400 —B test2400.bit - | play -t raw -r 8000 -s -2 -
> XBeeReceive —B -stdout test2400.bit | bfr -blk -m2% - |c2dec
2400 - - | play -t raw -r 8000 -s -2 -

55



WHAT WE’VE LEARNED?

d IMAGE TRANSMISSION

d IMAGE TRANSMISSION IS VERY
DEMANDING, LATENCY NEED TO BE KEPT
SMALL SO BUFFERING IS NOT A SOLUTION

d SIMULTANEOUS TRANSMISSIONS CAN BE
VERY INEFFICIENT, RELAY CAPACITY ARE
VERY LOW

0J CONTROL MECHANISM SHOULD TAKE
THESE ISSUES INTO ACCOUNT
U STREAMING AUDIO
0 PACKET SIZE IS IMPORTANT

J ROBUSTNESS AGAINST PACKET LOSSES IS
CRUCIAL

d SAMPLE RECONSTRUCTION AT RECEIVER?



MULTIMEDIA SENSOR
SIMULATION MODEL

d ADVANCED PROPAGATION AND RADIO
MODELS

d LAYERED, FLEXIBLE ARCHITECTURE

= (Node) SN.node[0] (=]a])(x] E
2 R Do ruray @I 2 & &[]+
[l ¢node.Mode) SN.node(D] (id=6) (ptrDxShd7aas) Zoom: 0.68x

3 ] % (CommunicationMd[=] 0[] At

L E = = R R S A

| | [— .(Sr:;o U.Coml:unic ion r)SBr-d Need to knOW the power
fjj | consumption for capturing an
; image, processmg/pqmpressmg
! an image & transmitting an
\ - - I ‘image...
4;¢‘ : :
/”’
,I
’/
PR




CONCLUSIONS

d WIRELESS COMMUNICATION CAN NOW BE

INTEGRATED AT LOW-COST TO A NUMBER OF
SMALL DEVICES/OBJECTS

SENSOR NETWORKS CAN PROVIDE LARGE SCALE
AWARENESS TO SETUP THE FOUNDATION FOR

AMBIENT INTELLIGENCE TO OFFER NEW SERVICES
FOR SMART SOCIETIES

HOT TOPICS ARE MULTIMEDIA INFORMATION FOR
ENHANCED SITUATION-AWARENESS

TESTBED & REAL EXPERIMENTATIONS ARE
NEEDED TO HIGHLIGHT REALISTIC ISSUES

NEED TO PROPOSE SUITABLE CONTROL
MECHANISMS BASED ON REALISTIC CONSTRAINTS

58



