DEMO & TUTORIAL:
IMAGES AND AUDIO TRANSMISSION
ON WIRELESS SENSOR NETWORKS

C. PHAM
WINTER SCHOOL, RIIR, U. ORAN
DECEMBER, 10TH, 2013
ORAN, ALGERIA

LI
—— / PROF. CONGDUC PHAM ////\\‘

HTTP://WWW.UNIV-PAU.FR/~-CPHAM

L ’
UNIVERSITE DE PAU, FRANCE
2 .



SEARCH & RESCUE,
IUATION AWARENESS




DYNAMIC QUALITY FACTOR
200Xx200

Original BMP 40000b Q=50 5=11045b 142pkts Q=40 S=9701b 123pkts = Q=30 S=8100b 101pkts

Q=5 5=2053b 24pkts
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EAR-IT: AUDIO SURVEILLANCE IN
SMARTCITIES AND SMARTBUILDINGS

SEE HTTP://WWW.EAR-IT.EU



SMARTSANTANDER IOT NODE

Nt
libelitm

comunicaciones inaldmbricas distribuidas

U ATMEGAIZ2E
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SD CARD.
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U ARDUINO-B

Microprocessor
Accelero

Sensor 11O 0
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/Solar socket USB Power Led
Reset Button Crystal Oscillator "\ _Switch OFF/ON
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RTC Aux. Battery

Gases

GPS Socket

- Carbon Monoxide — CO
- Carbon Dioxide — CO2
- Oxygen — 02

- Methane — CH4

- Hydrogen — H2

- Ammonia — NH3

- Isobutane — C4H10

- Ethanol - CH3CH20H
- Toluene — C6H5CH3

- Hydrogen Sulfide — H2S
- Nitrogen Dioxide — NO2
- Temperature

- Humidity

- Pressure/Weight
- Bend

- Vibration

- Impact

- Hall Effect

- Tilt

- Temperature (+/-)
- Liquid Presence
- Liquid Level

- Luminosity

- Presence (PIR)
- Stretch




HOBNET TEST-BED AT
UNIGE

MSP430F1611
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2mm IDC header PLIP22 TCK 12C[0]  SPif0) [SVSout IDC header
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Coverage

10km cellular

1km

10m 100m

Wireless technologies

802.16a FWA

802.11 WLAN

802.15.4

0.1 1 10
Data Rate (Mbps)

100+



IEEE 802.15.4

Caractéristiques Radio dans les réseaux de capteurs

® Norme ZigBee (IEEE 802.15.4 PHY)
La norme IEEE802.15.4a, adaptées aux réseaux de capteurs, au contréle industriel et aux dispositifs médicaux (CMI)

IEEE802.15.4 (couches 1 et 2):

Three bands, 27 channels specified

[ ]
° !!!! H!z : ! c!anne|, !! !!ps

* 902-928 MHz: 10 channels, 40 kbps

Protocole Zigbee Bluetooth | Wi-Fi .

[EEE 802.15.4 | 802.15.1 | 802.11a/b/g ” T X dor,

Besoins mémoire 4-32Kb [250Kb+ | 1Mb+ - :: jg‘ _\@ -

Autonomie avec pile | Années | Jours Heures % - T ‘% \{’

Nombre de nceuds 65 000+ |7 32 /‘?;{ \ \ \

[Viese de wansfer | 250 Kb [ TMbs | Tls4er Mo | Pl L W
@ 1ES

Portée 100 m 10-100m | 300 m €7 n\. \\ \

® Comparaison entre les normes ZigBee, Bluetooth et Wifi 169 < N \ = ,\4; "

Signal-to-Noise Ratio (SNR)

K.C. Yao, CommRadio dans les RxCapteurs



SPECTRUM BAND

Channel 1 2 3 4 5 6 7 g El 10 n 12 13 14
Center Frequency (MHz) 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484

|[EEE
802.11
: 22 MHz :
|EEE
802.15.4 |
Channel e 19 20 21 22 23 24

Center Frequency (MHz) 2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2465 2470
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MAC FRAME FORMAT

Max size = 127 bytes

<— —>
Max=102 bytes
s: /5/6/10/
Octets 1 02 0/2/8 02 ozs | ° "ﬁm’ variable 2
Frame Sequence | Destination | Destination | Source Source | Auxiliary Frame FCS
Control Number PAN Address PAN Address | Security Pavload
cc61l 58 3332 T 00132200 3332 T | oo13az00 | Header HELLO 2B32
40922078 40860834
Addressing fields
MHE MAC MFR
Payload

64-bit 0x0013A2004086D834
16-bit 0x0010
CHANNEL 0x0C
PANID 0x3332

64-bit 0x0013A20040922078
16-bit 0x0020
CHANNEL 0x0C
PANID 0x3332
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802.15.4 GATEWAYS

. 5
0‘;"'“' 1 012 0/2/8 02 os | O ’1‘:/10" variable 2
Frame Sequence | Destination | Destination | Source Source | Auxiliary Frame FCS
Control | Number PAN Address PAN Address | Security Pavload
* S| Tl
[ 32 | g | 332 | g HELLO
Addressing fielas |
MHR MAC MFR
Payload

HELLO

64-bit 0x0013A2004086D834 View as a

16-bit 0x0010 serial port
PANID 0x3332 -
/deV/ttyUSBo USB-serial converter

Transparent mode
Or Serial line

Some hardware give access to
replacement mode

Link-layer information

00132200 00132200
B EE - oman w2 owm wewo [

HELLO

HELLO
12



RADIO

(] (UF

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B e BexRs A A EE acal S YE®

SNIFFER

) - Wires K

Filter: | v | Expression... | Clear| Aoy |

No. . Time Source [
1 0.000000 00:13:a2: :20:5e
2 2.101024 00:13:22: :20:5¢ Octets: 0/5/6/10/
3 4.200896 00:13:a2: :20:5e 1 0/2 0/2/8 0/2 0/2/8 variable 2
4 6.300768 00:13:22: :20:5¢ 2 14
5 7.824096 00:13:a2: :d8:34
6 68683.201776 - R -
7 8.400576 00:13:22: :20:5¢ Frame Sequence | Destination | Destination | Source Source Auxiliary Frame FCS
8 10.500416 00:13:a2: :20:5e :
et T eias Control Number PAN Address PAN Address IS-Iecunty Pavload
16 68683.201776 eader

0013A200 0013A200 |

11 12.600160 00:13:a2: :20:5e - - — 3332 —1L 40922078 —L— 3332 —1  4086D834 HELLO F
12 14.700160 00:13:a2: :20:5¢ .
13 15.163840 00:13:a2: :d8:34 Addressing fielas |
14 15.166624 00:13:22: :d8:34
15 15.169408 00:13:a2: :d8:34
16 15.172224 00:13:22: :d8:34 MHR MAC MFR
17 16.799936 00:13:a2: :20:5e Payload
18 18.899744 00:13:22: :20:5¢
19 20.999616 00:13:a2: :20:5¢ ~
20 22.030464 00:13:22: :d8:34  00:13:22:00:40:92:20:78  IEEE 802.15.4 Data, Dst: Maxstrea 00:40:92:20:78, Src: Maxstrea 00:40:86:d8:34, Bad FCS
21 22.033248 00:13:22: :86:d8:34  00:13:a2:00:4 IEEE 802.15.4 Data, Dst: Maxstrea 00:40:92:20:78, Src: Maxstrea 00:40:86:d8:34, Bad FCS
22 22.036032 00:13:22:00:40:86:d8:34  00:13:22:00:40:92:20:78  IEEE 802.15.4 Data, Dst: Maxstrea 00:40:92:20:78, Src: Maxstrea 00:40:86:d8:34, Bad FCS m
24 23.100576 00:13:a2:00:40:76:20:5¢  Broadcast IEEE 802.15.4 Data, Dst: Broadcast, Src: Maxstrea 00:40:76:20:5e, Bad FCS 9

Arrival Time: Jan 1, 1970 01:00:58.313760000
[Time delta from previous captured frame: ©.002784000 seconds]
[Time delta from previous displayed frame: ©.002784000 seconds]
[Time since reference or first frame: 22.038816000 seconds]
Frame Number: 23
Frame Length: 28 bytes
Capture Length: 28 bytes
[Frame is marked: False]
[Protocols in frame: wpan:data]
~ IEEE 8602.15.4 Data, Dst: Maxstrea 00:40:92:20:78, Src: Maxstrea 00:40:86:d8:34, Bad FCS
D Frame Control Field: Data (@xcc6l)
Sequence Number: 88
Destination PAN: 0x3332
Destination: Maxstrea 00:40:92:20:78 (00:13:a2:00:40:92:20:78)
Source: Maxstrea 00:40:86:d8:34 (00:13:22:00:40:86:d8:34)
FCS: exffff (Incorrect, expected FCS=0x2b32
D [Expert Info (Warn/Checksum): Bad FCS]
~ Data (5 bytes)
Data: 48454C4C4F

[Length: 5]
0000
0010
O Frame (frame), 28 bytes Packets: 26 Displayed: 26 Marked: 0 Profile: Default
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DEVELOPMENT
ENVIRONMENTS

 LINUX-BASED SYSTEMS FOR HIGHER
FLEXIBILITY AND BETTER

INTEROPERABILITY

° MOST OF SOFTWARE TOOLS ARE
TARGETED FOR UNIX

 MOST OF GATEWAYS DEVICES ARE LINUX-
BASED (MESHLIUM, BEAGLE, RASPERRY,

)

- WHEN POSSIBLE, AVOID JAVA
DEVELOPMENT AND PRIVILEDGE C,

OR C++ AND/OR SCRIPTS (SHELL,
PYTHON)

14



STANDARD SOFTWARE
TOOLS

« LIBELIUM WASPMOTE

° LIBELIUM IDE (ARDUINO-BASED) & API
DEVELOPMENT ENVIRONMENT

- ADVANTICSYS TELOSB
- TINYOS 2.1.2 DEVELOPMENT ENVIRONMENT

-  AUDIO

- CODEC2 SOFTWARE (WWW.CODECZ2.0RG):
c2enc, c2dec

. SPEEX SOFTWARE (WWW.SPEEX.ORG): speexenc,
speexdec

« sox AND play PACKAGE (LINUX)

15 15



CUSTOMIZED/DEDICATED
TOOLS

SERIAL TOOLS TO READ HOST COMPUTER SERIAL
PORT

XBeeReceive (C LANGUAGE)
SerialToStdout (PYTHON SCRIPT)

COMMUNICATION TOOL TO SEND COMMAND
CONTROL PACKET
XBeeSendCmd (C LANGUAGE)

TO GET A « PURE » SPEEX AUDIO ENCODED
FILE WITHOUT ANY HEADER
MODIFIED VERSION OF speexdec.c (YES speexdec.c
AND NOT speexenc.c) COMPATIBLE WITH SPEEX’S
sampledec.c
SIMPLE « PURE » SPEEX AUDIO DECODER
WITHOUT ANY HEADER

MODIFIED VERSION OF SPEEX’S sampledec.c:
speex_ sampledec

16



XBEERECEIVE /&

ly /
e
b5y,
i

d MAIN TARGET IS XBEE-BASED GATEWAY
d TRANSLATES XBEE AP|I FRAME
J READ FROM THE SERIAL PORT
e /dev/ttyUSBO, /dev/ttySO, ..
d DISPLAY IMAGES IN IMAGE MODE

0 RECONSTRUCTS FILE IN BINARY MODE
(HANDLES PACKET LOSSES)
e ASSUMES EACH PACKET WITH 4 BYTES
HEADER: 2 BYTES FOR FILE SIZE & 2 BYTES
FOR OFFSET
d CAN WRITE TO UNIX STDOUT & CAN ACT AS
A TRANSPARENT SERIAL REPLACEMENT

d CAN ACTIN A DATA STREAM FASHION: NO
HEADER FOR PACKETS

d XBEERECEIVE

17



XBEERECEIVE CMD LINE

USAGE: ./XBeeReceive -baud b -p dev -onlydisplay img file.dat -pktd -pktf -B/-I -ap0 -v val
—stdout -stream -Q 40 file name

USAGE: -baud, set baud rate, default is 38400

USAGE: -p /dev/ttyUSB1

USAGE: -onlydisplay img file.dat, display the .dat file only

USAGE: -pktd, display received XBee frames

USAGE: -pktf, generate pkt list file

USAGE: -B/-1I, -B for binary mode, -I for image mode, default is image mode

USAGE: -framing, expects 0xFF0x55 for binary mode, O0xXFFx50 for image mode, default is no framing

USAGE: -ap0, indicates an Xbee in AP mode 0 (transparent mode) so do not decode frame structure

USAGE: -v 77, use 0x77 to fill in missing value in binary mode

USAGE: -stdout, write to stdout for pipe mode, don't work with image mode

USAGE: -stream, assumes no header & write to stdout for pipe mode in binary mode

USAGE: -Q 40, use 40 as Quality Factor, default is 50

USAGE: file name, for images: give the original bmp file. for binary: give any file name

18



SERIALTOSTDOUT.PY

SIMPLE PYTHON SCRIPT TO READ SERIAL
PORT WHEN NO TRANSLATION IS NEEDED

CHANGE BAUD RATE AND PORT AS NEEDED

import serial
import sys

ser = serial.Serial('/dev/ttyUSB0', 38400, timeout=0)

# flush everything that may have been received on the port to make sure
# that we start with a clean serial input
ser.flushInput()

while True:

out = "'
sys.stdout.write(ser.read(1024))
sys.stdout.flush()

SerialToStdout.py CAN BE USE INSTEAD OF
XBeeReceive WITH AN XBEE IN TRANSPARENT

MODE

19



XBEESENDCMD

A XBEESENDCMD

1 USES AN XBEE GATEWAY TO SEND ASCII
STRING COMMAND, E.G. « /@DOO30# »

USAGE: ./XBeeSendCmd -p dev [-L][-DM][-at] -tinyos -tinyos amid id hex -mac|-net|-addr|-b message
USAGE: -p /dev/ttyUSB1

USAGE: -mac 0013a2004069165d HELLO

USAGE: -net 5678 HELLO

USAGE: -addr 64 or 16 _bit addr HELLO

USAGE: -b HELLO

USAGE: -at to send remote AT command: -at -mac 0013a2004069165d ATMM

USAGE: -L insert Libelium API header

USAGE: -DM to specify DigiMesh firmware

USAGE: -tinyos to forge a TinyOS ActiveMessage compatible packet (0x3F0x05 are inserted)
USAGE: -tinyos amid 6F, to set the ActiveMessage identifier to 0x6F (0x05 is the default)

J EXAMPLE:
] XBeeSendCmd —addr 0013A2004086D835 hello
J XBeeSendCmd —addr 0013A2004086D835 /QZ50#

20



IMAGE DEMO

21



MORE GENERIC SOLUTION:
FILE SENDER NODE

Fully configurable: t

File to send 4 S ==Y T2 . S
Size of packet chunk ; Srepes 3 S oo S

Inter-packet delay
Image/Binary mode
Destination node
Clock synchronization

- ~ETYTETVYS

Flest24060, hit4E#
801 ZAZ0B466FEZES

22



RELAY NODES

Fully configurable:

Destination node
Additional relay delay
Clock synchronization

LIBELIUM WASPMOTE, IMOTEZ2, ARDUINO, TELOSB, MICAZ

23



SINK NODE

LINUX PC/LAPTOP WITH
USB/SERIAL GATEWAY

24



MOTIVATIONS

JdNEED A CONTROLLED ENVIRONMENT
TO
dTEST MULTI-SOURCE SCENARIO

d QUANTIFY IMPACT OF RADIO
INTERFERENCE

d TEST MULTI-PATH ROUTING AND BUFFER
MANAGEMENT FOR CONGESTION CONTROL

d KNOW TYPICAL LATENCIES

J ADOPT A « FULLY CONTROLLABLE »
APPROACH

O EACH NODE CAN BE DYNAMICALLY
CONFIGURED...

... TO « KNOW » WHAT IS GOING ON.
25



MOTE NODES

R0/1 enable/disable relay mode
D0013A2004086D828 set the 64-bit dest. mac addr
D0080 set the 16-bit dest. mac addr

T130 transmit with inter pkt time of 130ms

z50 set the pkt size for binary mode

FdesQ5.dat set the file name to desQ5.dat
D0013A2004086D828 set the 64-bit dest. mac addr
D0080 set the 16-bit dest. mac addr

I or B set to image mode/set to binary mode

All commands must be prefixed by « /@ »
and ended/separated by « # »

Examples:

/@T130#, /@Fjapan020.dat#I#

XBeeReceive Unix tool

26




IMAGE DEMO

0x0013A20040762191

> XBeeSendCmd —addr 0013A20040762191 /@FjapanQ20.dat#I#
> XBeeSendCmd —addr 0013A20040762191 /@DO030#

» XBeeSendCmd —addr 0030 /@DO060#

» XBeeSendCmd —addr 0060 /@D0013A2004086D835#

» XBeeSendCmd —addr 0013A20040762191 /@T90#

0x0030

0x0060
\

N N\
\\ \
, l 0x0013A2004086D835

> XBeeSendCmd —addr 0013A20040762191 /@DO070#
> XBeeSendCmd —addr 0070 /@D0013A2004086D835#
» XBeeSendCmd —addr 0013A20040762191 /Q@QT90# OXOO7O

XBeeReceive Unix tool
» XBeeReceive —I —Q 20 japandisaster-200x200.bmp 27



IMAGE DEMO

0x0013A20040762191

> XBeeSendCmd —addr 0013A20040762191 /@DO030# 0 0070
» XBeeSendCmd —addr 0060 /@DO070# X
» XBeeSendCmd —addr 0013A20040762191 /Q@T90#

XBeeReceive Unix tool

28



AUDIO DEMO

29



WaspMote+XBee in raw mode

« Electret mic Wlth
amplifier |

- XBee in APO mode
(transparent mode)

« 8-bit 4Khz sampling
gives 32000bps

- 8Khz sampling gives
64000bps, requires
custom API

the sounds of smawt evwironments




STVIATH I RAMIWORK
rocleAMML

Details of pin connection

. 8 et miee Lo o
U AR

® l....lo
9
o2Hiiiiii

V10

uuu.libghun.com e

©

AUX-SERIAL-1-TX
DIcITALS |* #] GND AUX-SERIAL-1-RX | =
DIGITALS |= =| DIGITALZ AUX—-SERIAL-2-RX | =
DIGITAL4 |* =| DICITALS AUX-SERIAL-2-TX | =
DIGITAL2 |[= =| DIGITALZ RESERUVED | =
[t el el oY R Tl Y - » r‘nr‘*r'rﬁl 4 GND -
VCC on D2 ANALOGS |* = ANALOGZ ) GND | =
ANALOG4 |= =| ANALOGS MUX_RX | =
AUDIO on A2 ANALOG2 |* | ANALOG3 MUX_TX | =
SENSOR POWER [= =] ANALOG1 SENSOR POWER | =
GND on GND GPS POWER |* =| 5V SENSOR POLER acL |
spA L=_=] SCL SDA L=

the sounds of smouwt evwivonumenty




With XBee GW also in APO mode

4KHz sampling
> XBeeReceive

8KHz sampling
> XBeeReceive

Save raw data
> XBeeReceive
> play -t raw

void loop() {
val = analogRead (ANALOG2) ; // read analogvalue
val8bit = ((val >> 2) ) ; // convert into 8 bit
// write on UART1, need an XBee module
// with AP mode 0

serialWrite(val8bit,1l);

-baud 38400 -ap0 -stdout dumb.dat | play --buffer 50 -t raw —r 4000 -u -1 —

-baud 125000 -ap0 -stdout dumb.dat | play --buffer 50 -t raw -r 8000 -u -1 -

for off-line playing
-baud 38400 -ap0 -stdout dumb.dat > test.raw
—r 4000 -u -1 test.raw

Alternatively using SerialToStdout python script, at 38400 baud only

> python SerialToStdout | play --buffer 50 -t raw —r 4000 -u -1 —

the sounds of smout evwirvonmenty



XBee gateway in pkt mode (APZ),

 The receiving XBee module may need
to be in packet mode (AP2) due to
deployment constraints

« Adds overhead of XBee API frame
decoding: 8KHz sampling may be not
supported

4KHz sampling
> XBeeReceive -baud 38400 —stream dumb.dat | play --buffer 50 -t raw —r 4000 -u -1 —

Save raw data for off-line playing
> XBeeReceive -baud 38400 —stream dumb.dat > test.raw
> play -t raw —r 4000 -u -1 test.raw

the sounds of smout evwirvonmenty



Multi-hop audio solution

» Use dedicated audio board for
sampllng/storlng/encodlng at 8kbps

Specially designed audio
board by INRIA CAIRNS &
Feichter Electronics

« Allows for multi-hop, encoded audio
streaming scenarios

the sounds of smout evwirvonmenty



speex at 8kbps

160 bytes (20ms)

20 bytes of encoded audio data

1 byte
Seq. No.

/

2 bytes
framing
OxXFF0x55

24 or 21 bytes frame

\
1 byte
frame size

speex sampledec

the sounds of smouwt evwivonumenty




1-hop test-bed w/audio board .

SPEEX AUDIO ENCODING
S8KBPS

~
Al/2/3/4 aggregate audio frames N
D0100 set the 16-bit dest. mac addr

C0/1 power off/on the audio board

N 0x0100
\
\

Vg

python 115200SerialToStdout.py |

./speex_sampledec wframing essai.raw | DECODE & PLAY
play --buffer 100 -t raw -r 8000 -s -2 -

RECEIVED AUDIO

the sounds of smout evwirvonmenty



Relay nodes

ADVANTICSYS

LIBELIUM CM5000, CM3000

WASPMOTE

Fully configurable:

- R0/1 enable/disable relay mode
Destination node D0013A2004086D828 set the 64-bit dest. mac addr

Additional re|ay de|ay D0080 set the 16-bit dest. mac addr
Clock synchronization

the sounds of smout evwirvonmenty




2-hop test-bed w/audio board )

R0/1 enable/disable relay mode
D0100 set the 16-bit dest. mac addr

_—__
-— ~~~
-~

~

- RELAY
0x0200 ~ &

SPEEX AUDIO ENCODING
S8KBPS

Al1/2/3/4/6 aggregate audio frames
D0200 set the 16-bit dest. mac addr
C0/1 power off/on the audio board

N 0x0100
\

python 115200SerialToStdout.py |

./speex_sampledec wframing essai.raw | DECODE & PLAY
play --buffer 100 -t raw -r 8000 -s -2 -

RECEIVED AUDIO

the sounds of smout evwirvonmenty



speex at 8kbps requirements )

160 bytes (20ms)

20 bytes of encoded audio data

1 byte
Seq. No.

/

24 or 21 bytes frame :::::::::>

\
1 byte
frame size

2 bytes
framing
0xXFF0x55

speex sampledec

the sounds of smouwt evwivonumenty




Packet read time & packet relay time

“=Packet relay time (th), TelosB Packet relay time (measured), TelosB

=o=Packet read time, TelosB

30.0 276 280 2&3
c 259 262 gu et
255 25.3 “%<° F3
25.0 238 201 e B0 279 278 281
: 217 22.0 224 il 55 263
196 199 203 pasesll™ 5, 3 250 248
20.0 —_, g 225 227
£ 15.7 16 o 207 206
£ 15.0 | ™=
@ "7 162
E
-
10.0 8 8 8
6 6 7 7 7
rv‘— I—
4 a4 5 5 5 L LAty
50 —— <,."_‘.pvl—( )—(V,..u-"""v’_'[v
0.0

Payload in bytes

the sounds of smout evwirvonmenty



Relay node performances

Read time & processing w/relay time

=»=Read time, WaspMote ==WaspMote processing w/relay time

120
100

w 80

£

5 60 53

£ .

= 40

16

20 o
0

10 40 50 60 70

XBee payload in bytes

80

the sounds of smouwt evwivonumenty




i

J
[/ -
SUANTA AN W
Ay

peex at 8kbps on slow relay no

160 bytes (20ms)

Add framing Captu re 6
bytes

audio frames
(120ms) but

\l only send 4
! 5>< ° K ° Need to be

| - able to relay
| 2 3 4 6 8 96-byte pkt
l every 120ms

A6 aggregate audio frames

the sounds of smout evwirvonmenty



