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Near real-time constraints,
large amount of data,
stream-like




Disaster relief, Search &
Rescue, Intrusion
detection, ...
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COLLECT DATA TO IMPROVE THE RESPONSIVENESS
OF RESCUE OPERATIONS
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IMAGE SENSORS

1Mote2 with IMB400
multimedia board

Seedeye

Cyclops

camera \

MicaZ
mote

Pixy

Cyclops




IMAGE SENSORS FOR
SURVEILLANCE

Periodically capture to
detect intrusions/event

Send alerts to neighbors

Propagate alerts to the sink

Send images to the sink

e alerted node
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(uijes- SENSING RANGE &
. COVERAGE

Image sensors capture scene with a Field of View
~ acone

Image resolution, capture speed, rotation,...
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sl DON’T MISS IMPORTANT
. EVENTS!

Whole
understanding

of the scene is
wrong!!!

WHAT IS CAPTURED
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« HIGH-QUALITY » NOT
NECESSARILY GOOD
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167x180 16 colors, light

Keep in mind

the goal of the
application!

167x180 BW (2 colors), light

333x358 16M colors, no light
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CHEDULE ACTIVITY WITH
CRITICALITY IN MIND
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0 LINK THE ACTIVITY ACTIVITY
TO REDUNDANCY LEVEL HIGH CRITICAL APPLICATION
LEVEL A LOW CRITICAL APPLICATION
U HIGH CRITICALITY M A X

0 CONVEX SHAPE —
0 MOST PROUJ ECTlm
OF X ARE CLOSE TO
THE MAX ACTIVITY

U LOW CRITICALITY

O CONCAVE SHAPE B
O MOST PROJECTIO
OF X ARE CLOSE Tgs\
THE MIN ACTIVITY Al

U CONCAVE AND
CONVEX SHAPES
AUTOMATICALLY
DEFINE SENTRY
NODES IN THE | | >

NETWORK REDUNDANCY
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PROPOSED CRITICALITY
MODEL

A A A A R A R

fs 2.93 3
d R CAN VARY IN [O] 5, 2.85 %

0 BEHAVIOR FUNCT]
(BV) DEFINES THE| 2.50
CAPTURE SPEED
ACCORDING TO R°

O R9<0.5 1.50
O CONCAVE SHAPE

1.00
Table 1: Capt: 07?

0.50
O 1 2 3 1 f’/
0.00 T | | | | | | | | | | | | |

0.01| 0.02( 0.05( O0.14
0.03| 0.08( 0.14( 0.2 0123456789510l 1 \

0.17| 0.35( 0.55( 0.75| 0.97| 1.20| 1.45| 1.72| 2,00 2.31| 2.64 P
0.36( 0.69( 1.00( 1.28| 1.55| 1.80| 2.03| 2.25| 2.45| 2.65| 2.83

0.75| 1.24| 1.61( 1.90( 2.14| 2.33| 2.49| 2.63| 2.75| 2.85( 2.93
1.48| 1.95| 2.25( 2.46| 2.62| 2.74( 2.83| 2.90| 2.95( 298| 2.99

2.00
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Sentry nodes have
higher probability to
detect events and to

send alerts

fps : frames/second |
CS : # cover sets

________________________________________________________________



mean stealth time (second)

mean stealth time (second)

-l stealthTime r°=0.1
-@- stealthTime r°=0.2
stealthTime r°=0.3
stealthTime r°=0.4
=¥~ stealthTime r°=0.5
stealthTime r°=0.6
- stealthTime r°=0.7
-@- stealthTime r°=0.8
stealthTime r°=0.9

time (second)
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IMAGE QUALITY?
UNCOMPRESSED BMP

1617 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING
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ORIGINAL 320X320 1340 oUuT OF 1617 1303 OoUT OF 1617 674 OoUT OF 1617
256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
BMP 102400 BYTES

MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4)

MINIMUM LATENCY = 3.27S

Cannot really use the
compressed version of

BMP using RLE.

921 0ouUT OF 1617 689 OouUT OF 1617 913 OUT OF 1617
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI\1%



IMAGE QUALITY?
STANDARD JPG

427 PACKETS, 64 BYTES PAYLOAD, ONE HOP
LOSS RATE: 20%, NO LOSS BURSTS (RADIO), NO DUTY-CYCLING
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© OUT OF 12 IMAGES
COULD N ECODED

ORIGINAL 320%X320 348 OUT OF 427 351 0UT OF 427 349 OoUT OF 1617

256 GRAY LEVELS, PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEIVED
JPG 27303 BYTES

MAX TX RATE = 250 KPS WITH LOSS BURSTS (RADIO)
(IEEE 802.15.4) :

MINIMUM LATENCY = 0.87s

8 OUT OF 12 IMAGES
COULD N ECODED

Encoding cost of
JPEG2000 is too high for

these devices.

258 OUT OF 427 270 OUT OF 427 269 OUT OF 427
PACKETS RECEIVED PACKETS RECEIVED PACKETS RECEI\{[@



IMPROVING IMAGE
ROBUSTNESS

Q=50 5=11045b 142pkts Q=40 S=9701b 123pkts = Q=30 S=8100b 101pkts

ORIGINAL 200X200
256 GRAY LEVELS,

ADJUSTABLE
IMAGE QUALITY: 62368

(Q=20)

MAX TX RATE = 250 KPS
(IEEE 802.15.4)

MINIMUM LATENCY = 0.20s

Collaboration with CRAN
laboratory, Nancy, France,

for robust image encoding
techniques for WSN.
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MULTIMEDIA SENSOR
SIMULATION MODEL

d ADVANCED PROPAGATION AND RADIO
MODELS

d LAYERED, FLEXIBLE ARCHITECTURE

= (Node) SN.node[0] (=]a])(x] E
2 R Do ruray @I 2 & &[]+
[l ¢node.Mode) SN.node(D] (id=6) (ptrDxShd7aas) Zoom: 0.68x

3 ] % (CommunicationMd[=] 0[] At

L E = = R R S A

| | [— .(Sr:;o U.Coml:unic ion r)SBr-d Need to knOW the power
fjj | consumption for capturing an
; image, processmg/pqmpressmg
! an image & transmitting an
\ - - I ‘image...
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INTRUSION DETECTION
SCENARIO

Application:Image sent

[ *
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node=24

node(zz) node[53] ‘ ﬁgﬁhl T f\
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Tﬁ;% Wuwmmmlmmmm1/ c &:% l _________ l__Tf?ff_l__ff_f_f_l__z_fffffff_ 0
wirewgtmhpalProcesspR \6:)/ \%l‘\T fg@e\[ﬁ] | node=2 | 1 | 206 | o
3= g \é/, " \"* f‘é/ | node=5 | 4 | 824 | o
node14]\t:3/ e el — | node=9 | 2 | 412 | 2
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| 0
1

|
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60 IMAGE SENSOR NODES
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1SINK (NODE 54)
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ROUTING ISSUES

IMAGES GENERATE LARGE AMOUNT OF DATA
TRANSPORTED IN MANY PACKETS

IMAGES FROM MULTIPLE SOURCES TO THE
SINK CAN SATURATE THE RADIO CHANNEL

MULTIPATH ROUTING CAN BE USED FOR
RELIABIITY, LOAD-BALANCING, MITIGATING
CONGESTION THUS PACKET LOSSES

AS MORE IMAGES NEED TO BE SENT, A HIGH
NUMBER OF PATHS TOWARDS THE SINK IS
DESIRABLE

24



HOP?

Fa(v,u) = {k|d(k’, Sink) < d(u, Sink),u € F(v),k € N('u.)}
Fy(v, w)
R

—— o — -
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Foy

F(v) = {'u.|d(u., Sink) < d(v, Sink),u € N('v)}
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RADIO/MAC DUTY-CYCLING
e ISSUES

Time

MISSED ALERT!

d RADIO & MAC LAYER ACTIVITIES
REPRESENT A LARGE PART OF
ENERGY CONSUMPTION

d MOST OF OPERATION MODES IMPLY
DUTY-CYCLING BEHAVIOR

26



ACOUSTIC SENSING

EAR-IT 10T & Acoustic-based

applications :

@ Detection of unusual shtuations and direct means of
Interest to uch (e g. emergency, secury, elc)

© Movementin Restrioted Areas : Detect mofion n

restricted / sensitve zones

@ Growding : Detect crowding of people i specified
areas fo prevent potential safety hazards

@ Detect exceptions {0 the general fow of masses
(crowds, raffic to ensure smooth movement

® Measure traffc flow (major infersections, acacent

oads) to enable betterpianning t avoid congeston,

Improve trafic flow and maintain cear access poins

Traffic
and Pollution
monitoring
AR/

o APU : Acoustic Processing Unit

0 10T : Internet Of Things
{1l sounn




EVIEW OF DIGITAL AUDIO

Quantization

Amplitude .
Continous Discrete
Time
Analog signal Quantized signal
Continous w
analog filter / cm;pli Tdeal logical siog}nal
Sampled signal Digital signal
Discrete | ||| | =t b5y 5
i \ ‘ ~ ‘ ‘ x _________ < eod e
4 ;?
sampling Audio CD, CCD Computer

4

Only in this case can we associate
an integer value to the signal

28



SAMPLING: SHANNON’S
THEOREM

Shannon’s theorem: Fe > 2 x Fmax(Signal)

Example : .
/ _ | [;L"’l[:l L' o
Samples B i) P
NG & 5
Extrapolated " PN b
signal ? — 1 . 2 &N\ % &
=t e | o o

An incorrectly sampled signal will not be
reconstituted

29



NARROW-BAND AUDIO

SAMPLING RATE UP TO 8KHZ

1 SAMPLE EVERY 1/8000s (125uUsS)
SAMPLE CODED ON 8 BITS

RAW THROUGHPUT OF 64KBPS

SO-CALLED PULSE CODE

MODULATION (PCM) USED IN MOST
WIRED TELEPHONY SYSTEMS

WITH 4KHZ SAMPLING RATE, CAN
REDUCE TO 32KBPS

30



DIO STREAMING PRINCIPLE

Digital signal 160 8-bit samples (20ms)

SoLITd

J

Computer

packets

packets loss
generated \
\ i?:(;?::zl playout schedule
1 bor

playout schedule
p'-r

p p' 31



ELECTRET MIC WITH
AMPLIFIER ON ADC
INPUT PIN

CONVERT FROM 10-
BIT TO 8-BIT
SAMPLE

S8KHZ SAMPLING
GIVES 64000BPS

4dKHZ SAMPLING
GIVES 32000BPS

.’ i -
Sron. - A ey e
¢ g
[ 3332 0C myFrrF 8 p
"\u' © A .
¥ s06rB3CA R :
- 1% © 2
! -
!
27 ~
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#define TIMING SAMPLING 125 // 8000Hz D’ ‘1. | 8 l
#define CAPTURE_DURATION 15000000UL // in us 15s lg' a S|gna
#define SAMPLE COUNT CAPTURE CAPTURE DURATION/TIMING SAMPLING

void setup() {
Timerl.initialize(TIMING_SAMPLING); | | ] *4

<
[¢]
.
[}
Q
V.E

ter

of sound pressure level,

// write on UARTL Or any other way to put the sample into

Timerl.attachInterrupt(callback);



COMMUNICATION
PERFORMANCES

APPLICATION LEVEL
PERFORMANCES DEPENDS ON
OS, API, HARDWARE
ARCHITECTURE

USUALLY MUCH LOWER THAN
RADIO PERFORMANCES

WHAT ARE MINIMUM LATENCIES
& MAX. THROUGHPUT?

FOR SENDING?
FOR RECEIVING?

FOR RELAYING? 34



ENDING PERFORMANCES

1 100 8-bit samples (12.5ms or 25ms)

A
1 L R
1. v
relay

I Tpr‘ocessing

\ 4

« Time in send() » is T2-T1

GENERATOR

Time resolution is millisecond

{ TRAFFIC J « Time between 2 pkt generation » is T0O-LO
Minimum data manipulation

void loop() {
TO;

LO=TO0; Measure the time
1 in various part of
send (buf); APl send ()
T2; when possible.




|OT NODE SENDING
PERFORMANCE

100 8-bit samples (12.5ms or 25ms) .

Time in send() and time between 2 packet generation
Libelium WaspMote

LIBELIUM WASPMOTE
~*=time in send(), 125000 <“~time in send(), fitted

time between send() “=time between send(), fitted

20 14,78

15,

13,75
11,68 12,72 14,27 1530
» 15 10,65 13,23 4
9.62 1117 1220 e

| 7,55 858 710,13 e

: 8,07 2120 it

10 703 T = 11,38

E maes - 938 10,38 !

5 8,37 ’
7,37

5,36 6,37

4,36
02,353'36"
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 9% 100
XBee payload in bytes

Al

No capture and transmission at the same time if using only mote ucontrajler!



% DEVELOPMENT OF AUDIO
; BOARD

- USE DEDICATED AUDIO BOARD FOR w
SAMPLING/STORING/ENCODING

Advanticsys
CM3000

Specially designed audio ‘ e E———————
board by INRIA CAIRNS & dsPIC33 with 8kbps speex

real-time encoder

Feichter Electronics

- ENCODING SCHEME IS SPEEX AT S8KBPS
- DESIGNED FOR MULTI-PLATFORM MOTES
- DEVELOPED FOR EAR-IT PROJECT
37



SPEEX AT S8KBPS

160 8-bit samples (20ms)

20 bytes of encoded audio data
2 bytes

framing LLLLLEDEELTEEDTERT T

0xXFF0x55

1 byte
Seq. No. Can do audio frame aggregation
K// 24 or 21 bytes frame
\
1 byte

frame size speex sampledec wframing

38



SUMMARY OF AUDIO
CONSTRAINTS

 Codec Minimum sending rate
Raw
4KHz 100 bytes every 25ms
8KHz 100 bytes every 12.5ms

Speex 8000bps
Al
A2
A3
A4

24 bytes every 20ms
48 bytes every 40ms
72 bytes every 60ms
96 bytes every80ms

39



L AUDIO QUALITY: PESQ &

MOS (1)

ITU-T P.862 PERCEPTUAL
EVALUATION OF SPEECH QUALITY
(PESQ): AN OBJECTIVE METHOD FOR
END-TO-END SPEECH QUALITY
ASSESSMENT OF NARROW-BAND
TELEPHONE NETWORKS AND SPEECH
CODECS.

WE CAN USE ITU-T PESQ TOOL TO
DETERMINE THE MOS VALUE FOR
LOSS-FREE ENCODED AUDIO
(CODECZ2, SPEEX, ...). MOS-LQO
VALUES GREATER THAN 2.6 ARE
CONSIDERED GOOD.

40
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45

35

25

15

0.5

TESTS0O0O0O.RAW

RAW 8000 MOSLQO against test-8000Hz.raw.wav - 100 bytes / radio packet

4.549

3.245

2918

2.667
2.472

2.235

1.964 1.932
1856 1.74 1.773

1.594
1.482

1363
1303
1145 1213 12 1.177 1.222 1.26

1.1551.1011.0961-1521 0811 0671 0561.063

SR S R R
ds"’ @90 @0 é°° é’ A '\°°
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(A1)

SPEEX 8000 MOSLQO against test8000.spx.wav - 20 bytes / radio packet

a5 4.308

3.519
3.5

] 2.845
- 2.3752.334

A NN

X R R R R R R R R E R R R ERREE R
o n N O O 000 C 0O o0 o0 o000 o0 o0 0cC o0 o0 o0 o0 o000 o0 o o o o
OQmmOQmmocmmcgmmoommocmmco
N ~ = = N N N N 0O M N N T T T VN N N N O W O O NS
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%0°0L
%0°0L
%0'S9
%0'59
%009
%009
%0°SS
%0°SS
%0°0S
%0°0S
%0°SY
%0°SY
%0°0v
%00V
%0°St
%0°SE
%0°0€
%00t
%0°ST
%0°ST
%002
%0°0Z
%0°ST
%0°ST
%001
%001
%S

%S

147 1 078 1.131

T

1.272 1.296

1.39 1.457

1.743 1.64

1.959

SPEEX 8000 MOSLQO against test8000.spx.wav - 40 bytes / radio packet
2.94

2.53

| 2.113

3.395

STS800.SPX, 40B/PKT (A2)

%0

35
0

454308

5
4
3
2.5
2
15
1

0.5

43
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ST800.SPX, 60B/PKT (A3)

SPEEX 8000 MOSLQO against test8000.spx.wav - 60 bytes / radio packet

44
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ATHINGS N MULTI-HOP PACKET
FORWARDING

Multi-hop is very costly (routing) and
generates lot’s of packet losses!

! In data-intensive applications, a lot of packets will be transmitted,
usually at high transmission rate!

=

o A
¥ " 1 Tr‘ead
send relay
I Tpr'ocessing

What level of performances can we expect?




i ¥ RELAY PERFORMANCES

A

1 v Tread
Trelay
I Tpr‘ocessing
2 1

RELAYING ARE USUALLY DONE AT
APPLICATION-LEVEL (EVEN OS LEVEL

IS CONSIDERED APP-LEVEL FOR THE
MOTE)

RELAYING MEANS:
O READ THE PACKET IN MEMORY
1 SEND THE PACKET TO NEXT HOP

46



. SANTANDER’S LIMITATIONS

Pk 7
I lllllllllllllllllllllllllllllll H
IRRLUTE TTTTERTT LT PG

Read time & processing w/relay time

=®=Read time, WaspMote =“=WaspMote processing w/relay time

XBee payload in bytes

SmartSantander’s loT node uses 38400 Needs to discard audio frame

baud rate for communication between at the source to increase the

XBee radio and host ucontroller t+ime window 47




PEEX AT S8KBPS ON SLOW
RELAY NODES

160 bytes (20ms)

20 bytes of encoded audio data

Add framing
bytes

48



CONCLUSIONS

SENSOR NETWORKS CAN PROVIDE LARGE SCALE
AWARENESS TO SETUP THE FOUNDATION FOR
AMBIENT INTELLIGENCE TO OFFER NEW SERVICES
FOR SMART SOCIETIES

HOT TOPICS ARE MULTIMEDIA INFORMATION FOR
ENHANCED SITUATION-AWARENESS

DEALING WITH IMAGES AND AUDIO IS
CHALLENGING AND NEEDS CAREFUL DESIGN AND
STUDIES

TESTBED & REAL EXPERIMENTATIONS ARE
NEEDED TO HIGHLIGHT REALISTIC ISSUES

49



