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Objectives

Audience

Preface

This preface describes the objectives, audience, organization, and conventions of
the Cisco 1700 Series Router Software Configuration Guide. It also provides
information about additional documentation and about how to obtain technical
assistance.

This software configuration guide explains how to configure Cisco 1700 routers.
It does not cover every feature, but it does describe, in detail, the tasks most
commonly required for configuring the router.

This guide also references detailed features described in the Cisco 10S
configuration guides and command references. Refer to those other books for
additional information.

This guide is intended both for network administrators who have no or little
experience configuring routers and for network administrators who have
extensive experience. This guide is useful for both the following situations:

= You have arouter that is already configured, and you want to configure
additional features, using the command-line interface (CLI).

- You want to configure the router by using only the CLI.

| 78-5407-03
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M Organization

Organization

This document contains the following chapters and appendixes:

Chapter 1, “Introduction to Router Configuration”—Describes what you
need to know about the Cisco 1 OS software (the software that runsthe router)
before you begin to configure the router.

Chapter 2, “Configuring Security Features’—Describes how to configure
security features on Cisco routers, including | P Security (IPSec), firewalls,
and virtual private dial-up networks (VPDNS).

Chapter 3, “Miscellaneous Features’—Provides procedures for configuring
miscellaneous features of the Cisco 1700 Series routers: Dynamic Host
Configuration Protocol (DHCP) and Network Address Translation (NAT).

Chapter 4, “Configuring Routing Among VLANs with IEEE 802.1Q
Encapsulation”—Describes the required and optional tasks for configuring
routing between VLANs with |EEE 802.1Q encapsulation.

Chapter 5, “Configuring | SDN”—Describes how to configure a Cisco router
to dial into a central-site router over an Integrated Services Digital Network
(ISDN) line.

Chapter 6, “Configuring a Leased Line”—Describes how to configure a
Cisco router for Internet Protocol (IP) and Internetwork Packet Exchange
(IPX) over a private synchronous serial line.

Chapter 7, “ Configuring Frame Relay” —Describes how to configure aCisco
router to connect to a central-site router over a Frame Relay line.

Chapter 8, “Configuring Asynchronous Connections”’—Describes how to
configure a Cisco router to dial into a central-site router over a standard
telephone line.

Chapter 9, “Configuring X.25"—Describes how to configure a Cisco router
to connect to a central-site router over an X.25 line.

Appendix A, “Networking Concepts’—Describes concepts that can help you
in designing your network and configuring your router according to the
examplesin this guide.

Appendix B, “ROM Monitor”—Describes the functions and commands of
the router ROM monitor (also called the bootstrap program), the firmware
that runs when the router is powered up or reset.

Cisco 1700 Series Router Software Configuration Guide
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Conventions

Conventions

This document uses the following conventions:
» The caret character (") represents the Control key.

For example, the key combinations~D and Ctrl-D mean the same thing: Hold
down the Control key while you pressthe D key. Although keys areindicated
in capital letters, they are not case sensitive.

Command descriptions use these conventions:

» Commands and keywords in boldface font.

- Variables for which you supply values are in italic font.
Examples use these conventions:

- Examplesthat contain system prompts denote interactive sessions, indicating
that you enter commands at the prompt. The system prompt indicates the
current command mode. For example, the following prompt indicates global
configuration mode:

Rout er (confi g) #

- Terminal sessions and information that the system displays arein screen
font.
- Information that you enter isin bol df ace screen font.
- Nonprinting characters, such as passwords, are in angle brackets (< >).
S

Note ~ Meansreader take note. Notes contain helpful suggestions or references to
materials not contained in this manual.

A

Caution ~ Meansreader be careful. In thissituation, you might do something that could
result in equipment damage or loss of data

2]

Timesaver ~ Means the described action saves time. You can save time by performing the
action described in the paragraph.

Cisco 1700 Series Router Software Configuration Guide
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M Related Documentation

Related Documentation

The following publications provide related information about this product:

« Cisco |OS command references and configuration guides for Cisco 10S
Release 12.2 provide complete information about all Cisco |OS CLI
commands and how to use them, as well as information on designing and
configuring LANs and WANS.

» The Quick Start Guide that comes with your router has instructions for
quickly cabling and powering up the router.

» The Hardware Installation Guide for your router, which is available online,
describes router features, tells how to install and cable the router, and tells
how to troubleshoot common problems you may have with it.

Obtaining Documentation

Thefollowing sections explain how to obtain documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at
the following URL:

http://www.cisco.com
Translated documentation is available at the following URL:

http://www.cisco.com/public/countries_|anguages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco
Documentation CD-ROM package, which is shipped with your product. The
Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.

Cisco 1700 Series Router Software Configuration Guide
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Obtaining Documentation Il

Ordering Documentation

Cisco documentation is available in the following ways:

- Registered Cisco Direct Customers can order Cisco product documentation
from the Networking Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

- Registered Cisco.com users can order the Documentation CD-ROM through
the online Subscription Store:

http://www.cisco.com/go/subscription

- Nonregistered Cisco.com users can order documentation through alocal
account representative by calling Cisco corporate headquarters (California,
USA) at 408 526-7208 or, elsewhere in North America, by calling 800
553-NETS (6387).

Documentation Feedback

If you are reading Cisco product documentation on Cisco.com, you can submit
technical comments electronically. Click Feedback at the top of the Cisco
Documentation home page. After you complete the form, print it out and fax it to
Cisco at 408 527-0730.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, use the response card behind the front cover
of your document, or write to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco 1700 Series Router Software Configuration Guide
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Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance.
Customers and partners can obtain documentation, troubleshooting tips, and
sample configurations from online tools by using the Cisco Technical Assistance
Center (TAC) Web Site. Cisco.com registered users have complete access to the
technical support resources on the Cisco TAC Web Site.

Cisco.com is the foundation of a suite of interactive, networked services that
provides immediate, open access to Cisco information, networking solutions,
services, programs, and resources at any time, from anywhere in the world.

Cisco.com isahighly integrated Internet application and a powerful, easy-to-use
tool that provides a broad range of features and services to help you to

» Streamline business processes and improve productivity

» Resolve technical issues with online support

- Download and test software packages

« Order Cisco learning materials and merchandise

» Register for online skill assessment, training, and certification programs

You can self-register on Cisco.com to obtain customized information and service.
To access Cisco.com, go to the following URL:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC isavailable to all customers who need technical assistance with a
Cisco product, technology, or solution. Two types of support are availabl e through
the Cisco TAC: the Cisco TAC Web Site and the Cisco TAC Escalation Center.

Cisco 1700 Series Router Software Configuration Guide
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Obtaining Technical Assistance Il

Inquiries to Cisco TAC are categorized according to the urgency of the issue:

- Priority level 4 (P4)—You need information or assistance concerning Cisco
product capabilities, product installation, or basic product configuration.

- Priority level 3 (P3)—Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded,
affecting significant aspects of business operations. No workaround is
available.

- Priority level 1 (P1)—Your production network isdown, and a critical impact
to business operations will occur if service is not restored quickly. No
workaround is available.

Which Cisco TAC resource you choose is based on the priority of the problem and
the conditions of service contracts, when applicable.

Cisco TAC Web Site

The Cisco TAC Web Site allows you to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online toals,
knowledge bases, and software. To access the Cisco TAC Web Site, go to the
following URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco services contract
have compl ete access to the technical support resources on the Cisco TAC Web
Site. The Cisco TAC Web Site requiresa Cisco.com login ID and password. If you
have a valid service contract but do not have alogin ID or password, go to the
following URL to register:

http://www.cisco.com/register/

If you cannot resolve your technical issues by using the Cisco TAC Web Site, and
you are a Cisco.com registered user, you can open a case online by using the TAC
Case Open tool at the following URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, it is recommended that you open P3 and P4 cases
through the Cisco TAC Web Site.

[ 78-5407-03

Cisco 1700 Series Router Software Configuration Guide


http://www.cisco.com/tac
http://www.cisco.com/register/
http://www.cisco.com/tac/caseopen

Preface |

W Obtaining Technical Assistance

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses issues that are classified as priority
level 1 or priority level 2; these classifications are assigned when severe network
degradation significantly impacts business operations. When you contact the TAC
Escalation Center with a P1 or P2 problem, a Cisco TAC engineer will
automatically open a case.

To obtain adirectory of toll-free Cisco TAC telephone numbers for your country,
go to the following URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determine the
level of Cisco support services to which your company is entitled; for example,
SMARTnNet, SMARTnet Onsite, or Network Supported Accounts (NSA). In
addition, please have available your service agreement number and your product
serial number.

Cisco 1700 Series Router Software Configuration Guide
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CHAPTER 1

Introduction to Router Configuration

If you understand Cisco | OS software (the software that runs your router) and you
are experienced in configuring network devices, you can use the Cisco 10S

command-line interface (CLI) to configure your router. This guide will help you
use Cisco 10S software to configure your router. This chapter tells you what you
need to know before you begin configuring your router with Cisco 10S software.

This chapter contains the following sections:
« Configuring the Router from a PC
» Understanding Command M odes
» Getting Help
« Enable Secret and Enable Passwords
« Entering Configuration Mode
» Using Commands
- Saving Configuration Changes
» Using Debug Commands
« Whereto Go Next

Understanding these concepts saves you time when you are configuring your
router. If you have never used the Cisco 10S software or if you need a refresher,
read this chapter before you proceed to the next chapter.

If you are already familiar with the Cisco 10S software, you can proceed to the
configuration chapter that is appropriate for your network.

Cisco 1700 Series Router Software Configuration Guide
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W Configuring the Router from a PC

Configuring the Router from a PC

If you are configuring your router from a PC (not a dumb terminal), you need a
type of communications software called terminal emulation software. The PC
uses this software to send commandsto your router. Table 1-1 lists some common
names for this software, based on the type of PC you are using.

Table 1-1  Terminal Emulation Software

PC Operating System Software

Windows 95, HyperTerminal (included with Windows
Windows NT software)

Windows 3.1 Terminal (included with Windows software)
Macintosh ProComm, VersaTerm (supplied separately)

You can use the terminal emulation to change settings for the type of device that
is connected to the PC, in this case a router. Configure the software to the
following settings, so that your PC can communicate with your router:

- 9600 baud
- 8databits
* No parity
» 1 stop hit
- No flow control
You can now configure your router by using your PC.

Understanding Command Modes

This section describes the Cisco |OS command mode structure. Each command
mode supports specific Cisco |OS commands. For example, the interface
type_number command is used only when in global configuration mode.

Cisco 1700 Series Router Software Configuration Guide
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Understanding Command Modes Il

You use the following Cisco |OS command modes when configuring the scenarios
described in this document:

e User EXEC

- Privileged EXEC

- Global configuration

« Interface configuration
- Router configuration

« Line configuration

Note  Throughout the examplesin this guide, there are steps for verifying your
router configuration by using different Cisco |OS commands. If you plan to
use these verification steps, you must understand how to change from one
command mode to another; for this information, see Table 1-2.

Table 1-2 lists the command modes that are used in this guide, tells how to access
each mode, identifies the prompt you see in each mode, and tells how to exit each
mode. The examplesin the table use the host name Router.

Cisco 1700 Series Router Software Configuration Guide
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M Understanding Command Modes

Table 1-2 Command Modes Summary
Mode Access Method |Prompt Exit Method About This Mode!
User EXEC Begin asession |Router> Enter the logout Use this mode to
with your command. . Change terminal
router. settings.
» Perform basic
tests.
- Display system
information.
Privileged Enter theenable |Router# - Toexit to user Use this mode to
EXEC pommaréc;(vlérgle E)i E(ihm%(je, bl - Configure your
in user enter the disable router operating
mode. command.

» To enter global
configuration
mode, enter the
configure
command.

parameters.

« Perform the
verification steps
shown in this
guide.

You should configure
your router with an
enable password to
prevent anyone from
making unauthorized
changes to the router
configuration.
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Table 1-2 Command Modes Summary (continued)
Mode Access Method |Prompt Exit Method About This Mode!
Global Enter the Router(config)# | « Toexitto Use this mode to
configuration  |configure privileged EXEC |configure parameters
command while mode, enter the  |that apply to your
in privileged exit or end router as awhole.
EXEC mode. command, or
press Ctrl-Z.
» To enter interface
configuration
mode, enter the
inter face
command.
Interface Enter the Rout er (confi g- « Toexittogloba |Usethismodeto
configuration |interface if)# configuration configure parameters
command (with mode, enter the  |for the various LAN
a specific end command. interfaces of your
!nter:facle)bvglhlle « Toexitto ][olulter,_mgludmg the
intheglo privileged EXEC ollowing:

configuration
mode.

mode, enter the
exit command, or
press Ctrl-Z.

e To enter
subinterface
configuration
mode, specify a
subinterface with
the interface
command.

« 10BASE-T
Ethernet interface.

« 10/100BASE-T
Fast Ethernet
interface.
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Table 1-2 Command Modes Summary (continued)

Mode Access Method |Prompt Exit Method About This Mode!
Router Enter your Rout er (confi g- - Toexittoglobal |Usethismodeto
configuration  |router router)# configuration configure an | Prouting

command, mode, enter the  |protocol.

followed by the end command.

al;\ppropr(ljateh.l - Toexitto

.ey‘l""gal’ whiie privileged EXEC

n gfp i mode, enter the

condlgur on exit command, or

mode. press Ctrl-Z.
Line Specify aline  |Router(config- - Toexittoglobal |Usethismodeto
configuration  |withthelinevty |line)# configuration configure parameters

command while mode, enter the  |for the terminal line.

in the global exit command.

conélguranon « Toenter

mode. privileged EXEC

mode, enter the
end command, or
press Ctrl-Z.

1. You can see a comprehensive list of the commands available for any mode by entering a question mark (?) at the prompt.

Getting Help

Here are some ways to get help while in any command mode:

» Enter a question mark to list the commands that are available in the current
mode. You can restrict the list to all commands starting with a specific letter
by entering that letter, followed by a question mark (no space):

Router (config-if)# s?
shut down
snapshot

snnp
st andby

Cisco 1700 Series Router Software Configuration Guide
m. 78-5407-03 |




| Chapterl

Introduction to Router Configuration

Enable Secret and Enable Passwords

- Enter acommand, a space, and a question mark to see alist of the available
keywords (and a short definition of the keywords) that can be used with the
command:

Rout er (config-if)# snapshot ?
client Enable client control of Snapshot routing

server Send routing updates out this |ink when updates are
recei ved

- Enter acommand, akeyword, aspace, and a question mark to see alist of the
range of values (and a short definition of the values) that you can enter with
the command:

Rout er (config-if)# snapshot client ?
<5-1000> duration, in mnutes, of each active period

- Enter afew known characters to have the router complete the command. In
this example, the command is show hosts:
Rout er> sh ho
Default donmmin is not set

Nanme/ addr ess | ookup uses domai n service
Nanme servers are 255.255.255. 25

» Toredisplay acommand that you previously entered, pressthe Up arrow key.
You can continue to press the Up arrow key for more commands. The
commands are displayed in reverse order from that in which they were
entered.

Enable Secret and Enable Passwords

Because many privileged EXEC commands are used to set operating parameters,
you should password-protect these commands to prevent unauthorized use.

You use two commands to do this:
» enable secret password (a very secure, encrypted password)
» enable password (a less secure, unencrypted password)

You must enter an enabl e secret password to gain accessto privileged EXEC mode
commands.

[ 78-5407-03
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For maximum security, the passwords should be different. If you enter the same
password for both during the setup process, your router accepts the passwords but
warns you that they should be different.

An enable secret password can contain from 1 to 25 uppercase and lowercase

al phanumeric characters. An enable password can contain any number of
uppercase and lowercase a phanumeric characters. In both cases, a number cannot
be the first character. Spaces are also valid password characters; for example,
“two words” isavalid password. L eading spaces are ignored; trailing spaces are
recognized.

If you lose or forget your enable password, refer to the “ Troubleshooting” chapter
in the Hardware Installation Guide that came with your router.

Entering Configuration Mode

To make any configuration changes to your router, you must be in configuration
mode. This section describes how to enter configuration mode while using a
terminal or PC that is connected to your router CONSOL E port.

To enter configuration mode:

Stepl  After your router boots up, answer “no” when the following question displays:

Wul d you like to enter the initial configuration dialog [yes]: no

Step2  If you have configured your router with an enable password, enter the enable
command; then enter the enable password when you are prompted for it. The
enable password is not displayed on the screen when you enter it.

This example shows how to enter enable mode on a Cisco router:

Rout er> enabl e
Passwor d: <enabl e_passwor d>
Rout er #

Enable mode is indicated by the pound sign (#) in the prompt.

Step3  Enter the configure terminal command to enter configuration mode, indicated by
(confi g) # in the prompt:

Rout er# configure term nal
Router (config)#

Cisco 1700 Series Router Software Configuration Guide
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You can now make changes to your router configuration.

Using Commands

This section provides some tips about entering Cisco 10S commands at the CLI.

Abbreviating Commands

You have to enter only enough characters for the router to recognize the command
as unique. This example show how to enter the show configuration command:

Rout er # show conf
Usi ng 385 out of 7506 bytes
|

version 12.2

no service udp-snall-servers
no service tcp-snall-servers

Command-Line Error Messages

Table 1-3 lists some error messages that you might encounter while using the CL1
to configure your router.

Cisco 1700 Series Router Software Configuration Guide
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Table 1-3

Common CLI Error Messages

Error Message

Meaning

How to Get Help

% Anbi guous conmmand:
"show con"

You did not enter enough characters
for your router to recognize the
command.

Reenter the command, followed by
a question mark (?), with no space
between the command and the
question mark.

The possible keywords that you can
use with the command are
displayed.

% | nconpl et e command.

You did not enter all of the
keywords or values required by this
command.

Reenter the command, followed by
a question mark (?), with no space
between the command and the
question mark.

The possible keywords that you can
enter with the command are
displayed.

% I nval id input
detected at ‘7’
mar ker .

You entered the command
incorrectly. The error occurred
where the caret mark (") appears.

Enter a question mark (?).

All the commandsthat are available
in this command mode are
displayed.

Undoing Commands

If youwant to disable afeature or undo acommand that you entered, you can enter

the keyword no before most commands; for example, no ip routing.

Saving Configuration Changes

You need to enter the copy running-config startup-config command to save your
configuration changes to nonvolatile random-access memory (NVRAM) so that

they are not lost if there is a system reload or power outage. The following
example shows how to use this command to save your changes:

Rout er# copy runni ng-config startup-config

[l Cisco 1700 Series Router Software Configuration Guide
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Bui | di ng configuration...

Saving the configuration to NVRAM might require a minute or two. After the
configuration has been saved, the following appears:

[XK]

Rout er #

Using Debug Commands

Table 1-4

A

Debug command are provided for most of the configurations in this document.
You can use the debug commands to troubleshoot any configuration problems that
you might be having on your network. Debug commands provide extensive,
informative displays to help you interpret problems.

Table 1-4 contains important information about debug commands.

Caution

Debugging is assigned a high priority in your router CPU process, and it can
render your router unusable. For this reason, use debug commands only to
troubleshoot specific problems.The best time to use debug commands is
during periods of low network traffic and few users. Debugging during these
periods decreasesthe likelihood that the debug command processing overhead
will affect network users.

Important Information About Debug Commands

What

Information

Additional documentation You can find additional information and documentation about the

debug commands in the Debug Command Reference document on
the Cisco 10S software documentation CD-ROM that came with
your router.

If you are not surewhereto find this document on the CD-ROM, use
the Search function in the Verity Mosaic browser that comes with
the CD-ROM.

Disabling debugging

To turn off debugging, enter the undebug all command.

Telnet sessions

To use debug commands during a Telnet session with your router,
you must first enter the terminal monitor command.

[ 78-5407-03
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Where to Go Next

Now that you have learned some Cisco 10S software basics, you can begin to
configure your router.

Keep in mind the following tips:

= You can use the question mark (?) and arrow keysto help you enter
commands.

- Each command mode restricts you to a set of commands. If you are having
difficulty entering a command, check the prompt, and then enter the question
mark (?) for alist of available commands. You might be in the wrong
command mode or using the wrong syntax.

- If you want to disable a feature, enter the keyword no before the command,;
for example, no ip routing.

» You need to save your configuration changesto NVRAM so that they are not
lost if there is a system reload or power outage.

Cisco 1700 Series Router Software Configuration Guide
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Configuring Security Features

This chapter presents basic configuration procedures for security featuresin the
Cisco 1700 series routers. For afull description of these features and their
configurations, please refer to the Cisco |0S command references and
configuration guides for Cisco 10S Release 12.2.

This chapter contains the following sections:
« Configuring IP Security
» Configuring a Virtual Private Dial-Up Network
» Configuring Firewalls

Configuring IP Security

IP Security (IPSec) is aframework of open standards for ensuring secure private
communications over |P networks. Based on standards devel oped by the Internet
Engineering Task Force (IETF), IPSec ensures confidentiality, integrity, and
authenticity of data communications across a public IP network. Cisco’'s
realization of 1PSec implements the Data Encryption Standard (DES) and triple
DES (3DES).

Refer to the Cisco |OS Security Configuration Guide, Release 12.2, for more
detailed information on 1PSec.

Perform the following tasks to configure | PSec. Start in global configuration
mode.

Cisco 1700 Series Router Software Configuration Guide
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Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13
Step 14

Step 15

Step 16

[l Cisco 1700 Series Router Software Configuration Guide

Command

Task

crypto isakmp policy 10

Define an Internet Key Exchange (IKE)
policy, and assign the policy a priority. This
command places the router in IKE policy
configuration mode.

hash algorithm

Specify the hash algorithm for the policy.

encryption encryption

Specify the encryption for the policy.

authentication pre-share

Specify pre-share key as the authentication
method.

exit

Exit IKE policy configuration mode.

crypto isakmp key name addr ess ip-address

Configure a pre-share key and static IP
address for each VPN client.

crypto ipsec transfor m-set name
esp-encryption esp-hash algorithm-hmac

Define acombination of security associations
to occur during IPSec negotiations.

crypto mib ipsec flowmib history tunnel
size size

Set the size of the tunnel history table.

crypto mib ipsec flowmib history failure
size size

Set the size of the failure history table.

crypto map name local-address Ethernet O

Specify and name an identifying interface to
be used by the crypto map for 1PSec traffic

crypto map name seg-num ipsec-isakmp

Create a crypto map entry in |PSec Internet
Security Association and Key Management
Protocol (ISAKMP) mode, and enter crypto
map configuration mode.

set peer ip-address

I dentify the remote |PSec peer.

set transfor m-set name

Specify the transform set to be used.

set pfs[groupl|group?]

Specify use of the perfect forward secrecy
(pfs) optionin IPSec. Thevariationgrouplis
the default.

match address access-list-id

Specify an extended access list for the crypto
map entry.

exit

Exit crypto map configuration mode.
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Disabling Hardware Encryption

Step 1
Step 2

Step 3

If your Cisco 1700 series router is equipped with an optional Virtual Private
Network (VPN) module, it provides hardware 3DES encryption by default. If you
wish, you can disable the VPN module and use Cisco |0S software
encryption/decryption instead.

The command that disables the VPN module is as follows:
no crypto engine accelerator

The command is executed in configuration mode. The following isan example of
its use:

Rout er (confi g) #no crypto engi ne accel erator
Warning! all current connections will be torn down.
Do you want to continue? [yes/no]: yes

Crypto accelerator in slot 0 disabled

switching to | Psec crypto engine

After this command is executed, the following procedure must be performed to
bring up al encryption tunnels appropriately.

On all the routers involved, shut down the interfaces that have crypto maps.
Enter the following commands on each router.

Command Task

clear crypto sa Clear the security associations applied to the
router.

clear crypto isakmp Clear the active IKE connectionsto the router.

show crypto engine List the active connections. In this scenario,

connections active thiscommand verifies that no connections are
active.

You may need to repeat these commands until no connections are listed.
Bring up the interfaces on all the routers that were shut down in Step 1.

[ 78-5407-03
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To reenable the VPN module, use the following command:
crypto engine accelerator
For example:

Rout er (confi g) #crypt o engi ne accel erator
Warning! all current connections will be torn down.
Do you want to continue? [yes|no]:yes

§mjtching to crypto accel erator

The following is a useful command that shows statistical information about the
VPN module:

show crypto engine acceler ator statistic

For example:

Rout er #show crypt o engi ne accel erator statistic
C1700_EM

ds: 0x81784BA4 i db: 0x81780560

Statistics for Virtual Private Network (VPN) Mbdul e

0 packets in 0 packets out
0 paks/sec in 0 paks/sec out
0 Kbits/sec in 0 Kbits/sec out

rx_no_endp: O rx_hi_discards: O fw failure: O
invalid_sa: O invalid_flow O cgx_errors O
fw.gs_filled: O fw resource_lock:0 lotx_full_err: O

null _ip_error: O pad_size_error: O out_bound_dh_acc: 0
esp_auth_fail: 0 ah_auth_failure: O crypto_pad_error: O
ah_prot_absent: 0 ah_seq_failure: 0 ah_spi_failure: 0
esp_prot_absent: 0 esp_seq_fail: O esp_spi_failure: 0

obound_sa_acc: 0 invalid_sa: 0 out_bound_sa_flow O
invalid_dh: 0 bad_keygroup: 0 out_of _nenory: 0
no_sh_secret: 0 no_skeys: O invalid_cnd: O

dsp_coproc_err: O conp_unsupported: 0 pak_too_big: 0
pak_np_l ength_spec_fault: 0

tx_l o_queue_size_max O cnd_uni npl emented: O

159405 seconds since last clear of counters

Interrupts: Notify = 0, Reflected = 0, Spurious =0
cgx_cnd_pendi ng: 0 packet _| oop_nax: O packet _loop_limt: 512

The show crypto engine accelerator statistic command can aso be used as
follows to verify that the VPN module is disabled.
For example:

Rout er #show crypt o engi ne accel erator statistic
There is no crypto accel erator

Cisco 1700 Series Router Software Configuration Guide
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Configuring a Virtual Private Dial-Up Network

Complete the following tasks to configure a virtual private dial-up network
(VPDN). Start in global configuration mode.

Command Task

Stepl  vpdn enable Enable VPDN.

Step2  novpdn logging Disable VPDN logging.

Step3  vpdn-group tag Configurea VPDN group.

Step4  request-dialin Specify the dialing direction.

Step5  protocol pppoe Specify the tunneling protocol as
Point-to-Point Protocol over Ethernet
(PPPOE).

Step6 end Exit router configuration mode.

Configuring Firewalls

Basic traffic filtering is limited to configured access list implementations that
examine packets at the network layer or, at most, the transport layer, permitting
or denying the passage of each packet through the firewall. However, the use of
inspection rulesin Context-based Access Control (CBAC) allowsthe creation and
use of dynamic temporary access lists. These dynamic lists allow temporary
openings in the configured access lists at firewall interfaces. These openings are
created when traffic for aspecified user session exitstheinternal network through
the firewall. The openings allow returning traffic for the specified session (that
would normally be blocked) back through the firewall.

Refer to the Cisco |OS Security Configuration Guide, Release 12.2, for more
detailed information on traffic filtering and firewalls.

Cisco 1700 Series Router Software Configuration Guide
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Access Lists

Access lists are configured as standard or extended. A standard access list either
permits or denies passage of packets from a designated source. An extended
access list allows designation of both the destination and the source, and it allows
designation of individual protocols to be permitted or denied passage. An access
list is a series of commands with a common tag to bind them together. The tag is
either a number or a name.

Standard numbered access list commands take the following form:
access-list {1-99} {permit | deny} source-addr [ source-mask]
Extended numbered access list commands take the following form:

access-list {100-199} {permit | deny} protocol source-addr [source-mask]
destination-addr [destination-mask]

Named access list commands take the form:
ip access-list {standard | extended} name

A standard named access list command must be followed by subcommandsin this
form:

deny {source | source-wildcard | any}

An extended named access list command must be followed by a subcommand in
this form:

{permit | deny} protocol {source-addr[source-mask] | any} {destination-addr
[destination-mask] | any}

A sequence of access list commands bound together with a common name or
number isreferred to as an access group. An access group is enabled for an
interface during interface configuration with the command

ip access-group number|name[in | out]
wherein | out refers to the direction of travel of the packets being filtered.

When a sequence of access list commands is used, three things must be kept in
mind:

» The order of commands in the sequence is important. A packet will be
operated on by the first command. If there is no match (that is, if neither a
permit nor a deny occurs), the next command operates on the packet, and so
on.
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= All matching parameters must be true before a command permits or denies
access to a packet.

» Thereisanimplicit “deny all” at the end of the sequence.

Configuration Examples

The following examplesillustrate the configuration of standard numbered access
lists and extended numbered access lists.

Configuring Standard Numbered Access Lists

In the following example, accesslist 2, astandard numbered accesslist, isdefined
to operate on the router, permitting or denying passage of packets associated with
network 36.0.0.0. This network isa Class A network whose second octet specifies
asubnet; that is, its subnet mask is 255.255.0.0. The third and fourth octets of a
network 36.0.0.0 address specify a particular host. Using access list 2, the router
would accept one address on subnet 48 and reject all others on that subnet. The
last line of the list shows that the router would accept addresses on all other
network 36.0.0.0 subnets.

access-list 2 permt 36.48.0.3

access-list 2 deny 36.48.0.0 0.0.255.255
access-list 2 permit 36.0.0.0 0.255.255.255

Note that all other accesses are implicitly denied.

The following commandstie the access group to a specific interface on the router
and specify that incoming packets are to be permitted or denied passage:

interface ethernet 0
ip access-group 2 in

[ 78-5407-03
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Configuring Extended Numbered Access Lists

In the following example, access list 102, an extended numbered access list, is
defined. Thefirst command permits any incoming TCP messages with destination
ports greater than 1023. The second command permits incoming TCP messages
to the Simple Mail Transfer Protocol (SMTP) port of host 128.88.1.2. The third
command permitsincoming Internet Control Message Protocol (ICMP) messages
for error feedback.

access-list 102 permt tcp 0.0.0.0 255.255.255.255 128.88.0.0 0.0.255.255 gt 1023

2

access-list 102 permt tcp 0.0.0.0 255.255.255.255 128.88.1.2 0.0.0.0 eq 25
access-list 102 pernmit icnp 0.0.0.0 255.255.255. 255 128.88. 0.0 255. 255. 255. 255

The following commandstie the access group to a specific interface on the router
and specify that incoming packets are to be permitted or denied passage:

interface ethernet 0
ip access-group 102 in

Inspection Rules

Specify which protocols to examine by using the ip inspect name command.
When inspection detects that the specified protocol is passing through the
firewall, adynamic accesslist is created to allow the passage of return traffic. The
timeout parameter specifiesthelength of timethe dynamic accesslist will remain
active without return traffic passing through the router. When atimeout is
reached, the dynamic access list is removed, and subsequent packets (possibly
even valid ones) are not permitted.

For each protocol you want to inspect, enter alinein global configuration mode,
using the following syntax:

ip inspect name inspection-name protocol timeout seconds

Use the same inspection-name in multiple statements to group them into one set
of rules. Thisset of rules can be activated elsewhere in the configuration by using
the ip inspect inspection-namein | out command when you configure an
interface at the firewall.
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Miscellaneous Features

This chapter presents basic configuration procedures for miscellaneous features
of the Cisco 1700 series routers. It contains the following sections:

» Configuring Dynamic Host Configuration Protocol

« Configuring Network Address Translation

Configuring Dynamic Host Configuration Protocol

The Dynamic Host Configuration Protocol (DHCP) is used to enable hosts
(DHCP clients) on an I P network to obtain their configurations from a server
(DHCP server). This reduces the work of administering an IP network. The most
significant configuration option that the client receives from the server isits IP
address.
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Step 1

Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Perform the following tasks to configure DHCP. Begin in global configuration
mode.

Command Task

ip dhcp excluded-address low-ip-address | Prevent DHCP from assigning one or more [P

high-ip-address addresses to potential clients.

ip dhcp pool name Enter DHCP configuration mode, and createa
pool of IP addresses that can be assigned to
DHCP clients.

networ k address subnet-mask Specify arange of IP addresses that can be
assigned to the DHCP clients.

default-router ip-address Specify the default router.

domain-name domain name Specify the domain name.

dns-server ip-address Specify the DNS server.

netbios-name-server ip-address Specify the NetBIOS name server.

netbios-node-type node-type Specify the NetBIOS node type.

lease days Specify the duration of the lease.

lease infinite

Configuration Example

In the following example, three DHCP address pools are created: one in network
172.16.0.0, one in subnetwork 172.16.1.0, and one in subnetwork 172.16.2.0.
Attributes from network 172.16.0.0, such as the domain name, Domain Name
System (DNS) server, NetBIOS name server, and NetBIOS node type, are
inherited in subnetworks 172.16.1.0 and 172.16.2.0. In each pool, clients are
granted 30-day leases and all addresses in each subnetwork, except the excluded
addresses, are available to the DHCP server for assigning to clients.

i p dhcp database ftp://user:password@?72. 16. 4. 253/ r out er - dhcp
wite-delay 120

i p dhcp excl uded-address 172.16.1.100 172.16. 1. 103

i p dhcp excl uded- address 172.16.2.100 172. 16. 2. 103

|

ip dhcp pool O
network 172.16.0.0 /16
domai n- name ci sco. com
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dns-server 172.16.1.102 172.16.2.102

net bi os- name-server 172.16.1.103 172.16. 2. 103
net bi os- node-type h-node

|

ip dhcp pool 1

network 172.16.1.0 /24

default-router 172.16.1.100 172.16.1. 101
| ease 30

|
i p dhcp pool 2

network 172.16.2.0 /24

defaul t-router 172.16.2.100 172.16.2. 101
| ease 30

Configuring Network Address Translation

Network Address Translation (NAT) translates | P addresses within private
“internal” networksto “legal” IP addresses for transport over public “external”
networks (such as the Internet). Incoming traffic is translated back for delivery
within the inside network. Thus, NAT allows an organization with unregistered
“private” addresses to connect to the Internet by translating those addresses into
globally registered | P addresses.

Interfaces are configured as “NAT inside” or “NAT outside.” Once the interfaces
are configured, the following steps can be performed to establish the NAT
configuration within the router.

Command Task
Stepl ip nat pool name start-ip end-ip {netmask |Create a pool of global IP addresses for NAT.
netmask | prefix-length prefix-length}
Step2  access-list access-list-number permit source |Define a standard access list permitting
[source-wildcard] addresses that need translation.
Step3  ip nat inside source list access-list-number |Enable dynamic translation of addresses
pool name [overload] permitted by accesslist. Overload allowsthe
use of one global address, from the pool, for
many local addresses.
Step4  ip nat outside source static global-ip Enabl e static translation of aspecified outside
local-ip source address. This command is optional.
Cisco 1700 Series Router Software Configuration Guide
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Configuration Example

In this example, we want NAT to allow certain devices on the inside to originate
communication with devices on the outside by translating their internal addresses
to valid outside addresses or a pool of addresses. The pool in this exampleis
defined as the range of addresses from 172.16.10.1 through 172.16.10.63.

In order to accomplish this translation, we need to use dynamic NAT. With
dynamic NAT, the translation table in the router isinitially empty. Thetableis
populated as traffic that needs to be translated passes through the router (in
contrast with static NAT, in which atranslation is statically configured and is
placed in the translation table without the need for any traffic).

In this example, we can configure NAT to translate each inside device address to
aunique valid outside address, or to translate each inside device address to the
same valid outside address. The second method is known as overloading. An
example of how to configure each method is given here.

To begin, configure the inside interface with an IP address and as a “ NAT inside”
interface.
interface inside interface

i p address 10.10.10.1 255.255.255.0
ip nat inside

Then configure the outside interface with an IP address and as a“ NAT outside”
interface.
interface outside interface

ip address 172.16.10. 64 255.255.255.0
ip nat outside

To handle the case in which each inside address is translated to its own unique
outside address, define a NAT pool named “no-overload” with a range of
addresses from 172.16.10.0 to 172.16.10.63

ip nat pool no-overload 172.16.10.0 172.16.10.63 prefix 24
Define access list 7 to permit packets with source addresses ranging from
10.10.10.0 through 10.10.10.31 and from 10.10.20.0 through 10.10.20.31.

access-list 7 permt 10.10.10.0 0.0.0.31
access-list 7 permt 10.10.20.0 0.0.0.31
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Then indicate that any packet received on the inside interface, as permitted by
access list 7, will have its source address translated to an address from the NAT
pool “no-overload.”

ip nat inside source |list 7 pool no-overl oad

Alternatively, when all inside addresses are translated to a single outside address,
define a NAT pool named “ovrld,” which has a range of asingle IP address:
172.16.10.1.

ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24
Then indicate that any packet received on the inside interface, as permitted by
access list 7, will have its source address translated to the address from the NAT

pool “ovrld.” Translations will be overloaded, which will allow multiple inside
devices to be translated to the same outside | P address.

ip nat inside source list 7 pool ovrld overload

The keyword overload used in this command allows NAT to translate multiple
inside devices to the single address in the pool.

Another variation of thiscommand is

ip nat inside source list 7 interface outside interface overl oad

which configures NAT to overload on the address that is assigned to the outside
interface.
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CHAPTER I

Configuring Routing Among VLANSs
with IEEE 802.1Q Encapsulation

This chapter describes the required and optional tasks for configuring routing
between virtual LANs (VLANS) with IEEE 802.1Q encapsulation. For complete
descriptions of the VLAN commands used in this chapter, refer to the “ Cisco 10S
Switching Commands” chapter in the Cisco |OS Switching Services Command
Reference. For descriptions of other commands that appear in this chapter, you
can either use the command reference master index or search online.

The |EEE 802.1Q protocol is used to interconnect multiple switches and routers
and to define VLAN topologies. | EEE 802.1Q support is available for Fast
Ethernet interfaces.

This chapter contains the following sections:
» |EEE 802.1Q Encapsulation Configuration Task List
- Examples of IEEE 802.1Q Encapsulation Configuration
« VLAN Commands
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|IEEE 802.1Q Encapsulation Configuration Task List

You can configure routing among any number of VLANSs in your network. This
section provides procedures for configuring protocols supported with

IEEE 802.1Q encapsulation. The basic process is the same, regardless of the
protocol. The process involves the following:

- Enabling the protocol on the router

- Enabling the protocol on the interface

» Defining the encapsulation format as |EEE 802.1Q

» Customizing the protocol to meet the requirements for your environment
The configuration processes documented in this chapter include the following:

- Configuring IP Routing over IEEE 802.1Q

« Configuring IPX Routing over |IEEE 802.1Q

Configuring IP Routing over IEEE 802.1Q

IProuting over | EEE 802.1Q extends | P routing capabilitiesto include support for
routing IP frame typesin VLAN configurations, using the IEEE 802.1Q
encapsulation.

To route IP over |EEE 802.1Q between VLANS, you need to customize the
subinterface to create the environment in which it will be used. Perform these
tasks in the order in which they appear:

« Enabling IP Routing
» Defining the VLAN Encapsulation Format

» Assigning an IP Address to a Network Interface

Enabling IP Routing

IP routing is automatically enabled in the Cisco 10S software for routers. To
reenable IP routing if it has been disabled, use the following command in global
configuration mode:

ip routing

Cisco 1700 Series Router Software Configuration Guide
m. 78-5407-03 |




| Chapter4 Configuring Routing Among VLANs with IEEE 802.1Q Encapsulation
IEEE 802.1Q Encapsulation Configuration Task List

Once you have I P routing enabled on the router, you can customize the
characteristicsto suit your environment. If necessary, refer to the |P configuration
chaptersin the Cisco IOSIP and IP Routing Configuration Guide for guidelines
on configuring IP.

Defining the VLAN Encapsulation Format

To define the encapsul ation format as |EEE 802.1Q, use the following commands
in interface configuration mode.

Command Task
Stepl interface fastethernet Specify the subinterface on which
sl ot/ port. subinterface-nunber 1! IEEE 802.1Q will be used.
Step2  encapsul ation dot1lq vlanid Define the encapsulation format as
IEEE 802.1Q (dot1q) and specifies the
VLAN identifier.

1. If therouter supportsonly port numbers, and not slot numbers, the format for this command is
interface fastether net port.subinterface-number

Assigning an IP Address to a Network Interface

Aninterface can have one primary | P address. To assign aprimary |P address and
a network mask to a network interface, use the following command in interface
configuration mode.

Command Task

ip address ip-address nmask Set a primary |P address for an interface.

A mask identifies the bits that denote the network number in an I P address. When
you use a mask to subnet a network, that mask is referred to as a subnet mask.
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Configuring IPX Routing over IEEE 802.1Q

Internet Packet Exchange (IPX) Routing over IEEE 802.1Q VLANSs extends
Novell NetWare routing capabilities to include support for routing Novell
Ethernet 802.3 encapsulation frame typesin VLAN configurations. Users with
Novell NetWare environments can configure Novell Ethernet 802.3 encapsulation
frames to be routed, using |EEE 802.1Q encapsulation across VLAN boundaries.

To configure Cisco 10S software on arouter with connected VLANSs to exchange
IPX Novell Ethernet 802.3 encapsul ated frames, perform these tasks in the order
in which they are appear:

- Enabling NetWare Routing
» Defining the VLAN Encapsulation Format
» Configuring NetWare on the Subinterface

Enabling NetWare Routing

To enable IPX routing on IEEE 802.1Q interfaces, use the following command in
global configuration mode.

Command Task
i px routing [node] Enable IPX routing globally.
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Defining the VLAN Encapsulation Format

To define the encapsul ation format as |EEE 802.1Q, use the following commands
in interface configuration mode.

Command Task
Stepl interface fastethernet Specify the subinterface on which
sl ot/ port. subi nterface- nunber? |EEE 802.1Q will be used.
Step2  encapsul ation dotlq vlan-identifier Define the encapsulation format as
|EEE 802.1Q and specify the VLAN
identifier.

1. If therouter supportsonly port numbers, and not slot numbers, the format for this command is
interface fastether net port.subinterface-number

Configuring NetWare on the Subinterface

After you enable NetWare globally and define the VLAN encapsulation format,
you may need to enable the subinterface by specifying the NetWare network
number. Use this command in interface configuration mode.

Command Task

i px network network Specify the IPX network number.

Examples of IEEE 802.1Q Encapsulation
Configuration

This section provides configuration examples for each of the protocols described
in this chapter:

« Configuring IP Routing over IEEE 802.1Q
« Configuring IPX Routing over |IEEE 802.1Q
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Configuring IP Routing over IEEE 802.1Q

This configuration example shows I P being routed on VLAN 101:
[

ip routing
!

interface fastethernet 0.101
encapsul ati on dot1qg 101

ip addr 10.0.0.11 255.0.0.0
!

Configuring IPX Routing over IEEE 802.1Q

This configuration example shows IPX being routed on VLAN 102:
[

i px routing

!

interface fastethernet 0.102
encapsul ati on dot1qg 102

i px network 100
!

VLAN Commands

This section provides an a phabetical listing of all the VLAN commands that are
new or specific to the Cisco router. All other commands used with thisfeature are
documented in the Cisco 10S Release 12.1T command reference documents.

clear vlan statistics

To remove virtual LAN statistics from any statically configured or
system-configured entries, use the clear vlan statistics privileged EXEC
command:

clear vlan statistics

Cisco 1700 Series Router Software Configuration Guide
m. 78-5407-03 |




| Chapter4 Configuring Routing Among VLANs with IEEE 802.1Q Encapsulation

VLAN Commands Il

Syntax Description

This command has no arguments or keywords.

Default

No default behavior or values.

Command Mode

Privileged EXEC.

Example

The following example clears VLAN statistics:

clear vlan statistics

debug vlan packets

Use the debug vlan packets privileged EXEC command to display general
information on virtual LAN (VLAN) packets that the router has received but that
it is not configured to support:

debug vlan packets
The no form of this command disables debugging output:
no debug vlan packets

Syntax Description

This command has no arguments or keywords.

Command Mode

Privileged EXEC.
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Usage Guidelines
The debug vlan packets command displays only packets with aVVLAN identifier
that the router is not configured to support. This command allows you to identify
other VLAN traffic on the network. Virtual LAN packets that the router is

configured to route or switch are counted and indicated when you use the show
vlans command.

Example
The following is sample output from the debug vlan packets output:

Rout er# debug vl an packets
Virtual LAN packet information debugging is on

encapsulation dotlq
To enable |EEE 802.1Q encapsulation of traffic on a specified subinterface in

virtual LANSs, use the encapsulation dot1lg command in subinterface
configuration mode.

The command is as follows:

encapsulation dotlq vlian-id

Syntax Description

vlan-id Virtual LAN identifier. The allowed range is from 1 to 4095 (in
hexadecimal, from Ox1 to Oxfff).

Default

Disabled.

Command Mode

Subinterface configuration.
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Usage Guidelines

|EEE 802.1Q encapsulation is configurable on Fast Ethernet interfaces.

Example
The following example encapsulates VLAN traffic, using the |IEEE 802.1Q
protocol for VLAN 100:
interface fastethernet 0.100
encapsul ati on dot1qg 100
show vlans

To view VLAN subinterfaces, use the show vlans privileged EXEC command:

show vlans

Syntax Description

This command has no arguments or keywords.

Command Mode

Privileged EXEC.

Example

The following is sample output from the show vlans command:

Rout er# show vl ans
Virtual LAN ID:1 (I EEE 802.1Q Encapsul ati on)
VLAN Trunk Interface: FastEthernetO

This is configured as native Vlan for the following interface(s):
Fast Et hernet 0

Protocol s Configured: Address: Received: Transmitted:
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Virtual LAN I D: 100 (I EEE 802.1Q Encapsul ati on)
VLAN Trunk I nterface: FastEthernet0.100

Protocol s Configured: Address: Received: Transmitted:
I P 100.0.0.2 10 10

Virtual LAN | D: 2500 (I EEE 802. 1Q Encapsul ati on)
VLAN Trunk Interface: FastEthernet0.200

Protocol s Configured: Address: Received: Transmitted:
I P 200.0.0.2 5 5

Table 4-1 describes the fields shown in the output.

Table 4-1  show vlans Field Descriptions

Field Description

Virtual LAN ID Domain number of the VLAN

VLAN Trunk Interface Subinterface that carries the VLAN traffic
Protocols Configured Protocols configured on the VLAN
Address Network address

Received Packets received

Transmitted Packets transmitted
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Configuring ISDN

This chapter describes how to configure a Cisco router to dial into a central-site
router over an ISDN line and provides verification steps and troubl eshooting tips.

This chapter contains the following sections:
- Before You Begin
- Dia-Up ISDN Connection to a Central-Site Router
- Dia-Up ISDN Connection with Dialer Profiles
« Leased-Line ISDN Connection to a Central-Site Router
- Did-InISDN BRI Pool

Before You Begin

The configurations in this chapter are based on the following assumptions:

» Your Cisco router hardware is correctly installed in accordance with the
Hardware Installation Guide for your Cisco router.

= Your Cisco router is using multilink Point-to-Point Protocol (PPP).

- Your ISDN lineisinstalled and correctly configured. Refer to the
“Configuring the ISDN Line" chapter in the Hardware Installation Guide for
more information on ordering and configuring your ISDN line.
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Before you begin configuration, be aware of the following:
« You need to enter the commands in the order shown in the task tables.

» Thevalues shown in italic are examples. For the values shown, you should
instead enter values appropriate for your network.

< You should be familiar with Cisco |OS software and its conventions.

Note  To use the verification steps described in this chapter, you must be familiar
with Cisco |0S commands and command modes. When you use the
verification steps, you need to change to different command modes. If you are
not familiar with command modes, see the “ Understanding Command Modes’
section in the “Introduction to Router Configuration” chapter.

Dial-Up ISDN Connection to a Central-Site Router

This section tells how to configure your Cisco router for Internetwork Packet
Exchange (IPX) when dialing out over an ISDN line. Configure your router for IP
if youwant to use Internet services, such asthe World Wide Web, or if the network
that you are dialing into uses I P. Configure your router for IPX if your network
uses | PX network services, such as NetWare file servers or print servers.

This configuration assumes that the Cisco router is dialing into a central-site
router.

N

Note If you are using | P but not IPX on your network, do not enter the commands
that include the ipx keyword.

These are the major tasks in configuring your router:
» Configuring Global Parameters
- Configuring Security
» Configuring the Fast Ethernet Interface
» Configuring the ISDN Interface
» Configuring Static Routes and Dialing Behavior

» Configuring Command-Line Access to the Router
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Figure 5-1 shows the configuration example used in this section.

Figure 5-1 ISDN Configuration Example—Dial-Up ISDN Connection to Central

Site Router
Remote site ISDN interface addresses Central site
IP: 172.16.25.42 IP: 192.168.37.40

+* *
=\ / \ ==

i

Hostname: 1700 Username: HQ
Phone: 5552053
PPP password: guessme

14316

IP network: 172.16.25.0/27 IP network: 192.168.37.0/24

Configuring Global Parameters

Follow these steps to configure the router for global parameters.

Command Task

Stepl  configure terminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.
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Command Task

Step4  isdn switch-type basic-ni Configure the type of central office switch
used on the ISDN interface. Use the keyword
that matches the ISDN switch type that you
are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Step5  ipx routing 0060.834f.66dd (Optional) Enable IPX routing and configure
the router with an IPX address.

Configuring Security

Follow these steps to configure the router with security measures.
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Command Task
Stepl  enable password <user> Specify a password to prevent unauthorized
access to the router.
Step2  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
file names.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step3  username HQ password <guessme> Specify the password used during caller
identification and Challenge Handshake
Authentication Protocol (CHAP) and
Password Authentication Protocol (PAP)
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.42 255.255.255.224 Configure this interface with an 1P address
and a subnet mask.

Step3  ipx network ABC (Optional) Enable IPX routing on this
interface and assign theinterface with an |PX
network address.
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Command Task
Step4  no shutdown Enable the interface and the configuration
changes you have just made on the interface.
Step5  exit Exit configuration mode for this interface.

Verifying Your Configuration

Step 1

Step 2

Step 3

Step 4

You can verify your configuration by checking that the Fast Ethernet interface has
the correct | P address:

From the privileged EXEC command mode, enter the show arp command:

Rout er# show arp

You should see command output similar to the following:

Prot ocol Address Age (mn) Har dwar e

Addr Type Interface

Internet 171.16.25.42 - 0060. 834f . 66dd ARPA Fast
Et hernet 0

Rout er #

The IP address, as shown in the command output example, should be your router
Fast Ethernet IP address. If it is not, then reenter the IP address with ip address
interface command.

To continue configuration, reenter global configuration mode.

Configuring the ISDN Interface

Follow these steps to configure the ISDN interface, which connects the router to
the central-site router over the wide-area network.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Dial-Up ISDN Connection to a Central-Site Router

Command

Task

interface BRIO

Enter configuration mode for the ISDN
interface.

description ISDN connectivity

Add adescription of thisinterface to help you
remember what is attached to it.

isdn spidl 555987601

Enter the service profile identifier (SPID)
number assigned by the ISDN service
provider to the B1 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

isdn spid2 555987602

Define the SPID number assigned by the
ISDN service provider to the B2 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

ip unnumbered fastethernetO

Enable IP routing on this interface without
assigning an |P address.

dialer map ip 192.168.37.40 name HQ
5552053

Configure thisinterface to place acall to
multiple sites and to authenticate calls from
multiple sites based on | P address and dialer
string (phone number).

The name you enter after the name keyword
in this command must match the name

entered with the username command in the
“Configuring Security” section on page 5-4.

ipx network 123

(Optional) Enable IPX routing on this
interface and assign an IPX network address
to the interface.

no ipx route-cache

(Optional) Disable IPX fast switching on this
interface.

ipx watchdog-spoof

(Optional) Set the router to respond to local
server watchdog packets on behalf of a
remote client (called spoofing).
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Command Task
Step10 dialer map ipx 123.0000.0003.eccb (Optional) Configure this interface to call
name HQ broadcast 5552053 multiple sites, based on IPX address and

dialer string (phone number).

Step 11 dialer load-threshold 70 Configure bandwidth on demand by setting
the maximum load before the router places
another call to a destination.

Step12 dialer-group 1 Assign the dialer interface to a dialer group.

Step13 no fair-queue Disable weighted fair queuing on this
interface.

Step 14 encapsulation ppp Configure thisinterface for PPP
encapsulation.

Step15 ppp authentication chap pap Enable CHAP and PAP authentication on this

interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

Step16 ppp multilink Enable multilink PPP on this interface.

Step17 no shutdown Enable the interface and the configuration
changes you have just made on the interface.

Step18  exit Exit configuration mode for this interface.

Verifying Your Configuration

You can verify your configuration to this point by confirming the ISDN line
status:

Step1  From the privileged EXEC command mode, enter the show isdn status
command.

You should see command output similar to the following:

Rout er# show i sdn status
The current | SDN Swi tchtype = basi c-5ess
I SDN BRI O interface
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI = 80, State = MILTI PLE_FRAME_ESTABLI SHED
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Step 3

Step 4

Step 5

Tips
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Layer 3 Status:

No Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
Total Allocated |ISDN CCBs =

Confirmthat the current ISDN switch type matchesthe actual switch typethat you
are using. In the output example, the switch type is “basic-5ess.”

Confirm that the “Layer 1 status: ACTIVE" message appears in the command
output. In the output example, the statusis “ACTIVE.”

Confirm that the “ State = MULTIPLE_FRAME_ESTABLISHED” message
appears in the command output. The output example shows this message.

In some cases, you might seea“ State = TEI_ASSIGNED” message instead of the
“State = MULTIPLE_FRAME_ESTABLISHED” message. This message also
means that the ISDN line is correctly configured.

To continue configuration, reenter global configuration mode.

If you are having problems, do the following:

» Make sure that you entered the no shutdown command for the ISDN
interface while in interface configuration mode. This enables the
configuration changes that you made on the interface.

- Make sure that any external Network Termination 1 (NT1) equipment is
functioning correctly. Refer to the documentation that came with the NT1.

» Check with the ISDN service provider to make sure that the ISDN lineis
correctly configured.

Configuring Static Routes and Dialing Behavior

Follow these steps to configure some parameters that control how and when the
router dials the central-site router.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Command

Task

ip route0.0.0.0 0.0.0.0 192.168.37.40

Establish a static IP route to the remote
network.

ip route 192.168.37.40 255.255.255.255
BRIO

Establish a static IP route to the central-site
router through this interface.

access-list 101 permit icmp any any

Defineastandard access|list based on Internet
Control Message Protocol (ICMP) traffic.

access-list 101 permit ip any any

Define a standard access list based on |P
traffic.

dialer-list 1 protocol ip list 101

Specify adialer list both by list number and
by protocol (IP) to define the packets of
interest that can trigger acall to the
destination.

access-list 900 deny any any all any 457

(Optional) Define astandard access list based
on IPX network variables.

access-list 900 deny rip any rip any rip

(Optional) Define astandard access list based
on IPX network variables.

access-list deny sap and sap any sap

(Optional) Define astandard access list based
on IPX network variables.

access-list 900 permit any any all any all

(Optional) Define astandard access list based
on IPX network variables.

dialer-list 1 protocol ipx list 900

(Optional) Specify an access list both by list
number and by protocol (1PX) to define the
packets that will trigger the router to make a
call to the destination.
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Verifying Your Configuration

You can verify your configuration to this point by
« Confirming the Static IP Route
< Confirming the IPX Route
« Confirming Connectivity to the Central-Site Router
< Confirming Multilink PPP Configuration for the B1 Channel
< Confirming Multilink PPP Configuration for the B2 Channel

Confirming the Static IP Route

Step 1

Step 2

Step 3

You can verify your configuration by confirming the static IP route:

From the privileged EXEC command mode, enter the show ip route command.

Substitute the IP address of the central-site router ISDN interface for the IP
address shown in the example.

Confirm that the “directly connected via BRI” message (shown in the output
example) appears in the command output:

Rout er# show i p route 192. 168. 37. 40
Routing entry for 192.168. 37.40/32
Known via "connected", distance O, netric 0 (connected)
Rout i ng Descri ptor Bl ocks:
* directly connected, via BRIO
Route netric is 0, traffic share count is 1

To continue configuration, reenter global configuration mode.

Confirming the IPX Route

Step 1

From the privileged EXEC command mode, enter the show ipx route command.
You should see command output similar to the following:

Rout er# show i px route 123
Codes: C - Connected prinmary network, c - Connected secondary
net wor k

S - Static, F - Floating static, L - Local (internal), W-
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R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses

2 Total IPX routes. Up to 1 parallel paths and 16 hops al |l owed.
No default route known.
C 123 (PPP), BRO

Step2  Confirm that the IPX network number (123, in this example) matches the IPX
network number that you configured with the ipx networ k command when you
configured the Fast Ethernet interface.

Step3  To continue configuration, reenter global configuration mode.

Confirming Connectivity to the Central-Site Router

You can verify your configuration by confirming connectivity to the central-site
router:

Stepl  Fromtheprivileged EXEC command mode, enter the ping command, followed by
the I P address of the central-site router. You should see command output similar
to the following:

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 43/ 48 ns
Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: | nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN: Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Step2  Note the percentage in the “Success rate” line. If the success rate is 60 percent
(3/5) or greater, your router is successfully transferring data to the central-site
router.

Cisco 1700 Series Router Software Configuration Guide
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To continue configuration, reenter global configuration mode.

Confirming Multilink PPP Configuration for the B1 Channel

Step 1

Step 2
Step 3

Step 4

Step 5

Perform the two verification procedures in this section to verify that multilink
PPP is configured on the ISDN B1 channel.

For the first verification procedure, perform these steps:

From the privileged EXEC mode, confirm that the ISDN is connected to the
remote site by entering the ping command, followed by the IP address of the
central-site router:

Rout er# ping 192. 168. 37. 40

Enter the show ppp multilink command.

Confirm that the “Master link is Virtual-Accessl” message appears in the
command output.

Rout er# show ppp nmul tilink
Bundl e HQ 1 nenber, Master link is Virtual -Accessl
Dialer Interface is BRIO
0 lost fragnments, 0 reordered, 0 unassigned, sequence 0x0/0x0
rcvd/ sent
0 discarded, O lost received, 1/255 |oad
Menmber Link: 1
BRI 0: 1

If you do not see the message in the output, do one or both of the following:

» Confirm that multilink PPP is configured on the central-site router that you
are connecting to.

« If multilink PPP is configured on the central-site router, use the
show interface command as described in the second verification procedure.

To continue configuration, reenter global configuration mode.

[ 78-5407-03
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Step 1

Step 2
Step 3

Step 4

For the second verification procedure, perform these steps:

From the privileged EXEC command mode, confirm that the ISDN lineis
connected to the remote site by entering the ping command, followed by the IP
address of the central-site router:

Rout er# ping 192. 168. 37. 40

Enter the show interface virtual-access 1 command.
Confirm that the “Open: IPCP" message appears in the command output:

Rout er# show i nterface virtual -access 1

Virtual - Accessl is up, line protocol is up
Hardware is Virtual Access interface
MIU 1500 bytes, BW64 Kbit, DLY 100000 usec, rely 255/255, |oad
1/ 255
Encapsul ati on PPP, | oopback not set, keepalive set (10 sec)
DTR is pul sed for 5 seconds on reset
LCP Open, nmultilink Open
Qpen: | PCP
Last input 00:00:01, output never, output hang never
Last clearing of "show interface" counters 00:54:41
Queueing strategy: fifo
Qut put queue 0/40, 0 drops; input queue 0/75, 0O drops
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
708 packets input, 150742 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants
0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
709 packets output, 157653 bytes, 0 underruns
0 output errors, 0 collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions

To continue configuration, reenter global configuration mode.

Cisco 1700 Series Router Software Configuration Guide
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Confirming Multilink PPP Configuration for the B2 Channel

Step 1

Step 2

Step 3

Step 4

Perform the two procedure in this section to verify that multilink PPP is
configured on the ISDN B2 channel.

From the privileged EXEC command mode, confirm that the ISDN lineis
connected to the remote site by entering the ping command, followed by the IP
address of the central-site router:

Rout er# ping 192. 168. 37. 40

Create enough network traffic so that the second ISDN B channel dialsthe remote
site.

S

Note  Oneway to perform Step 2 is to reduce the amount of data needed to
cause the second B channel to dial. To reduce the amount (called the
threshold), use the dialer load-threshold command, which is
described in Step 11 of the “Configuring the ISDN Interface” section
on page 5-6.

Check LEDs B1 and B2.

If both LEDs are lit solid, multilink PPP is correctly configured for both ISDN
B channels.

To continue configuration, reenter global configuration mode.

Tips
If you are having problems, do the following:
» Confirm that your router is configured with the correct |P address.
» Confirm that you have correctly configured the static I P routes with the
ip route command.
Cisco 1700 Series Router Software Configuration Guide
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Configuring Command-Line Access to the Router

Follow these steps to configure some parameters that control accessto the router.

Command Task

Stepl lineconsole 0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5 login Enabl e password checking at terminal session
login.

Step6 end Exit configuration mode.

Troubleshooting

If you are having problems or the if output that you received during the
verification stepsis very different from that shown in the command output
examples, you can troubleshoot your router, using the Cisco 10S debug
commands. The debug commands provide extensive command output that is not
included in this document.

Pl

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

Following are debug commands that are helpful when troubleshooting ISDN with
IP routing. Follow these commands with the ping command to display the debug
output:

- debugdialer events
» debugisdn events
- debugisdn q931

Cisco 1700 Series Router Software Configuration Guide
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- debugisdn 9921

- debug ppp negotiation

- debug ppp authentication

» debug ppp multilink events

Dial-Up ISDN Connection with Dialer Profiles

This section describes how to configure dialer profilesfor ISDN. If you followed
theinstructions for configuring ISDN in the previous sections of this chapter, you
might not have to perform all of the steps shown in this section.

Figure 5-2 shows the configuration example used in this section.

Figure 5-2  ISDN Configuration Example—Dial-Up ISDN Connection with Dialer Profiles

Remote site

IP: 172.16.25.42

=@

1700
Hostname: 1700

IP network: 172.16.25.0/27

ISDN interface addresses

Central site

IP: 192.168.37.40

Router
Username: HQ

Phone: 5552053
PPP password: guessme

14316

IP network: 192.168.37.0/24

These are the major tasks in configuring your router:

Configuring Global Parameters
Configuring Security

Configuring the Fast Ethernet Interface
Configuring the ISDN Interface
Configuring the Dialer Interface
Configuring When the Router Dials Out

Configuring Command-Line Access to the Router
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Configuring Global Parameters

Follow these steps to configure the router for global parameters.

Command Task

Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.

Cisco 1700 Series Router Software Configuration Guide
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Command Task

Step4  isdn switch-type basic-ni Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Verifying Your Configuration

You can verify your configuration to this point by checking the ISDN line status
asfollows:

Step1  From the privileged EXEC command mode, enter the show isdn status
command.

You should see command output similar to the following:

Rout er# show i sdn status
The current | SDN Swi tchtype = basi c-5ess
I SDN BRI O interface
Layer 1 Status:
ACTI VE

Cisco 1700 Series Router Software Configuration Guide
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Layer 2 Status:
TEI = 80, State = MILTI PLE_FRAME_ESTABLI SHED
Layer 3 Status:
No Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
Total Allocated |ISDN CCBs =

Step2  Confirmthat the current ISDN switch type matchesthe actual switch typethat you
are using.

Step3  Confirm that the “Layer 1 status: ACTIVE" message appears in the command
output, as shown in the output example.

Step4  Confirm that the “ State = MULTIPLE_FRAME_ESTABLISHED” message
appears in the command output, as shown in the output example.

N,

Note  In some cases, you might see a“ State = TEI_ASSIGNED” message
instead of the “State = MULTIPLE_FRAME_ESTABLISHED”
message. This message also means that the ISDN lineis correctly
configured.

Step5  To continue configuration, reenter global configuration mode.

Tips
If you are having problems, do the following:

- Make sure that any external NT1 is functioning correctly. Refer to the
documentation that came with the NT1.

» Check with the ISDN service provider to make sure that the ISDN lineis
correctly configured.
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Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Step3  username HQ password <guessme> Specify the password that will be used during
CHAP caller identification and PAP.

For PPP authentication, the username entered
with this command must match the host name
of the central-site router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.42 255.255.255.224 Configure this interface with an 1P address
and a subnet mask.

Step3  ipx network ABC Enable IPX routing on this interface.

Step4  no shutdown Enabl e the interface and the configuration
changes you have just made on the interface.

Step5  exit Exit configuration mode for this interface.

Cisco 1700 Series Router Software Configuration Guide
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Configuring the ISDN Interface

Follow these steps to configure the ISDN interface, which connects the router to
the central-site router over the wide-area network.

Command Task

Stepl interface BRIO Enter configuration mode for the ISDN
interface.

Step2  description ISDN connectivity Add a description of the ISDN interface to
help you remember what is attached to it.

Step3  isdn spid1 555987601 Enter the SPID number that has been assigned
by the ISDN service provider for the B1
channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines required SPIDs.

Step4  isdn spid2 555987602 Define the SPID number that has been
assigned by the ISDN service provider for the
B2 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines required SPIDs.

Step5 noip address Disable IP routing on this interface.

Step6 dialer pool-member 1 Put this interface in adialing pool.

Asan option, you can also assign a priority to
the interface with this command.

Step7  encapsulation ppp Set the encapsulation method on thisinterface
to PPP.
Step8  ppp authentication chap pap Enable CHAP and PAP authentication on this

interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

Step9  ppp multilink Enable multilink PPP on this interface.
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Command

Task

Step 10

no shutdown

Enabl e the interface and the configuration
changes you have just made on the interface.

Step 11

exit

Exit configuration mode for this interface.

Configuring the Dialer Interface

Follow these stepsto create adialer interface and configure it for dial-on-demand

routing (DDR).

Command Task

Stepl interface Dialer10 Create a dider interface.

Step2  ip unnumbered fastethernetO Enable IP routing on this interface without
assigning an |P address.

Step3  ipx network 123 Enable IPX routing on this interface.

Step4  noipx route-cache Disable IPX fast switching on thisinterface.

Step5  ipx watchdog-spoof Set the router to respond to a local server
watchdog packets on behal f of aremote client
(called spoofing).

Step6  dialer remote-name HQ Specify the central-site router CHAP
authentication name.

Step7  dialer string 5552053 Specify the string (telephone number) to be
called for this interface when calling a single
site.

Step8  dialer pool 1 Put this interface in adialing pool.

Asan option, you can also assign a priority to
the interface with this command.

Step9  dialer-group 1 Assign the dialer interface to a dialer group.

Step10 encapsulation ppp Set the encapsulation method on thisinterface
to PPP.
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I 78-5407-03 .m



Chapter5  Configuring ISDN |

W Dial-Up ISDN Connection with Dialer Profiles

Command Task

Step11 ppp authentication chap pap Enable CHAP and PAP authentication on this
interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

Step12 ppp multilink Enable multilink PPP on this interface.

Step13  no shutdown Enabl e the interface and the configuration
changes you have just made on the interface.

Step14  exit Exit configuration mode for this interface.

Verifying Your Configuration

You can verify your configuration to this point by confirming the Multilink PPP
Configuration for the B1 Channel.

Stepl  Confirm that the ISDN is up and connected to the central-site router.

Step2  From the privileged EXEC command mode, enter the show ppp multilink
command.

Step3  Confirm that the “Master link is Virtual-Accessl” message appears in the
command output, as shown in the output example.

Rout er# show ppp mul tilink
Bundl e HQ 1 nenber, Master link is Virtual -Accessl
Dialer Interface is BRIO
0 lost fragnments, 0 reordered, 0 unassigned, sequence 0x0/0x0
rcvd/ sent
0 discarded, O lost received, 1/255 |oad
Member Link: 1
BRI 0: 1

Step4  Return to the privileged EXEC command mode, and enter the show interface
command.

Step5  Confirm that the “LCP Open, multilink Open” message appears in the command
output, as shown in the output example.

Rout er# show i nterface bri 01 2
BRIO:1 is up, line protocol is up
Hardware is BRI with Uinterface and external S bus interface
MIU 1500 bytes, BW64 Kbit, DLY 20000 usec, rely 255/255, |oad
3/ 255
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Encapsul ati on PPP, | oopback not set,
LCP Open, nmultilink Open
Last input 00:00: 00, output 00:00: 00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo...

keepal i ve set (10 sec)

Step6  To continue configuration, reenter global configuration mode.

Configuring When the Router Dials Out

Follow these steps to configure parameters that control how and when the router

dials the central-site router.

Command Task
Stepl ip route 192.168.37.0 255.255.255.0 Establish a static |P route to the remote
192.168.37.40 network.
Step2  ip route 192.168.37.40 255.255.255.255 Establish a static |P route to the remote
BRIO network through the router BRI.
Step3  access-list 101 permit icmp any any Define a standard access list based on your
network.
Step4  access-list 101 deny ip any any Define a standard access list based on your
network.
Step5  access-list 900 deny any any all any 457 Define a standard access list based on your
network.
Step6  access-list 900 deny rip any rip any rip Define a standard access list based on your
network.
Step7  access-list 900 deny sap any sap any sap Define a standard access list based on your
network.
Step8  access-list 900 permit any any all any all Define a standard access list based on your
network.
Cisco 1700 Series Router Software Configuration Guide
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Command Task

Step9  dialer-list 1 protocol ip list 101 Specify an access list both by list number and
by protocol (IP) to define the packets of
interest that can trigger acall to the
destination.

Step10 dialer-list 1 protocol ipx list 900 Specify an access list both by list number and
by protocol (IPX) to define the packets of
interest that can trigger acall to the
destination.

Verifying Your Configuration

You can verify your configuration to this point by
« Confirming the IP Static Route

« Confirming Connectivity to the Central-Site Router

Confirming the IP Static Route

You can verify your configuration to this point by checking the static | P route as
follows:

Step1  From the privileged EXEC command mode, enter the show ip route command.

Substitute the IP address of the central-site router ISDN interface for the IP
address shown in the example.

Step2  Confirm that the “directly connected via BRI” message appears, as shown in the
command output.

Rout er# show i p route 192. 168. 37. 40

Routing entry for 192.168. 37.40/32
Known via "connected", distance 0, netric 0 (connected)
Rout i ng Descri ptor Bl ocks:

* directly connected, via BRIO

Step3  To continue configuration, reenter global configuration mode.
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Confirming Connectivity to the Central-Site Router

Step 1

Step 2

Step 3

You can verify your configuration to this point by testing connectivity to the
central-site router, as follows:

From the privileged EXEC command mode, enter the ping command, followed by
the IP address of the central-site route to have the router dial the central-site
router. You should see output similar to the following:

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 43/ 48 ns
Rout er #

*Mar 1 03:37:46.526: 9% NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Wait for the “ISDN-6-CONNECT” message, as shown in the commmand output
example.

Enter the ping command, followed by the I P address of the central-site router
again:
Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 40/ 43/ 48
ns

Rout er #

*Mar 1 03:37:46.526: 9% NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN: Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: I nterface Virtual - Accessl,
changed state to up

[ 78-5407-03

Cisco 1700 Series Router Software Configuration Guide



Chapter5  Configuring ISDN |

W Dial-Up ISDN Connection with Dialer Profiles

Tips

Step 4

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

If the success rate, as shown in the command output, is 100 percent, this
verification step is successful.

To continue configuration, reenter global configuration mode.

If you are having problems, do the following:
» Make sure that the router is configured with the correct | P address.

» Make sure that the router is configured with the correct static routes.

Configuring Command-Line Access to the Router

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Follow these steps to configure parameters that control access to the router, such
as what type of terminal line can be used with the router, how long the user hasto
input a command before the router times out, and what password is used to start
aterminal session with the router.

Command Task

line console O Specify the console terminal line.

exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.

linevty 04 Specify avirtual terminal for remote console
access

password <lineaccess> Specify apassword on the line.

login Enable password checking at terminal session
login.

end Exit configuration mode.
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Troubleshooting Dialer Profile Problems

A

If you are having problems, or if the output that you received during the
verification stepsis very different from that shown in the command output
examples, you can troubleshoot your router, using the Cisco 10S debug
commands. The debug commands provide extensive command output that is not
included in this document.

Caution

If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

The following are debug commands that are helpful in troubleshooting dialer
profiles with ISDN. You need to follow most of these commands with the ping
command to display debug output:

« debugdialer

» debugisdn events

- debugdialer events

» debugisdn q931

- debugisdn 9921

» debug ppp negotiation

- debug ppp authentication

» debug ppp multilink events

Leased-Line ISDN Connection to a Central-Site

Router

This section describes how to configure the router so that it usesthe ISDN line as
aleased-line connection to the central -site router. Unlike a switched connection
to the central-site router, in which the router dials the central-site router only
when it detects specified types and amounts of data traffic, aleased-line ISDN
connection is always connected to the central office switch.

[ 78-5407-03
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In addition to the assumptions described in the “Before You Begin” section at the
beginning of this chapter, this configuration isbased on the additional assumption
that both ISDN B channels are connecting to the same central-site router.

These are the major tasks in configuring your router for aleased-line ISDN
connection:

« Configuring Global Parameters

« Configuring Security

« Configuring IPX Routing

« Configuring the ISDN Line for Leased Line

« Configuring the Fast Ethernet Interface

« Clearing the ISDN Interface

« Configuring the ISDN Subinterfaces

« Configuring Dynamic IP Routing

« Configuring Command-Line Access to the Router

Figure 5-3 shows the configuration example that is used in this section.

Figure 5-3 ISDN Configuration Example—Leased-Line Connection to a
Central-Site Router

Remote site . Central site
ISDN interface

IP address: 192.168.40.40
IPX network: 123

;
/

1700

ISDN

Leased line Router

+*

14317

Network IP address: 192.168.38.0
IPX network: ABC

Configuring Global Parameters

Follow these steps to configure the router for global parameters.
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Command

Task

Stepl  configure terminal

Enter configuration mode.

Step2  servicetimestamps debug datetime msec

Configuretherouter to show the date and time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec

Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.
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Command Task

Step4  isdn switch-type basic-ni Configure the type of central office switch
used on the ISDN interface. Use the keyword
that matches the ISDN switch type that you
are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Configuring Security

Follow these steps to configure the router with security measures.

Cisco 1700 Series Router Software Configuration Guide
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Command

Task

Stepl  enable password <user>

Specify a password to prevent unauthorized
access to the router.

Step2  hostname Router

Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step3  username HQ password <guessme>

Specify the password used during caller
identification and CHAP and PAP
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site router.

Configuring IPX Routing

Perform this step to enable IPX routing on the router. The default setting for the
router is“IPX routing disabled.”

Command

Task

ipx routing 0060.834f.66dd

Enable IPX routing, and configure the router with
an |PX address.

Configuring the ISDN Line for Leased Line

Follow these steps to set

up the ISDN line for aleased-line configuration.

[ 78-5407-03
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Step 1

Step 2

Command

Task

multilink virtual-template 1

Define avirtual template from which this
multilink PPP bundle interface can replicate
its interface parameters.

isdn leased-line BRI10 128

Configure the BRI interface to use the ISDN
physical connection as aleased-line service.
If you want to combine both B channelsinto
asingle datapipe, enter the 128 keyword with
this command.

Configuring the Fast Ethernet Interface

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

[l Cisco 1700 Series Router Software Configuration Guide

Usethistableto configure the Fast Ethernet interface, which connects your router

to the local network.

Command

Task

inter face fastethernetO

Enter configuration mode for the Fast
Ethernet interface.

ip address 192.168.38.42 255.255.255.0

Configure thisinterface with an IP address
and a subnet mask.

ipx network ABC

Configure thisinterface with an IPX network
address.

inter face virtual-templatel

Associate the virtual template with this
interface.

ip address 192.168.40.40 255.255.255.0

Configure the virtual template interface with
an |P address and a subnet mask.

ipx network 123

Configure the virtual template interface with
an IPX network address.

encapsulation ppp

Set the encapsulation method on thisinterface
to PPP.

ppp multilink

Enable multilink PPP on this interface.
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Command

Task

Step 9

no shutdown

Enabl e the interface and the configuration
changes you have just made on the interface.

Step 10

exit

Exit configuration mode for this interface.

Clearing the ISDN Interface

Follow these steps to clear the | P address from the ISDN interface.

Command

Task

Step 1

interface BRIO

Enter configuration mode for the BRI
interface.

Step 2

no ip address

Disable IP routing on the BRIO interface.

Step 3

exit

Exit configuration mode for this interface.

Configuring the ISDN Subinterfaces

Follow these stepsto create and configuretwo ISDN subinterfaces, which connect
your router to the central-site router over the wide-area network.

Command Task

Stepl interface BRIO:1 Enter configuration mode for the BRI0:1
subinterface

Step2  ip unnumbered Virtual-Templatel Enable IP routing on this interface without
assigning an |P address.

Step3  encapsulation ppp Set the encapsulation method on thisinterface
to PPP.

Step4  ppp multilink Enable multilink PPP on this interface.

Step5 interface BRI0:2 Enter configuration mode for the BRI0:2
subinterface.
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I 78-5407-03 .m



Chapter5  Configuring ISDN |

M Leased-Line ISDN Connection to a Central-Site Router

Command

Task

Step6  ip unnumbered Virtual-Templatel

Enable IP routing on this interface without
assigning an |P address.

Step7  encapsulation ppp

Set the encapsulation method on thisinterface
to PPP.

Step8  ppp multilink

Enable multilink PPP on this interface.

Step9  exit

Exit configuration mode for this interface.

Configuring Dynamic IP Routing

Follow these steps to configure the router for dynamic | P routing.

Command

Task

Stepl ip classless

Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

Step2  ip route0.0.0.0 0.0.0.0 192.168.40.41

Specify dynamic routing.

Verifying Your Configuration

You can verify your configuration by confirming connectivity to the central-site

router.

Stepl  Fromtheprivileged EXEC command mode, enter the ping command, followed by
the IP address of the central-site route to have the router dial the central-site
router. You should see output similar to the following:

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 43/ 48 ns

Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: I nterface BRI0:1, changed state

to up

[l Cisco 1700 Series Router Software Configuration Guide
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Step 3

Step 4

Step 5
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*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Wait for the “ISDN-6-CONNECT” message, as shown in the command output
example.

Enter the ping command, followed by the I P address of the central-site router
again:
Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 40/ 43/ 48
ns

Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

If the success rate is 100 percent, this verification step is successful.

If the router is not successfully transferring data to the central-site router (if the
success rate is less than 60 percent), do the following:

» Usethe show ip route command to confirm that the routing table entries for
the central -site router are correct.

« Usethe show interface bri0 command to confirm that the ISDN interface is
active and that IPCP, IPXCP, and Multilink are shown as “ Open.”

To continue configuration, reenter global configuration mode.

[ 78-5407-03
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Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router, such
as what type of terminal line is used with the router, how long the router waitsfor
auser entry before it times out, and what password is used to start a terminal
session with the router.

Command Task

Stepl ip classless Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

Step2  ip route 0.0.0.0 0.0.0.0 192.168.40.41 Specify dynamic routing.
Step3  ip classless Configure the router to forward packets

addressed to a subnet of a network with no
network default route.

Step4  ip route 0.0.0.0 0.0.0.0 192.168.40.41 Specify dynamic routing.

Step5  ip classless Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

Step6  ip route0.0.0.0 0.0.0.0 192.168.40.41 Specify dynamic routing.

Troubleshooting Problems with Leased Lines

If you are having problems or if the output that you received during the
verification stepsis very different from that shown in the command output
examples, you can troubleshoot your router, using the Cisco 10S debug
commands. The debug commands provide extensive command output that is not
included in this document.

A

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

Cisco 1700 Series Router Software Configuration Guide
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The following debug commands are helpful in troubleshooting an ISDN leased
line. Follow these commands with the ping command to display debug output.

» debug ppp negotiation
» debugisdn events

- debug 931

- debugg921

Dial-In ISDN BRI Pool

This section describes how to configure a Cisco router with two ISDN BRI
interfaces to function as a dial-in server. In this example, the Cisco router
functions as the central-site router that accepts dial-in connections from remote
routers.

These are the major tasks in configuring your router for dial-in ISDN connections:
« Configuring Global Parameters
« Configuring Security
- Configuring the Fast Ethernet Interface
« Configuring the ISDN Interfaces
« Configuring a Dialer Interface
- Configuring EIGRP Routing
« Configuring IP Static Routes and Dial-1n Parameters
« Configuring Command-Line Access to the Router
Figure 5-4 shows the configuration example used in this section.
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Figure 5-4  ISDN Configuration Example—Dial-In ISDN BRI Pool
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Command Task

Stepl  configure terminal

Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time

of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.
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Command

Task

Step 3

servicetimestamps log datetime msec

Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.

Step 4

isdn switch-type basic-ni

Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

» basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

e basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

- basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-tsO13—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Configuring Security

Follow these steps to configure security measures.

[ 78-5407-03
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Step 1

Step 2

Step 3

Command

Task

enable password <user>

Specify a password to prevent unauthorized
access to the router.

hostname Router

Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

user name jason passwor d <foot>
username wei password <letmein>
user name sammy password <bar>
username tito password <knockknock>

Specify the password used during caller
identification and CHAP and PAP
authentication.

For CHAP and PAP authentication, the host
name of every remoterouter that dialsinto the
Cisco router must be entered with this
command, along with the password used to
authenticate the router.

Configuring the Fast Ethernet Interface

Step 1
Step 2

Step 3

Step 4

Follow these steps to configure the Fast Ethernet interface, which connects your

router to the local network.

Command

Task

interface fastethernetO

Enter configuration mode for this interface.

ip address 171.68.15.33 255.255.255.248

Configure thisinterface with an IP address
and a subnet mask.

no shutdown

Enable this interface and the configuration
changes that you have just made.

exit

Exit configuration mode for this interface.
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Follow these steps to configure the two ISDN interfaces that accept calls from

remote routers.

Command Task

Stepl interface BRIO Enter configuration mode for the first ISDN
interface.

Step2  noip address Remove any | P addresses that might be
assigned to this interface.

Step3  encapsulation ppp Configure the interface for PPP packet
encapsul ation.

Step4  dialer rotary-group 100 Configure this interface to be included in the
dialer rotary group that you will configure in
the “ Configuring a Dialer Interface” section
on page 5-44.

Step5 no fair queue Disable weighted fair queueing on this
interface.

Step6  no shutdown Enable thisinterface and the configuration
changes you have just made.

Step7  exit Exit configuration mode for this interface.

Step8 interface BRI1 Enter configuration mode for the second
ISDN interface.

Step9  noip address Remove any | P addresses that might be
assigned to this interface.

Step 10 encapsulation ppp Configure the interface for PPP packet
encapsul ation.

Step11 dialer rotary-group 100 Configure this interface to be included in the
dialer rotary group that you will configure in
the “ Configuring a Dialer Interface” section
on page 5-44.

Step12 no fair queue Disable weighted fair queuing on this
interface.

Cisco 1700 Series Router Software Configuration Guide
[ 78-5407-03 .m



Chapter5  Configuring ISDN |

W Dial-In ISDN BRI Pool

Step 13

Step 14

Command

Task

no shutdown

Enable this interface and the configuration
changes you have just made.

exit

Exit configuration mode for this interface.

Configuring a Dialer Interface

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

[l Cisco 1700 Series Router Software Configuration Guide

Follow these steps to configure the two ISDN interfaces as one diaer interface
that accepts calls from remote routers.

Command

Task

interface dialer 100

Create a diaer rotary group interface, and
enter configuration mode for that interface.
The number (in this example, 100) is an
integer that you select to identify the
interface.

ip address 172.16.12.4 255.255.255.240

Configure thisinterface with an 1P address.

encapsulation ppp

Configure thisinterface for PPP
encapsulation.

dialer in-band

Specify that DDR is supported on this
interface.

dialer idle-timeout 300

Configure the ISDN line to go down after a
specified number of seconds elapses with no
network traffic.

dialer map ip 172.16.12.6 name jason
broadcast 5553756

dialer map ip 172.16.12.7 name wei
broadcast 5553756

dialer map ip 172.16.12.8 name sammy
broadcast 5553756

dialer map ip 172.16.12.9 name tito
broadcast 5553756

Configure this interface to receive and
authenticate calls from multiple sites, based
on |P address and dialer string. You must
enter this command for every remote router
that will dial into your router.

The name you enter after the name keyword
in this command must match the name
entered with the username command in the
“Configuring Security” section on page 5-41.
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Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Configuring EIGRP Routing

Dial-In ISDN BRI Pool

Command

Task

dialer load-threshold 70

Configure bandwidth on demand by setting
the maximum load before the router places
another call to a destination.

dialer-group 1

Assign the dialer interface to a dialer group.

no fair-queue

Disable weighted fair queuing on this
interface.

ppp multilink

Enable multilink PPP on this interface.

ppp authentication chap

Enable CHAP or PAP authentication on this
interface.

no shutdown

Enable the dialer interface and the
configuration changes that you have just
made.

exit

Exit configuration mode for this interface.

Follow these steps to configure the router for Enhanced Interior Gateway Routing
Protocol (EIGRP) and | P routing parameters that the router uses to connect to the

central-site router.

Command Task

Stepl  router eigrp 109 Configure the IP EIGRP routing process, and
enter router configuration mode.

Step2  network 171.68.0.0 Specify alist of networks for the EIGRP
routing process by entering the IP address of
the directly connected network.

Step3  redistribute static Configure the router to distribute IP static
routers from one routing domain to another.

Step4  exit Exit router configuration mode.

Cisco 1700 Series Router Software Configuration Guide
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Configuring IP Static Routes and Dial-In Parameters

Follow these steps to configure an | P static router and the access lists that define
what type of network traffic the router will accept.

Command Task

Stepl ip route 171.68.0.0 255.255.255.240 Configure an | P static route used to route data

171.68.12.1 received from remote routers.

Step2  access-list 101 deny ip any host Define a standard access list based on IP

255.255.255.255 network variables.

Step3  access-list 101 permit ip any any Define a standard access list based on IP
network variables.

Step4  dialer-list 1 list 101 Specify adialer list both by list number and
by protocol (IP) to define the packets of
interest that can trigger acall to the
destination.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router, such
aswhat type of terminal line can be used with the router, how long therouter waits
for auser entry beforeit times out, and what password is used to start a terminal
session with the router.

Command Task
Stepl lineconsole0 Specify the console terminal line.
Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.
Step3  linevty 04 Specify avirtual terminal for remote console
access.
Step4  password <lineaccess> Specify a password on the line.

Cisco 1700 Series Router Software Configuration Guide
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Command Task
Step5 login Enabl e password checking at terminal session
login.
Step6 end Exit configuration mode.
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CHAPTER 6

Configuring a Leased Line

The configuration in this chapter describes how to configure a Cisco router for 1P
and Internetwork Packet Exchange (IPX) over a synchronous serial line.

Before You Begin

The configuration in this chapter is based on the following assumptions:

» Your Cisco router hardware is correctly installed in accordance with the
Hardware Installation Guide for your Cisco router.

= Your Cisco router is using multilink Point-to-Point Protocol (PPP).

= Your Cisco router isusing dynamic IP and IPX routing, in which IP Routing
Information Protocol (RIP) resolves IP routes, and IPX RIP and IPX Service
Advertising Protocol (SAP) dynamically resolve IPX routes and services.

Before you begin configuration, be aware of the following:
« You need to enter the commands in the order shown in the task tables.

» Thevalues shown in italic are examples. For the values shown, you should
instead enter values appropriate for your network.

< You should be familiar with Cisco |OS software and its conventions.
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~

Note  To use the verification steps described in this chapter, you must be familiar
with Cisco |0S commands and command modes. When you use the
verification steps, you need to change to different command modes. If you are
not familiar with command modes, see the “ Understanding Command Modes’
section in the “Introduction to Router Configuration” chapter.

These are the mgjor tasks in configuring the router:
» Configuring Global Parameters
« Configuring Security
» Configuring the Fast Ethernet Interface
« Configuring the Serial Interface
« Configuring Dynamic Routing Parameters
» Configuring Command-Line Access to the Router

Figure 6-1 shows the configuration example used in this chapter.

Figure 6-1 Configuration Example for Leased Line

Remote site Central site
Ethernet interface
IP address:
10.1.1.1 IPX network: AAAA
A
\ Leased line &
Cisco Cisco
1700 1700
Network address: Network address:
IP:10.0.0.0 IP:20.0.0.0 Q
IPX:100 IPX:200 3
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Configuring Global Parameters

Follow these steps to configure the router for global parameters.

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Command

Task

configure terminal

Enter configuration mode.

service timestamps debug datetime msec

Configure the router to show the date and
time of all debug messages.

This command is optional, but it is
recommended if you use debug commands
to troubleshoot your configuration.

servicetimestamps log datetime msec

Configure the router to show the date and
time of al log messages.

This command is optional, but it is
recommended if you use the verification
steps described in this guide. Thisfeatureis
enabled for all the command output
examples shown in this guide.

ip subnet-zero

Configure the router to use subnet zero for
interface addresses and routing updates.

no ip domain-lookup

Disable the IP Domain Name System
(DNS)—based host nhame—to—address
translation on the router.

ipx routing 0000.0caa.1111

Enable IPX routing, and configure therouter
with an IPX address.

Configuring Security

Follow these steps to configure the router with security measures.
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Step 1

Step 2

Command

Task

enable passwor d <user>

Specify a password to prevent unauthorized
access to the router.

hostname Router

Configuretherouter with ahost name, which
isused in prompts and default configuration
filenames.

For PPP authentication, the host name
entered with this command must match the
username of the central-site router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

router to the local network.

Command

Task

interface fastethernetO

Enter configuration mode for the Fast
Ethernet interface.

ip address 10.1.1.1 255.0.0.0

Configure this interface with an IP address
and asubnet mask. Thisinterface must have
an P address assigned in order for the serial
interface to be configured for IP
unnumbered routing.

ipx network 100 encapsulation sap

Enable IPX routing on thisinterface, assign
the IPX network number, and configure the
interface for IPX SAP encapsulation.

ipx network 100 encapsulation
novell-ether secondary

Configure a secondary IPX network that
uses the default NetWare encapsul ation.

no shutdown

Enable the interface and the configuration
changes you have just made on the
interface.

exit

Exit configuration mode for this interface.
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Configuring the Serial Interface

Follow these steps to configure the serial interface, which connects your router to
the central -site router.

Command Task

Stepl interface serial0 Enter configuration mode for the serial
interface.

Step2  description leased line to headquarters Add a description of thisinterface to help
you remember what is attached to it.

Step3  ip unnumbered FastEthO Enable IP routing on this interface without
assigning an | P address.

Step4  ipx network AAAA Enable IPX routing on this interface, and
assign an IPX network number.

Step5 encapsulation PPP Configure this interface for PPP
encapsulation.

Step6 no shutdown Enable this interface and the configuration

changes you have just made on the interface.

Step7  exit Exit configuration mode for this interface.

Configuring Dynamic Routing Parameters

Follow these steps to configure some dynamic routing parameters.

Command Task
Stepl router rip Enable RIP routing on the router, and enter
router configuration mode.
Step2  version 2 Specify the router to use RIP version 2.
Step3  network 10.0.0.0 Enable Enhanced Interior Gateway Routing
Protocol (EIGRP) for this network.
Step4  noauto-summary Disable automatic summarization of subnet

routes into network-level routes.
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Command Task

Step5 ip classless Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

Step6  exit Exit router configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole 0 Specify the console terminal line, and enter
line configuration mode.

Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5  login Enable password checking at terminal
session login.

Step6 end Exit configuration mode.

Verifying Your Configuration

You can verify your configuration by checking the serial interface configuration:

Step1  From privileged EXEC command mode, enter the show interface serialO
command. You should see output similar to the following:

Rout er# show interface ser0
Serial0 is up, line protocol is up
Har dware is Power QUI CC Seri al
Description: leased line to headquarters
Interface is unnunbered. Using address of FastEthernetO (10.1.1.1)
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MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad
1/ 255

Encapsul ati on PPP, | oopback not set, keepalive set (10 sec)

LCP C osed

Step2  Confirm that the“ Serial0 is up, line protocol isup” message appears, asshownin
the command output example.

Step3  Proceed as appropriate:

« If you see the“Serial0 is up, line protocol is up” message shown in the
example command output, continue configuration by reentering global
configuration mode.

- If you see one of the following messages instead of the “SerialO isup, line
protocol is up” message, see the “ Troubleshooting Problems with L eased
Lines” section for possible causes of the message and suggested actions:

— Serial0 is down, line protocol is down.

Serial0 is up, line protocol is down.

SerialO is up, line protocol is up (looped).

SerialO is administratively down, line protocol is up.

Troubleshooting Problems with Leased Lines

Table 6-1 describes some common problems with leased lines, possible causes,
and suggested actions for solving the problems. The table uses Serial 0 port asthe
location of the problems.
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Table 6-1  Possible Causes of and Suggested Actions for Solving Problems with Leased Lines

Line State

Possible Cause

Suggested Actions

SerialOisdown,
line protocol is
down.

The router is not sensing a Carrier
Detect (CD) signal asaresult of one
of the following:

- Telephone company problem,
such as the line is down or not
connected to the data service
unit / channel service unit
(DSU/CSU).

- Faulty or incorrect cabling of
the router.

+ Local DSU/CSU hardware
failure.

« Local router hardware failure.

The following are some steps you can take
to isolate the problem:

« Check the LEDs on the external
DSU/CSU for CD activity.

- Refer to the Hardware Installation
Guide to confirm that your router is
correctly installed, using the
appropriate cables.

- Contact the telephone company to
determineif the leased line is down or
not connected.

- Connect the leased line to another port,
if possible. If the connection comes up,
thereisahardware failure on the Serial
0 port. Contact your Cisco reseller.

Serial0isup,
line protocol is
down.

Possible causes for thisline state are

- Local or remote router
misconfigured.

« The remote router is not
sending keepalive packets.

« Problem with the leased line.

e The serial clock transmit
external is not set on the
DSU/CSU.

« Local or remote DSU/CSU
hardware failure.

« Router hardware failure.

The following are some steps you can take
to isolate the problem:

» Perform DSU/CSU loopback tests.
During local loopback, enter the
show interface ser0 command. If the
line protocol is shown as up, there
might be a problem with the telephone
company, or the remote router might be
down.

- Refer to the Hardware Installation
Guide to confirm that your router is
correctly installed, using the
appropriate cables.

- Connect the leased line to another port,
if possible. If the connection comes up,
thereisahardware failure on the Serial
0 port. Contact your Cisco reseller.
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Table 6-1  Possible Causes of and Suggested Actions for Solving Problems with Leased Lines

Line State Possible Cause Suggested Actions

Serial0isup, The possible cause is that aloop The following are some steps you can take
line protocol is |existsin the circuit. The sequence |to isolate the problem:

up (looped). number in the keepalive packet
changesto arandom number when a
loop isfirst detected. If the same
random number is returned over the
line, aloop exists.

- Usethewriteterminal privileged
EXEC command to display any
instances of the loopback command. If
the router has been configured with the
loopback command, enter the
no loopback command to remove the
loop.

» Check to see whether the DSU/CSU is
configured in manual loopback mode.
If it is, disable manual loopback.

+ Reset the DSU/CSU.

- If youareunabletoisolate the problem,
contact the tel ephone company for help
with troubleshooting.

SerialOis The possible causes for thisstateare |The following are some steps you can take

administrativel | The serial interface has been to isolate the problem:

y down,l I,me disabled with the » Usetheshow configuration privileged

protocol s up. shutdown interface EXEC command to display the serial
configuration command. port configuration. If “shutdown” is

displayed after “interface Serial0,” use
the no shutdown interface
configuration command to enable the
interface.

- Different interfaces on the
router are using the same IP
address.

« Use the show interface privileged
EXEC command to display the IP
addresses for al router interfaces. Use
the ip address interface configuration
command to assign unique | P addresses
to the router interfaces.
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CHAPTER ;

Configuring Frame Relay

This chapter tells how to configure the Cisco router to connect to a central-site
router over aa Frame Relay line and provides verification steps and
troubleshooting tips.

This chapter contains the following sections:
- Before You Begin
» Frame Relay
« Frame Relay with an Internal DSU/CSU
« |ISDN asthe Backup WAN Connection
- |ISDN as aBackup Connection with Dialer Profiles

- |ISDN as aBackup Connection with Floating Static Routes

Before You Begin

The configurations in this chapter are based on the following assumptions:

» Your Cisco router hardware is correctly installed in accordance with the
Hardware Installation Guide for your Cisco router.

= Your Cisco router is connected to a central-site router over Frame Relay.
= Your Cisco router is using multilink Point-to-Point Protocol (PPP).
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Before you begin configuration, be aware of the following:
« You need to enter the commands in the order shown in the task tables.

» Thevalues shown in italic are examples. For the values shown, you should
instead enter values appropriate for your network.

< You should be familiar with Cisco |OS software and its conventions.

Note  To use the verification steps described in this chapter, you must be familiar
with Cisco |0S commands and command modes. When you use the
verification steps, you need to change to different command modes. If you are
not familiar with command modes, see the “ Understanding Command Modes’
section in the “Introduction to Router Configuration” chapter.

Frame Relay

This section describes how to configure a basic Frame Relay connection to the
central-site router.

These are the major tasks in configuring your router:
« Configuring Global Parameters
« Configuring Security
« Configuring the Fast Ethernet Interface
« Configuring the Serial Interface for a Frame Relay Connection
« Configuring the Point-to-Point Frame Relay Connection
« Configuring Routing Parameters
Figure 7-1 shows the configuration example used in this section.
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Figure 7-1  Configuration Example—Frame Relay
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Follow these steps to configure the router for global parameters.

Command Task

Stepl  configure terminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.

Step4  ipx routing 0060.834f.66dd Enabl e Internetwork Packet Exchange (IPX)
routing, and configure the router with an 1PX
address.
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Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.1 255.255.255.0 Configure this interface with an 1P address
and a subnet mask.

Step3  ipx network ABC Enable IPX routing on this interface.

Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step5  exit Exit configuration mode for this interface.
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Configuring the Serial Interface for a Frame Relay Connection

Follow these steps to configure the serial interface for Frame Relay packet

encapsulation.
Command Task

Stepl interface SerialO Enter configuration mode for the serial
interface.

Step2  encapsulation frame-relay Set the encapsulation method on thisinterface
to Frame Relay.

Step3  no shutdown Enabl e the configuration changes on this
interface.

Verifying Your Configuration

You can verify your configuration to this point by confirming that a permanent
virtual circuit (PVC) is active on the Frame Relay line, as follows:

Stepl  Wait 60 seconds after entering the encapsulation frame-relay command.

Step2  From privileged EXEC command mode, enter the show frame-relay pvc
command. You should see output similar to the following:

Rout er# show frame-rel ay pvc
PVC Statistics for interface Serial0 (Frame Rel ay DTE)

DLCI = 17, DLCI USAGE = LOCAL, PVC STATUS = ACTI VE, | NTERFACE =

Serial 0.1
input pkts 45 out put pkts 52 in bytes 7764
out bytes 9958 dr opped pkts O in FECN pkts O
in BECN pkts 0 out FECN pkts O out BECN pkts 0
in DE pkts 0 out DE pkts O

pvc create time 00:30:59, last tine pvc status changed 00:19:21

Step3  Confirm that the “PVC STATUS=ACTIVE" message appears in the command
output, as shown in the example.

Step4  Record the number shown in the “DLCI=" message. (In this example, the number
is“17.”) You use this number to finish configuring the Frame Relay interface.
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Step 5

Step 6

If thereis no output after you enter the command, use the show interface serialO
command to determine whether the serial interface is active. An example of this
command isin the next section, “Configuring the Point-to-Point Frame Relay
Connection.” The first line of the command output should be as follows:

Serial0 is up, line protocol is up
If the first line of the command output is “ SerialO is up, line protocol is down,”
you should confirm that the Local Management Interface (LMI) type for the

Frame Relay switchiscorrect by checking for the “L MI type is CISCO” message
in the same command output.

To continue configuration, reenter global configuration mode.

Configuring the Point-to-Point Frame Relay Connection

Step 1

Step 2

Step 3
Step 4

Follow these steps to configure the Frame Relay interface, which connects your
router to the central-site router over the wide-area network.

Command

Task

interface Serial0.1 point-to-point Enter configuration mode for the serial

subinterface, and specify thisinterfaceasa
point-to-point connection.

ip address 192.168.39.40 255.255.255.0 |Configure thisinterface with an | P address

and a subnet mask.

ipx network 987 Enable IPX routing on this interface.

frame-relay interface-dici 17 Assign a data link connection identifier

(DLCI) to the Frame Relay subinterface. If
you are unsure of the DLCI, use the

number that you recorded in Step 4 of the
“Verifying Your Configuration” section on

page 7-5.
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Command Task

Step5 snapshot client 5 60 Enable snapshot routing. Because your
router isdialing into acentral-siterouter, it
is considered the client router.

The first number is the amount of “active
time” (in minutes) during which routing
updates are exchanged between your router
and the central-site router.

The second number isthe amount of “quiet
time” (in minutes) during which routing
entries are frozen and remain unchanged.

Step6 no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step7  exit Exit configuration mode for this interface.

Verifying Your Configuration

You can verify your configuration to this point by
» Confirming That the Line IsUp
« Confirming That the Frame Relay Maps are Active

« Confirming Connectivity to the Central-Site Router

Confirming That the Line Is Up

To verify that the lineis up, perform the following steps:

Step1  From the privileged EXEC command mode, enter the show interface serialO
command. You should see output similar to the following:

Rout er# show i nterface serial0

Serial0 is up, line protocol is up
Hardware is QU CC Seri al

_ MU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, | oad

1/ 255
Encapsul ati on FRAME- RELAY, | oopback not set, keepalive set (10 sec)
LM enq sent 163, LM stat recvd 136, LM upd recvd O, DTE LM up
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LM enq recvd 39, LM stat sent 0O, LM upd sent O
LM DLCI 1023 LM type is CISCO frane relay DTE
Broadcast queue 0/ 64, broadcasts sent/dropped 27/0, interface
broadcasts 28
Last input 00:00: 01, output 00:00: 05, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (sizel/max/drops); Total output drops: O
Queueing strategy: weighted fair
Qut put queue: 0/64/0 (sizel/threshol d/ drops)
Conversations 0/1 (active/max active)
Reserved Conversations 0/0 (allocated/ max all ocated)
5 minute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
1813 packets input, 109641 bytes, 0 no buffer
Recei ved 1576 broadcasts, O runts, 0 giants
13 input errors, 0 CRC, 13 frame, O overrun, O ignored, O abort
1848 packets output, 117260 bytes, 0 underruns
0 output errors, 0 collisions, 32 interface resets
0 output buffer failures, 0 output buffers swapped out
29 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Step2  Confirm that the following messages appear in the command output:
» “Serial0isup, line protocol is up”—The Frame Relay connection is active.

- “LMI enq sent 163, LMI stat recvd 136" —The connection is sending and
receiving data. The number shown in your output will probably be different.

« “LMI typeis CISCO"—The LMI type is configured correctly for the router.
Step3  If all the message do not appear in the command output, take the following steps:

a. Confirmwith the Frame Relay service provider that the LM setting is correct
for your line.

b. Confirm that keepalives are set and that the router is receiving LMI updates.

Step4  To continue configuration, reenter global configuration mode.
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Confirming That the Frame Relay Maps are Active

Step 1

Step 2

Step 3

Step 4

You can verify that the frame relay maps are active by performing the following
steps:

From the privileged EXEC command mode, enter the show frame-relay map
command. You should see output similar to the following:

Rout er# show franme-rel ay nap
Serial 0.1 (up): point-to-point dlci, dlci 17(0x11, 0x410), broadcast,
status defined, active

Confirm that the “ status defined, active” message appears for each serial
subinterface, as shown in the example.

If the message does not appear, proceed as follows:

a. Confirm that the central-site router is connected and configured.

b. Check with the Frame Relay carrier to verify that the line is operating
correctly.

To continue configuration, reenter global configuration mode.

Confirming Connectivity to the Central-Site Router

Step 1

You can verify connectivity to the central site router by performing the following
steps:

From the privileged EXEC command mode, enter the ping command, followed by
the | P address of the central-site router. You should see output similar to the
following:

Rout er# ping 192. 168. 38. 40

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echoes to 192.168.38.40, tineout is 2
seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/ 32
s

Rout er #

[ 78-5407-03
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Configuring Routing Parameters

Step 1
Step 2

Step 3

Step 4

Step2  Note the percentage in the “ Success rate” line, as shown in the example. If the
success rate is 60 percent or greater, this verification step is successful.

Step3  To continue configuration, reenter global configuration mode.

Follow these steps to configure the Frame Relay interface for Enhanced Interior
Gateway Routing Protocol (EIGRP) routing.

Command

Task

router eigrp 202

Configure the IP EIGRP routing process.

network 172.16.0.0

To specify alist of networks for the EIGRP
routing process, enter the |P address of the
directly connected network.

ip classless Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

exit Exit router configuration mode.

Configuring Command-Line Access to the Router

Step 1
Step 2

Step 3

Step 4

[l Cisco 1700 Series Router Software Configuration Guide

Follow these steps to configure parameters that control access to the router.

Command

Task

line console 0

Specify the console terminal line.

exec-timeout 5

Set the interval in minutes that the EXEC
command interpreter waits until user input is
detected.

linevty 04

Specify avirtual terminal for remote console
access.

password <lineaccess>

Specify a password on the line.

78-5407-03 |



| Chapter7 Configuring Frame Relay

Frame Relay with an Internal DSU/CSU W

Command Task
Step5 login Enabl e password checking at terminal session
login.
Step6 end Exit configuration mode.

Frame Relay with an Internal DSU/CSU

This section tells how to configure the Cisco router with an internal data service
unit/channel service unit (DSU/CSU) for Frame Relay. In addition to the
assumptions described in the “Before You Begin” section of this chapter, this
configuration assumesthat theinternal DSU/CSU isaswitched 56-kbpsinterface.

These are the major tasks in configuring your router:
» Configuring Global Parameters
« Configuring Security
» Configuring the Fast Ethernet Interface
» Configuring the Frame Relay Interface
» Configuring the Frame Relay Subinterface
» Configuring Routing Parameters
» Configuring Command-Line Access to the Router

Figure 7-2 shows the configuration example used in this section.

Figure 7-2  Configuration Example—Frame Relay Internal DSU/CSU
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Configuring Global Parameters

Follow these steps to configure the router for global parameters.

Command Task

Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.

Step4  ipx routing 0060.834f.66dd Enable IPX routing, and configure the router
with an IPX address.
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Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.1 255.255.255.224 Configure this interface with an 1P address
and a subnet mask.

Step3  ipx network ABC Enable IPX routing on this interface.

Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step5  exit Exit configuration mode for this interface.
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Configuring the Frame Relay Interface

Follow these steps to configure the serial interface, which connects your router to
the central-site router over the wide-area network.

Command Task
Stepl interface SerialO Enter configuration mode for the serial
interface.
Step2  noip address Disable IP routing on this interface.
Step3  encapsulation frame-relay Set the encapsulation method on thisinterface

to Frame Relay.

Step4  service-module 56k clock sourceline Configure the clock source for the 56-kbps
DSU/CSU module.

In most applications, the DSU/CSU should be
configured with the clock sourceline
command. For back-to-back DSU/CSU
configurations, configure one DSU/CSU with
the clock source internal command, and
configure the other with the clock sourceline
command.

Step5  service-module 56k network type dds Configurethisinterfaceto transmit packetsin
switched dial-up mode or digital data service
mode using the 56-kbps DSU/CSU module.

If the clock rate has not been set correctly
with the service-module 56k clock source
line command, this command will not be
accepted by the router.

Verifying Your Configuration

You can verify your configuration to this point by
» Confirming That the Line IsUp

» Confirming That the Interface Is Receiving a Line Signal
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Confirming That the Line Is Up

You can verify that the line is up by performing the following steps:

Stepl  From the privileged EXEC command mode, enter the show interface serial 0
command. You should see command output similar to the following:

Rout er# show interface serial 0
Serial0 is up, line protocol is up
Hardware is QU CC Seri al
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, | oad
1/ 255
Encapsul ati on FRAME- RELAY, | oopback not set, keepalive set (10 sec)
LM enq sent 163, LM stat recvd 136, LM upd recvd 0, DTE LM up
LM enq recvd 39, LM stat sent 0O, LM upd sent O
LM DLCI 1023 LM type is CISCO frane relay DTE
Broadcast queue 0/ 64, broadcasts sent/dropped 27/0, interface
broadcasts 28
Last input 00:00: 01, output 00:00: 05, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (sizel/max/drops); Total output drops: O
Queueing strategy: weighted fair
Qut put queue: 0/64/0 (sizel/threshol d/ drops)
Conversations 0/1 (active/max active)
Reserved Conversations 0/0 (allocated/ max all ocated)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1813 packets input, 109641 bytes, 0 no buffer
Recei ved 1576 broadcasts, O runts, 0O giants
13 input errors, 0 CRC, 13 frame, O overrun, O ignored, O abort
1848 packets output, 117260 bytes, O underruns
0 output errors, 0 collisions, 32 interface resets
0 output buffer failures, 0 output buffers swapped out
29 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Step2  Confirm that the “SerialO is up, line protocol is up” message appearsin the
command output.

Step3  To continue configuration, reenter global configuration mode.
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Confirming That the Interface Is Receiving a Line Signal

You can verify that the interface is receiving a line signal by performing the

following steps:

Stepl  From the privileged EXEC command mode, enter the show service module
serial0 command. You should see command output similar to the following:
Rout er# show servi ce-nmpdul e serial0
Modul e type is 4-wire Swi tched 56K in DDS node,
Current line rate is 56 Kbits/sec and role is Tel co side,
Last clearing of alarmcounters 21:23:25
oos/ oof : 0,
| oss of signal : 0,
|l oss of sealing current: 0,
CSU/ DSU | oopback : 0,
| oopback fromrenote 0,
DTE | oopback 0,
l'ine | oopback 0,
Step2  Confirmthat the “loss of signal” message shows zero, which means that there are
no problems with the interface receiving aline signal.
Step3  To continue configuration, reenter global configuration mode.

Configuring the Frame Relay Subinterface

Step 1

Step 2

Step 3
Step 4
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Follow these steps to configure the Frame Relay subinterface network addresses.

Command

Task

inter face Serial0.1 point-to-point

Enter configuration mode for the serial
subinterface, and specify thisinterface as a
point-to-point connection.

ip address 172.16.26.1 255.255.255.0

Configure thisinterface with an IP address
and a subnet mask.

ipx network 987

Enable IPX routing on this interface.

frame-relay interface-dlci 17

Assign a DLCI to the Frame Relay
subinterface.
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Command Task

Step5 ip address 192.168.38.41 255.255.255.0 Configure this interface with an 1P address
and a subnet mask.

Step6  ipx network 456 Enable IPX routing on this interface.

Step7  snapshot client 560 Enabl e snapshot routing. Because your router
isdialing into a central-site router, it is
considered the client router.

The first number is the amount of “active
time” (in minutes) during which routing
updates are exchanged between your router
and the central-site router.

The second number is the amount of “quiet
time” (in minutes) during which routing
entries are frozen and remain unchanged.

Step8 frame-relay interface-dici 17 Assign a DLCI to the Frame Relay
subinterface.

Step9  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step10  exit Exit configuration mode for the serial
interface.

Configuring Routing Parameters

Follow these steps to configure the Frame Relay interface for EIGRP routing.

Command Task
Stepl  router eigrp 202 Configure the P EIGRP routing process.
Step2  network 172.16.0.0 To specify alist of networks for the EIGRP

routing process, enter the |P address of the
directly connected network.
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Command

Task

Step3  ip classless

Configure the router to forward packets
addressed to a subnet of a network with no
network default route.

Step4  exit

Exit router configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command

Task

Stepl lineconsole 0

Specify the console terminal line.

Step2  exec-timeout 5

Set the interval (in minutes) that the EXEC
command interpreter waits until user input is
detected.

Step3  linevty 04

Specify avirtual terminal for remote console
access.

Step4  password <lineaccess>

Specify a password on the line.

Step5 login Enabl e password checking at terminal session
login.
Step6 end Exit configuration mode.

ISDN as the Backup WAN Connection

This section tells how to configure ISDN to operate as a secondary, or backup,
WAN connection. With ISDN as a backup WAN connection, the router can
continue to operate if the main WAN connection is down. This configuration is
typically used on an ISDN WAN interface card that is installed in a Cisco router.
The router onboard WAN port is the primary, or main, WAN connection, and the
card WAN port is the secondary connection.

[l Cisco 1700 Series Router Software Configuration Guide
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In addition to the assumptions listed in the “Before You Begin” section of this
chapter, the configuration is based on the following assumptions:

- Frame Relay is used as the primary WAN connection to the central site.

« ThelSDN lineis used as the secondary WAN connection to the central site.
These are the major tasks in configuring your router:

« Configuring Global Parameters

« Configuring Security

« Configuring the Fast Ethernet Interface

« Configuring the Frame Relay Interface

« Configuring the ISDN Interface

« Configuring Protocols and Dialing Behavior

« Configuring Command-Line Access to the Router

Figure 7-3 shows the configuration example used in this section.

Figure 7-3  Configuration Example—ISDN as Backup Connection

Remote site Central site
Username: HQ
Ethernet interface Phone: 5552053
IP address: 172.16.25.42 IPX network: 9876 PPP password: guessme
A p ’ g
A — —»:4—
Frame Relay
Network addresses:
IP:172.16.25.0

IPX: ABC

ISDN interface
IP address:
192.168.41.41

ISDN interface:
IP unnumbered

S6685

—
IPX network: 1234
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Configuring Global Parameters

Follow these steps to configure the router for some global parameters.

Command Task

Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.

Step4  ipx routing 0060.834f.66dd Configure the router with its |PX address.

Cisco 1700 Series Router Software Configuration Guide
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Command Task

Step5  isdn switch-type basic-ni Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Configuring Security

Follow these steps to configure the router with security measures.
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Command

Task

Stepl  hostname Router

Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step2  enable password <user>

Specify a password to prevent unauthorized
access to the router.

Step3  username HQ password <guessme>

Specify the password used during caller
identification and Challenge Handshake
Authentication Protocol (CHAP) and
Password Authentication Protocol (PAP)
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your

router to the local network.

Command

Task

Stepl interface fastethernetO

Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.1 255.255.255.0

Configure thisinterface with an IP address
and a subnet mask.

Step3  ipx network ABC

Configure the Fast Ethernet interface IPX
network number.

[l Cisco 1700 Series Router Software Configuration Guide
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Command Task
Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.
Step5  exit Exit configuration mode for the this interface.

Configuring the Frame Relay Interface

Follow these steps to configure the Frame Relay interface, which connects your
router to the central-site router over the wide-area network.

Command Task
Stepl interface SerialO Enter configuration mode for the serial
interface.
Step2  encapsulation frame-relay Set the encapsulation method on thisinterface

to Frame Relay.

Step3  interface Serial0.1 point-to-point Enter configuration mode for the serial
subinterface and specify this interface as a
point-to-point connection.

Step4  backup interface BRIO Configurethe BRI interfaceto act asabackup
line for this interface.
Step5  backup delay 10 10 Define when the ISDN lineis used as a

backup for this interface:

- Thefirst number isthe amount of time(in
seconds) that the Frame Relay lineis
down before the ISDN line comes up as
the backup line.

» The second number is amount of time (in
seconds) after the Frame Relay line
comes back up until the ISDN line goes

down.
Step6  ip address 172.16.26.1 255.255.255.0 Configure thisinterface with an 1P address.
Step7  ipx network 9876 Enable IPX routing on this interface.
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Step 8

Step 9

Step 10

Configuring the ISDN Interface

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

[l Cisco 1700 Series Router Software Configuration Guide

Command

Task

frame-relay interface-dlci 17

Assign a (DLCI) to the Frame Relay
subinterface.

no shutdown

Enable the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Follow these steps to configure the ISDN line to act as abackup connection in the
event of failure of the Frame Relay connection.

Command

Task

interface BRIO

Enter configuration mode for the ISDN
interface.

isdn spidl 555987601

Enter the service profile identifier (SPID)
number assigned by the ISDN service
provider to the B1 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

isdn spid2 555987602

Define the SPID number assigned by the
ISDN service provider to the B2 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

ip unnumbered fastethernetO

Enable IP routing on this interface without
assigning an |P address.

ipx network 1234

Define the IPX network number for this
interface.

encapsulation ppp

Set the encapsulation method on thisinterface
to PPP.
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Command

Task

Step7  dialer string 5552053 Specify the telephone number that this

interface dials to connect to the central-site
router.

This command is used when the interfaceis
connecting to only a single remote site.

Step8  dialer-group 1 Assign this interface to a dialer group.

Step9  ppp authentication chap pap

Enable CHAP and PAP authentication on this
interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

Step10 ppp multilink Enable multilink PPP on this interface.

Step1l no shutdown Enable the interface and the configuration

changes that you have just made on the
interface.

Step12 exit

Exit configuration mode for this interface.

Verifying Your Configuration

Step 1

You can verify your configuration by confirming connectivity to the central-site
router, as follows:

From the privileged EXEC command mode, enter the ping command, followed by
the IP address of the central-site route to have the router dial the remote router.
You should see command output similar to the following:

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CVMP Echos to 192.168.37.40, tineout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 43/ 48 ns
Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

[ 78-5407-03
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*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Step2  Wait for the “ISDN-6-CONNECT” message.

Step3  Enter the ping command, followed by the | P address of the central-site router, a
second time:

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.
Sending 5, 100-byte | CWP Echos to 192.168.37.40, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 40/ 43/ 48
s

Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Step4  If the success rate is 100 percent, this verification step is successful.
Step5  If the success rate is less than 60 percent, take the following steps:

a. Usethe show frame-relay pvc command to confirm that the DLCI for the
Frame Relay interfaceis active.

b. Usethe show interface serial0 command to confirm that the “ Serial0 is up,
line protocol isup” message is displayed in the command output.

Step6  To continue configuration, reenter global configuration mode.

Configuring Protocols and Dialing Behavior

Follow these steps to configure how and when the ISDN line connects to the
central-site router.
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Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

ISDN as the Backup WAN Connection

Command

Task

router eigrp 202

Configure the IP (EIGRP) routing process.

network 172.16.0.0

To specify alist of networks for the EIGRP
routing process, enter the |P address of the
directly connected network.

ip classless

Specify that the router does not forward
packets that are destined for a subnet of a
network that has no network default route.

dialer-list 1 protocol ip permit

Specify an access list both by list number and
by protocol (IP) to define the packets of
interest that can trigger a called to the
destination.

dialer-list 1 protocol ipx permit

Specify an access list both by list number and
by protocol (IPX) to define the packets of
interest that can trigger a called to the
destination.

exit

Exit router configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5  login Enable password checking at terminal session
login.

Step6 end Exit configuration mode.

Cisco 1700 Series Router Software Configuration Guide
I 78-5407-03 .m



Chapter 7 Configuring Frame Relay |

I ISDN as the Backup WAN Connection

Verifying Your Configuration

Step 1

Step 2

Step 3

To verify your router configuration to this point, confirm that the ISDN connects
dynamically to the remote site when the Frame Relay connection isdisconnected.
Follow these steps:

Remove the cable that connects the router to the Frame Relay services, or
otherwise force the DLCI(s) to become inactive. This action brings the line
protocol down.

When the router generates routing updates, the ISDN line should begin dialing. If
the ISDN line does not dial, use the ping command as described in the
“Configuring the ISDN Interface” section.

Reconnect the cable that connects the router to the Frame Relay services, or force
the DLCI(s) to become active. The ISDN line should disconnect dynamically.

Troubleshooting Problems with ISDN as Frame Relay Backup

Line

Step 1

Step 2

Step 3

If you are having problems, follow some or al of these steps:

Confirm that you used the broadcast keyword in the dialer map command. This
keyword causes dialing to occur with a flash routing update. If you do not use the
broadcast keyword, routing updates do not trigger dialing on the ISDN line.

If you want to use the ISDN line even when the Frame Relay line is connected,
use dialer profiles. Otherwise, the ISDN line operates in backup mode only.

If you are having problems, you can use some or all of the following debug
commands:

- debugdialer events

» debugisdn events

- debugisdn q931

- debugisdn g921

» debug ppp negotiation
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- debug ppp authentication
» debug ppp multilink events

A

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

ISDN as a Backup Connection with Dialer Profiles

This section describes how to configure ISDN to operate as a secondary, or
backup, WAN connection by using dialer profiles to connect to multiple
central-site routers.

In addition to the assumptions listed in the “Before You Begin” section at the
beginning of this chapter, this configuration is based on the following additional
assumptions:

» The Frame Relay service provides end-to-end status of the Frame Relay
connection.

Thismeansthat if the router primary serial WAN connection (in thisexample,
Frame Relay) goes down, the Frame Relay switch sends LM| updates to the
central-site router, indicating that the line has gone down.

« Your router connects to two different central-site routers.
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These are the major tasks in configuring your router:

Configuring Global Parameters

Configuring Security

Configuring the Fast Ethernet Interface

Configuring the Serial Interface

Configuring the Primary Connection to the First Central-Site Router
Configuring the Primary Connection to the Second Central-Site Router
Configuring the ISDN Interface

Configuring the Backup Connection to the First Central -Site Router
Configuring the Backup Connection to the Second Central -Site Router
Configuring Routing Protocols

Configuring Command-Line Access to the Router

Configuring Global Parameters

Follow these steps to configure the router for global parameters.

Command

Task

Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time

of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time

of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.
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Command Task

Step4  isdn switch-type basic-ni Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches
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Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Step3  username HQL password <guessmel> Specify the password used during caller
identification and CHAP and PAP
authentication.

This password applies only to one of the
central-site routers. For security reasons, a
different password should be used for each
remote location that the router dials on the
backup ISDN line.

For PPP authentication, the username entered
with this command must match the host name
of the central-site router.

Step4  username HQ2 password <guessme2> Specify the password used during caller
identification and CHAP and PAP
authentication.

This password applies only to one of the
central-site routers. For security reasons, a
different password should be used for each
remote location that the router dials on the
backup ISDN line.

For PPP authentication, the username entered
with this command must match the host name
of the central-site router.
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Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for this interface.

Step2  ip address 172.16.20.1 255.255.255.0 Configure thisinterface with an Ethernet
address.

Step3  noip route-cache Disable fast switching and autonomous
switching on this interface.

Step4  ip mroute-cache Enable IP multicast fast switching on this
interface.

Step5  no shutdown Enabl e the configuration changes for this
interface.

Step6  exit Exit configuration mode for this interface.

Configuring the Serial Interface

Follow these steps to configure the serial interface, which connects your router to
the central-site router over the wide-area network.

Command Task

Stepl interface serial0 Enter configuration mode for this interface.

Step2 noip address Disable IP processing for this interface.

Step3  encapsulation frame-relay Configure thisinterface for Frame Relay
encapsulation.

Step4  no shutdown Enabl e the configuration changes for this
interface.

Step5  exit Exit configuration mode for this interface.
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Configuring the Primary Connection to the First Central-Site
Router

Follow these steps to configure a Frame Relay connection to a central-site router.

Command Task
Stepl interface serial0.1 point-to-point Create asubinterface, and enter configuration
mode for the interface.
Step2  backup delay 10 10 Define when the ISDN lineis used as a

backup for this interface:

« Thefirst number isthe amount of time(in
seconds) that the Frame Relay lineis
down before the ISDN line comes up as
the backup line.

» The second number is amount of time (in
seconds) after the Frame Relay line
comes back up until the ISDN line goes

down.

Step3  backup interface Dialer1 Configure the BRI interface to act asa dia
backup line for this subinterface.

Step4  ip address 172.16.30.40 255.255.255.0 Configure this subinterface with an IP
address.

Step5  ipx network AABB Configure this subinterface with an IPX
network address.

Step6  frame-relay interface-dici 17 Assign a DLCI to this subinterface.

Step7  no shutdown Enabl e the configuration changes for this

subinterface.

Step8  exit Exit configuration mode for this subinterface.
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Configuring the Primary Connection to the Second Central-Site

Router
Follow these steps to configure a Frame Relay connection to a second central-site
router.
Command Task
Stepl interface serial0.2 point-to-point Create asubinterface, and enter configuration

mode for the interface.

Step2  backup delay 10 10 Define when the ISDN lineis used as a
backup for this interface:

» Thefirst number isthe amount of time(in
seconds) that the Frame Relay lineis
down before the ISDN line comes up as
the backup line.

» The second number is amount of time (in
seconds) after the Frame Relay line
comes back up until the ISDN line goes
down.

Step3  backup interface Dialer2 Configure the BRI interface to act asa dia
backup line for this subinterface.

Step4  ip address 172.16.40.40 255.255.255.0 Configure this subinterface with an IP
address.

Step5  ipx network BBCC Configure this subinterface with an 1PX
network address.

Step6 frame-relay interface-dici 18 Assign a DLCI to this subinterface.

Step7  no shutdown Enabl e the configuration changes for this
subinterface.

Step8  exit Exit configuration mode for this subinterface.
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Configuring the ISDN Interface

Follow these steps to configure the ISDN line to act as a backup connection in the
event of failure of the Frame Relay connection.

Command Task

Stepl interface BRIO Enter configuration mode for this interface.

Step2  encapsulation ppp Configure this interface for PPP packet
encapsulation.

Step3  dialer pool-member 1 Assign thisinterface to adialer pool.

Step4  no shutdown Enabl e the configuration changes on this
interface.

Step5  exit Exit configuration mode for this interface.

Configuring the Backup Connection to the First Central-Site
Router

Follow these steps to configure the ISDN backup connection to one central-site
router.

Command Task

Stepl interface Dialerl Create an ISDN dialer interface, and enter
configuration mode for the interface.

The number that you assign in this command
must match the number you assigned with the
backup interface command when you
configured the primary connection to thefirst
central-site router.

Step2  ip unnumbered fastethernetO Enable I P routing without assigning an IP
address.

Step3  encapsulation ppp Configure this interface for PPP packet
encapsulation.
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Step 11
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Command

Task

ipx network DCBA

Configure thisinterface with an IPX network
number.

dialer remote-name HQ1

Configure the name of the central-site router
that this interface dials.

The name that you enter with this command
should be the same name that you entered
with the username password command in
the “ Configuring Security” section on

page 7-32.

dialer string 5551234

Configure the number that the interface dials
to connect to the central-site router.

dialer max-call 1

Specify that the router can have only one call
connected to thefirst central-siterouter at any
onetime.

dialer pool 1

Assign thisinterface to a diaer pool.

dialer-group 1

Assign thisinterface to adialer group.

ppp authentication chap pap

Enable CHAP and PAP authentication on this
interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

no shutdown

Enabl e the configuration changes for this
interface.

exit

Exit configuration mode for this subinterface.

Configuring the Backup Connection to the Second Central-Site
Router

Follow these steps to configure the ISDN backup connection to a second

central-site router.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
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Command

Task

interface Dialer2

Create an ISDN dialer interface, and enter
configuration mode for the interface.

The number that you assign in this command
must match the number you assigned with the
backup interface command when you
configured the primary connection to the
second central-site router.

ip unnumbered fastethernetO

Enable I P routing without assigning an IP
address.

encapsulation ppp

Configure this interface for PPP packet
encapsulation.

ipx network ABCD

Configure thisinterface with an IPX network
number.

dialer remote-name HQ2

Configure the name of the central-site router
that this interface dials.

The name that you enter with this command
should be the same name that you entered
with the username password command in
the “ Configuring Security” section on

page 7-32.

dialer string 5551122

Configure the number that the interface dials
to connect to the central-site router.

dialer max-call 1

Specify that the router can have only one call
connected to thefirst central-siterouter at any
onetime.

dialer pool 1

Assign thisinterface to a diaer pool.

dialer-group 1

Assign thisinterface to adialer group.

ppp authentication chap pap

Enable CHAP and PAP authentication on this
interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.
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Command

Task

Step 11

no shutdown

Enable the configuration changes for this
interface.

Step 12

exit

Exit configuration mode for this subinterface.

Configuring Routing Protocols

Follow these steps to configure the router for EIGRP routing.

Command

Task

Step 1

router eigrp 1

Configure the router for IP EIGRP routing.

Step 2

network 172.16.0.0

Configure the IP network address for EIGRP
routing.

Step 3

exit

Exit router configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole 0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval (in minutes) that the EXEC
command interpreter waits until user input is
detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5 login Enabl e password checking at terminal session
login.

Step6 end Exit configuration mode.
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ISDN as a Backup Connection with
Floating Static Routes

When the router makes routing decisions, static routes normally take precedence
over learned routes. If you have configured static routes, the router usually sends
data over these routes before using routes that it has learned and stored in the
routing table.

However, when the ISDN line is used as a backup connection and is configured

with static routes, the primary WAN connection (the Frame Relay line) does not
come back up when the ISDN lineisused. Floating static routes enable the ISDN
line to use static routes to the central-site router until the main WAN connection,
the Frame Relay line, is active again.

This section describes how to configure ISDN to operate as a secondary, or
backup, WAN connection with floating static routes.

These are the major tasks in configuring your router:
« Configuring Global Parameters
« Configuring Security
- Configuring the Fast Ethernet Interface
« Configuring the Frame Relay Interface
« Configuring the Frame Relay Subinterface
« Configuring the ISDN Interface
- Configuring EIGRP Routing
« Configuring When the Router Dials Out
« Configuring Command-Line Access to the Router

Figure 7-4 shows the configuration example used in this section.
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Figure 7-4  Configuration Example—ISDN as Backup Connection with Floating Static Routes

Remote site Central site
Username: HQ
Ethernet interface Phone: 5552053
IP address: 172.16.25.42 Ipstni PPP password: guessme
L* —ie

Fi Rel
CER oo

Network addresses:

IP: 172.16.25.0
IPX: ABC

ISDN interface: ISDN interface

IP unnumbered IP address: 2

192.168.41.41 ]
—
IPX network: 1234

Assumptions

In addition to the assumptions listed in the “Before You Begin” section of this
chapter, the configuration in this section is based on the following assumptions:

- Frame Relay isbeing used as the primary WAN connection to the central site.
» You arerouting IP data.

- ThelSDN lineis the being used as the secondary WAN connection to the
central site.
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Configuring Global Parameters

Follow these steps to configure the router for some global parameters.

Command Task

Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec | Configuretherouter to show the dateand time
of all debug messages.

This command is optional, but it is
recommended if you use debug commands to
troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configuretherouter to show the date and time
of all log messages.

This command is optional, but it is
recommended if you use the verification steps
described in this guide. This featureis
enabled for all the command output examples
shown in this guide.
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Command Task

Step4  isdn switch-type basic-ni Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-5ess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic rate
switches

« basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3 switches
(phase 1)

e basic-nznet3—New Zealand NET3
switches

« basic-ts013—Australian TS013 switches
- ntt—Japanese NTT ISDN switches

» vn2—French VN2 ISDN switches

» vn3—French VN3 ISDN switches

Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  hostname Router Configure the router with a host name, which
is used in prompts and default configuration
filenames.

For PPP authenticati on, the host name entered
with this command must match the username
of the central-site router.
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Command Task
Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.
Step3  username HQ password <guessme> Specify the password used during caller

identification and CHAP and PAP
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your

router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 172.16.25.1 255.255.255.224 Configure thisinterface with an IP address
and a subnet mask.

Step3  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step4  exit Exit configuration mode for the this interface.

Configuring the Frame Relay Interface

[l Cisco 1700 Series Router Software Configuration Guide

Follow these steps to configure parameters for the Frame Relay interface, which
connects your router to the central-site router over the wide-area network.
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Command Task

Stepl interface SerialO Enter configuration mode for the serial
interface.

Step2  noip address Disable IP routing on this interface.

Step3  encapsulation frame-relay Set the encapsulation method on thisinterface
to Frame Relay.

Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step5  exit Exit configuration mode for this interface.

Configuring the Frame Relay Subinterface

Follow these steps to configure the Frame Relay subinterface network addresses.

Command Task

Stepl interface serial0.1 point-to-point Enter configuration mode for the serial
subinterface, and specify thisinterface as a
point-to-point connection.

Step2  ip address 192.168.39.41 255.255.255.0 Configure this subinterface with an IP
address.

Step3  ipx network 9876 Configure this subinterface with an 1PX
network number.

Step4  frame-relay interface-dici 17 Assign a DLCI to the Frame Relay
subinterface. If you are unsure of the DLCI,
use the number that you recorded in Step 4 of
the “Verifying Your Configuration” section
on page 7-28.

Step5  exit Exit configuration mode for this interface.
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Configuring the ISDN Interface

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

[l Cisco 1700 Series Router Software Configuration Guide

Follow these stepsto configure parameters for the ISDN interface, which connects
your router to the central-site router if for some reason the Frame Relay

connection fails.

Command

Task

interface BRIO

Enter configuration mode for the ISDN
interface.

isdn spidl 555987601

Enter the SPID number assigned by the ISDN
service provider to the B1 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

isdn spid2 555987602

Define the SPID number assigned by the
ISDN service provider to the B2 channel.

This step is required only when the service
provider has assigned a SPID to your ISDN
line. Not all ISDN lines have SPIDs.

ip unnumbered fastethernetO

Enable IP routing on this interface without
assigning an |P address.

encapsulation ppp

Set the encapsulation method on thisinterface
to PPP.

ipx network 1234

Configure thisinterface with an IPX network
number.

ipx delay 200

Configure this interface to exchange routing
information while the ISDN lineis up.
Routing updates do not bring up the ISDN
lineif it is down.

no ip route-cache

Disable fast switching and autonomous
switching on thisinterface.

ipx watchdog-spoof

Set the router to respond to local server
watchdog packets on behal f of aremote client
(called spoofing).
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Step 11

Step 12
Step 13

Step 14

Step 15
Step 16

Step 17

Configuring EIGRP Routing

ISDN as a Backup Connection with Floating Static Routes

Command

Task

dialer idle-timeout 300

Configure the ISDN line to go down after a
specified number of seconds with no network
traffic.

dialer string 5552053

Configure the telephone number that this
interface dials to reach the central site.

dialer-group 1

Assign thisinterface to adialer group.

no fair-queue

Disable weighted fair queuing for this
interface.

ppp authentication chap pap

Enable CHAP and PAP authentication on this
interface. CHAP authentication is attempted
first. If the central-site router does not support
CHAP, then PAP is used for authentication.

ppp multilink

Enable multilink PPP on this interface.

no shutdown

Enable the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Follow these steps to configure the router for EIGRP and | P routing parameters
that the router uses to connect to the central-site router.

Command Task

Stepl  router eigrp 202 Configure the IP EIGRP routing process.

Step2  network 172.16.0.0 Specify alist of networks for the EIGRP
routing process by entering the IP address of
the directly connected network.

Step3  network 192.168.0.0 To specify alist of networks for the EIGRP
routing process, enter the |P address of the
directly connected network.
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Step 4

Step 5

Command Task

ip classless Specify that the router does not forward
packets that are destined for a subnet of a
network that has no network default route.

exit Exit router configuration mode.

Configuring When the Router Dials Out

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
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Follow these stepsto configure access lists and static routes that determine when
the ISDN line dials the central-site router.

Command

Task

ip route0.0.0.0 0.0.0.0 192.168.41.41 150

Establish a static IP route to the remote
network.

ip route 192.168.41.41 255.255.0.0 BRI0

Establish astatic |Prouteonthe BRI interface
to the remote network.

access-list 101 deny ip any 224.0.0.0
31.255.255.255

Define a standard access list based on
network variables.

access-list 101 permit ip any any

Define a standard access list based on
network variables.

access-list 900 deny any any all any 457

Define a standard access list based on
network variables.

access-list 900 deny rip any rip any rip

Define a standard access list based on
network variables.

access-list 900 deny sap any sap any sap

Define a standard access list based on
network variables.

access-list 900 permit any any all any all

Define a standard access list based on
network variables.

ipx route CBA 1234.0000.0c75.c689
floating-static

Define a floating static IPX route to the
central-site network.

ipx route CCB 1234.0000.0c75.c689
floating-static

Define a floating static IPX route to the
central-site network.
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Command

Task

Step 11

ipx route 5E11 1234.0000.0c75.c689
floating-static

Define a floating static IPX route to the
central-site network.

Step 12

ipx sap 4 MRKT_SERV
5E11.0000.0000.0001 452 2

Define a static route to an IPX server on the
central -site network.

Step 13

ipx sap 4 ENG_SERV CCB.0000.0000.0001
452 2

Define a static route to an IPX server on the
central -site network.

Step 14

ipx sap 4 CORP_SERV CBA.0000.0000.0001
452 2

Define a static route to an IPX server on the
central -site network.

Step 15

dialer-list 1 protocol ipx list 900

Specify adialer list both by list number and
by protocol (IPX) to define the packets of
interest that can trigger acall to the
destination.

Step 16

dialer-list 1 protocol ip list 101

Specify adialer list both by list number and
by protocol (IP) to define the packets of
interest that can trigger acall to the
destination.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval (in minutes) that the EXEC
command interpreter waits until user input is
detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5  login Enable password checking at terminal session
login.

Step6 end Exit configuration mode.
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Verifying Your Configuration

Follow these steps to verify that the ISDN line is configured to back up the
Frame Relay line:

Step1l  Bringthe Frame Relay connection down. Thisclearstherouting table of all routes
learned from the Frame Relay interface.

Step2  Usethe ping command to test connectivity to any central-site router that is on the
192.168.0.0 network. This should causethe | SDN lineto connect dynamically and
dial the central-site router.

Step3  Bring the Frame Relay connection back up, and confirm that the ISDN link
disconnects.

Troubleshooting Floating Static Route Problems

If you are having problems or if the output that you received during the
verification stepsis very different from that shown in the command output
exampl es, you can troubl eshoot your router with the Cisco 10S debug commands.
The debug commands provide extensive command output that is not included in
this document.

A

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

Following are debug commands that are hel pful when troubleshooting ISDN with
IP and IPX routing. Follow these commands with the ping command to display
debug output:

- debugdialer events

» debugisdn events

- debugisdn q931

- debugisdn g921

- debug ppp negotiation
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- debug ppp authentication
» debug ppp multilink events
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CHAPTER 8

Configuring Asynchronous
Connections

This chapter describes how to configure the Cisco router to dial into acentral-site
router over a standard telephone line and provides verification steps and
troubleshooting tips.

This chapter contains the following sections:
- Before You Begin
» Asynchronous Dial-Up Connection
« Asynchronous Dial-In Pool

» Troubleshooting Asynchronous Problems

Before You Begin

The configurations in this chapter are based on the following assumptions:

» Your Cisco router hardware is correctly installed in accordance with the
Hardware Installation Guide for your Cisco router.

= Your Cisco router is using Point-to-Point Protocol (PPP).
Before you begin configuration, be aware of the following:
» You need to enter the commands in the order shown in the task tables.

» Thevalues shown in italic are examples. For the values shown, you should
instead enter values appropriate for your network.
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~

You should be familiar with Cisco |OS software and its conventions.

Note  To use the verification steps described in this chapter, you must be familiar

with Cisco I0S commands and command modes. When you use the

verification steps, you need to change to different command modes. If you are
not familiar with command modes, see the “ Understanding Command Modes’
section in the “Introduction to Router Configuration” chapter.

Asynchronous Dial-Up Connection

In this configuration, a modem is attached to the router serial port. The modem
dialsinto the central-site router over a standard telephone line, which is an
asynchronous connection. The Cisco router is dialing into a central-site router.

These are the mgjor tasks in configuring your router for an asynchronous dial-up
connection:

Figure 8-1 shows the configuration example used in this section.

Configuring Global Parameters
Configuring Security

Configuring the Fast Ethernet Interface
Configuring the Asynchronous I nterface
Configuring When the Router Dials

Configuring Command-Line Access to the Router

[l Cisco 1700 Series Router Software Configuration Guide
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Figure 8-1 Configuration Example—Asynchronous Dial-Up Connection

Remote site Central site
Asynchronous interface
Asynchronous interface IP address: 192.168.39.40

IP address: 192.168.39.41 IPX address: 9876.0000.0c06.e006

3

Public telephone
I |
Modem Modem 3
—
IPX network: ABC IPX network: 9876 Username: HQ

Phone: 5552053
PPP password:

guessme
Configuring Global Parameters
Follow these steps to configure global parameters.
Command Task
Stepl  configureterminal Enter configuration mode.

Step2  servicetimestamps debug datetime msec |Configure the router to show the date and
time of all debug messages.

This command is optional, but it is
recommended if you use debug commands
to troubleshoot your configuration.

Step3  servicetimestampslog datetime msec Configure the router to show the date and
time of all log messages.

This command is optional, but it is
recommended if you use the verification
steps described in this guide. Thisfeatureis
enabled for all the command output
examples shown in this guide.
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Command Task
Step4  ipx routing 0060.834f.66dd Enable Internetwork Packet Exchange (1PX)
routing and configure the router with an I PX
address.
Step5  chat-script dialout “ atdt\t” timeout 60 Create a script that causes the modem
connect\c connected to the router to place acall to the
central site.

Configuring Security

Follow these steps to configure the router with security measures.

Command Task

Stepl enable password <user> Specify apassword to prevent unauthorized
access to the router.

Step2  hostname Router Configure the router with a host name,
which is used in prompts and default
configuration file names.

For PPP authentication, the host name
entered with this command must match the
username of the central-site router.

Step3  username HQ password <guessme> Specify the password used during caller
identification and Challenge Handshake
Authorization Protocol (CHAP) and
Password Authorization Protocol (PAP)
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site
router.
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Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your

router to the local network.

Command Task

Stepl interfacefastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2 ip address172.16.25.42 255.255.255.224 | Configure this interface with an IP address
and a subnet mask.

Step3  ipx network ABC Configure an IPX network address for this
interface.

Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step5  exit Exit configuration mode for the interface.

Configuring the Asynchronous Interface

Follow these steps to configure the asynchronous interface, which connects your
router to the central-site router over the wide-area network.

Command Task

Stepl interface Serial0 Enter configuration mode for the serial
interface.

Step2  physical-layer async Specify the mode of this slow-speed serial
interface as asynchronous.

Step3  async mode dedicated Configure the asynchronous line for data
traffic, rather than for EXEC command line
sessions.

Step4  ip address 192.168.39.41 255.255.255.0 Configure this interface with an IP address
and a subnet mask.

Step5  ipx network 9876 Enable IPX routing on this interface.
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Command Task
Step6 dialer in-band Specify that dial-on-demand routing (DDR)
is supported on this interface.
Step7  ipx route 1234 9876.0000.0c06.ecc6 Configure a static route to the central-site
device.
Step8  snapshot client 5 60 Enabl e snapshot routing. Because your

router is dialing into a central-site router, it
is considered the client router.

The first number is the amount of “active
time” (in minutes) during which routing
updates are exchanged between your router
and the central-site router.

The second number is the amount of “quiet
time” (in minutes) during which routing
entries are frozen and remain unchanged.

Step9  dialer-group 1 Assign the diaer interface to a dialer group.

Step 10 encapsulation ppp Set the encapsulation method on this
interface to PPP.

Step11 ppp authentication chap pap callin Enable CHAP or PAP authentication on this
interface. CHAP authentication is attempted
first.

Step12 no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step 13 exit Exit configuration mode for thisinterface.

Step14 linel Enter configuration mode for the serialO
interface.

Step15 speed 19200 Configurethe baud ratefor the asynchronous
line.

Step16 parity n Configure parity on the asynchronous line.

Step17 datab 8 Configure data bits on the asynchronous
line.
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Command Task
Step18 stopb 1 Configure stop bits on the asynchronous
line.
Step19 exit Exit line configuration mode.
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Verifying Your Configuration

You can verify your configuration to this point by
« Confirming Connectivity to the Central-Site Router
« Confirming the Serial Interface Status
« Confirming the Asynchronous Line Configuration

Confirming Connectivity to the Central-Site Router

Step 1

Step 2

Follow these steps to verify connectivity to the central-site router:

From the privileged EXEC command mode, enter the ping command, followed by
the I P address of the central-site router. Yous should see command output similar
to the following.

N,
Note  The modem might need time to synchronize with the central-site

modem. You might have to enter the ping command several times
before you get a response.

Rout er# ping 192. 168. 37. 40

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echoes to 192.168.37.40, tineout is 2
seconds:

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 40/ 43/ 48 ns
Rout er #

*Mar 1 03:37:46.526: % NK-3-UPDOWN: I nterface BRI0:1, changed state
to up

*Mar 1 03:37:46.923: 9% NEPROTO 5- UPDOWN:  Li ne protocol on Interface
BRI 0: 1, changed state to up

*Mar 1 03:37:46.939: %1 NK-3-UPDOMN: Interface Virtual - Accessl,
changed state to up

*Mar 1 03:37:47.923: 9%. NEPROTO 5- UPDOWN:  Li ne protocol on Interface
Virtual - Accessl, changed state to up

*Mar 1 03:35:57.217: 9% SDN-6- CONNECT: Interface BRIO:1 is now
connected to 5552053 HQ

Note the percentage in the “ Success rate” line. A success rate of 60 percent or
greater means that your router is successfully transferring data to the central-site
router.
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To continue configuration, reenter global configuration mode.

Confirming the Serial Interface Status

Step 1

Step 2
Step 3

Follow these steps to confirm the status of the serial interface:

From the privileged EXEC command mode, enter the show interface serialO
command. You should see command output similar to the following:

Rout er# show interface serial O
Serial0 is up, line protocol is up
Hardware is PQUI CC Serial in async node (TTY1)
Internet address is 12.0.0.2/8
MIU 1500 bytes, BW 19 Kbit, DLY 100000 usec, rely 255/255, | oad
1/ 255
Encapsul ati on PPP, | oopback not set, keepalive not set
DTR is pulsed for 5 seconds on reset
LCP Open
Li sten: CDPCP
Qpen: | PCP
Last input 00:00:01, output 00:00:01, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/10/0 (sizel/ max/drops); Total output drops: O
Queueing strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/256 (active/max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
20 packets input, 1605 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, 0 giants, O throttles
4 input errors, 0 CRC, 4 frame, 0 overrun, O ignored, O abort
23 packets output, 2403 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions

Confirm that the “LCP Open” line appears in the command output.
To continue configuration, reenter global configuration mode.
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Confirming the Asynchronous Line Configuration

Step 1

Step 2

Follow these steps to confirm the configuration of the asynchronous line:

From the privileged EXEC mode, enter the show line command. You should see
command output similar to the following:

Rout er# show line 1

Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se
Overruns

A 1 TTY 19200/19200 - - - - - 2 4
0/0

Line 1, Location: "", Type: ""

Length: 24 lines, Wdth: 80 col ums

Baud rate (TX/RX) is 19200/19200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, Async Interface Active, HW PPP Support Active

Capabilities: Line is permanent async interface

Mbdem st at e: Ready

Line is running PPP for address 192.168.39. 40

0 out put packets queued, 0 input packets.

Async Escape nap is 00000000000000000101000000000000

Modem hardware state: CTS DSR DTR RTS

Speci al Chars: Escape Hold Stop Start Disconnect Activation
ANX none - - none

Confirm that the “Line 1" message appears in the command output.

The asynchronous i ne settings should be the same as those that you configured in
the “ Configuring the Asynchronous Interface” section on page 8-5.

The IP addressin the “Lineis running” message should be the | P address of the
WAN interface of the central-site router.

Configuring When the Router Dials

Follow these steps to configure how and when the router dials the central-site
router.
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Asynchronous Dial-Up Connection Il

Command Task
Stepl interface Serial0 Enter configuration mode for the serial
interface.
Step2  dialer map snapshot 1 name HQ Define a dialer map for snapshot routing.
Step3  dialer map ip 192.168.39.40 name HQ Configure adialer map to send I P data over
modem-script dialout 5552053 the modem line to the central-site router.
Step4  dialer map ipx 9876.0000.0c06.ecc6 Configureadialer map to send |PX dataover
modem-script dialout 5552053 the modem line to the central-site router.
Step5 ipx sap 4 HQ server AA Configure aroute to IPX services, such as
1234.0000.0000.0001 2 servers and printers, on the central-site
network.
Step6  exit Exit configuration mode for this interface.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole O Specify the console terminal line.

Step2 exec-timeout 5 Set theinterval (in minutes) that the EXEC
command interpreter waits until user input
is detected.

Step3 linevty 04 Specify avirtual terminal for remote
console access.

Step4  password <lineaccess> Specify a password on the line.

Step5 login Enable password checking at terminal
session login.

Step6 end Exit configuration mode.
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W Asynchronous Dial-In Pool

Asynchronous Dial-In Pool

This section describes how to configure a Cisco router with multiple
asynchronous interfaces for dial-in connections. In this example, the Cisco router
functions as the central-site router that accepts connections from remote users.

These are the mgjor task in configuring an asynchronous dial-in pool:
» Configuring Global Parameters
- Configuring Security
» Configuring the Fast Ethernet Interface
» Configuring the Asynchronous I nterfaces
» Configuring Command-Line Access to the Router

Figure 8-2 shows the configuration example used in this section.

Figure 8-2  Configuration Example—Asynchronous Dial-In Pool

Remote
users
A
Bl username:
. y— jason
Central site E’ :
IP network
A
171.68.39.0 [:]l username:
i laura
A
Asynchronous
\ lines f |
. . username:
Cisco 1700 ,E],’ [uSS
Dial-in pool A—
address range: —
192.168.39.239 to 192.168.39.254 Bl username:
= tto §
y /4 —
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This configuration example includes multiple interfaces of the same type being

Asynchronous Dial-In Pool

configured with the same commands. When you enter commands for one of the
multiple interfaces, you must enter interface configuration mode for the correct
interface. Table 8-1 shows how the interfaces are numbered in this configuration

example.

Table 8-1  Serial Interface Numbering
Interface Name and

Line Number

1 Serial0

2 Seriall

3 Serial2

4 Serial3

5 (AUX port) Async5

Configuring Global Parameters

Step 1
Step 2

Step 3

Follow these steps to configure global parameters.

Command

Task

configure terminal

Enter configuration mode.

service timestamps debug datetime msec

Configure the router to show the date and
time of all debug messages.

This command is optional, but it is
recommended if you use debug commandsto
troubleshoot your configuration.

service timestamps log datetime msec

Configure the router to show the date and
time of all log messages.

This command is optional, but it is
recommended if you use the verification
steps described in this guide. Thisfeatureis
enabled for all the command output
examples shown in this guide.
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Cisco 1700 Series Router Software Configuration Guide



Chapter 8  Configuring Asynchronous Connections |

W Asynchronous Dial-In Pool

Configuring Security

Follow these steps to configure the router with security measures.

Command Task
Stepl  service password-encryption Configure the router to encrypt passwords.
Step2  enable password <user> Specify a password to prevent unauthorized

access to the router.

Step3  hostname Router Configure the router with a host name,
which is used in prompts and default
configuration filenames.

For PPP authentication, the host name
entered with this command must match the
username of the central-site router.

Step4  username jason password <foot> Specify the password used during caller
username laura password <letmein> identification and CHAP and PAP
username russ passwor d <openup> authentication.

username tito passwor d <iamhere> For CHAP and PAP authentication, the host

name of every remote router that dials into
the router must be entered with this
command, along with the password used to
authenticate the router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects the
router to your local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 192.168.39.1 255.255.255.0 Configure thisinterface with an IP address
and a subnet mask.
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Asynchronous Dial-In Pool Il

Command Task
Step3  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.
Step4  exit Exit configuration mode for the interface.

Configuring the Asynchronous Interfaces

Follow these steps to configure how the four asynchronousinterfaces will receive
calls from remote routers. The procedure below tells how to configure one
interface (Serial0); however, you can use the same commands to configure any of
the serial interfaces, as well as the AUX interface (Async5).

Command Task
Stepl interfaceserialO Enter configuration mode for the
asynchronous serial interface.
Step2  ip unnumbered fastethernetO Configurethe asynchronousinterfacesto use
the IP address of the FastEthernet interface.
Step3  encapsulation ppp Configure the asynchronous interfaces for

PPP encapsulation.

Step4  async modeinteractive Configure the asynchronous interfaces for
interactive mode, which enables slip and
ppp EXEC commands.

Step5 peer default ip address pool dialin Configure the remote routers to use the IP
address configured with the ip local pool
command.

Step6  no cdp enable Disable Cisco Discovery Protocol (CDP) on

the asynchronous interfaces.

Step7  ppp authentication chap Configure the asynchronous interfaces to
authenticate the remote routers with CHAP.

Step8 no shutdown Enable this interface and the configuration
changes you have made.

Step9  exit Exit configuration mode for this interface.
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Command Task
Step10 ip local pool dialin 192.168.39.239 Configure alocal pool of IP addressees that
192.168.39.254 are used when a remote router connects to

the one of the asynchronous interfaces. The
command defines the range of IP address
that can be used, with the lowest IP address
followed by the highest |P address. If you do
not include the highest I P address, the pool
contains only the lowest | P address defined
in the command.

Step1l linel Enter configuration mode for the serial0
interface.

Step12 speed 19200 Configurethe baud ratefor the asynchronous
line.

Step13 parity n Configure parity on the asynchronous line.

Step 14 datab 8 Configure data bits on the asynchronous
line.

Step15 stopb 1 Configure stop bits on the asynchronous
line.

Step 16  exit Exit line configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task
Stepl line console 0 Specify the console terminal line.
Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.
Step3  linevty 04 Specify avirtual terminal for remote console
access
Step4  password <lineaccess> Specify a password on the line.
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Troubleshooting Asynchronous Problems Il

Command Task
Step5  login Enable password checking at terminal
session login.
Step6 end Exit configuration mode.

Troubleshooting Asynchronous Problems

If you are having problems or if the output that you received during the
verification stepsis very different from that shown in the command output
examples, you can troubleshoot your router, using the Cisco 10S debug
commands. The debug commands provide extensive command output that is not
included in this document.

A

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

The following debug commands are helpful in troubleshooting asynchronous
configurations. Follow these commands with the ping command to display debug
output:

» debug modem

» debug chat-script

« debugdialer

» debug ppp negotiation
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Configuring X.25

This chapter describes how to configure the Cisco router to connect to a
central-site router over an X.25lineor over an ISDN line and providesverification
steps and troubleshooting tips.

This chapter contains the following sections:
- Before You Begin
« X.25
« X.250ver ISDN B Channel
« X.250ver ISDN D Channel
» Troubleshooting X.25 Problems

Before You Begin

The configurations in this chapter are based on the following assumptions:

- Therouter is connected a central-site router.

= You arerouting IP and Internetwork Packet Exchange (IPX) network traffic.
Before you begin configuration, be aware of the following:

= You need to enter the commands in the order shown in the task tables.

» Thevalues shown in italic are examples. You should substitute the values
shown with values that are appropriate for your network.

« You should be familiar with Cisco |OS software and its conventions.
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Note  To use the verification steps described in this chapter, you must be familiar
with Cisco |0S commands and command modes. When you use the
verification steps, you need to change to different command modes. If you are
not familiar with command modes, see the “ Understanding Command Modes’
section in the “Introduction to Router Configuration” chapter.

X.25

This section describes how to your router for a point-to-point X.25 WAN

connection to the central-site router.

These are the major tasks in configuring your router:

» Configuring Global Parameters

« Configuring Security

» Configuring the Fast Ethernet Interface
« Configuring the X.25 Interface

» Configuring Command-Line Access to the Router

Figure 9-1 shows the configuration used in this example.

Figure 9-1 Configuration Example—X.25

Remote site Central site
X.25 interface addresses:
X.25: 5432 X.25: 2345
172.16.26.1 172.16.26.2

+

r- % -1

Ethernet network: 172.16.25.42

—
IPX network: 9876

14321
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Configuring Global Parameters

Step 1
Step 2

Step 3

Step 4

x25 W

Follow these steps to configure the router for global parameters.

Command

Task

configure ter minal

Enter configuration mode.

service timestamps debug datetime msec

Configure the router to show the date and
time of all debug messages.

This command is optional, but it is
recommended if you use debug commands
to troubleshoot your configuration.

service timestamps log datetime msec

Configure the router to show the date and
time of all log messages.

This command is optional, but it is
recommended if you use the verification
steps described in this guide. This featureis
enabled for all the command output
examples shown in this guide.

ipx routing 0060.834f.66dd

EnablePX routing, and configurethe router

with an IPX address.

Configuring Security

Follow these steps to configure the router with security measures.

[ 78-5407-03
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H x>

Command Task

Stepl  hostname Router Configure the router with ahost name, which
is used in prompts and default configuration
filenames.

For Point-to-Point Protocol (PPP)
authentication, the host name entered with
this command must match the username of
the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task
Stepl interfacefast ethernetO Enter configuration mode for the Ethernet
interface.

Step2 ip address 172.16.25.42 255.255.255.224  |Configure this interface with an |P address
and a subnet mask.

Step3  ipx network ABC Configurethisinterfacewith an IPX network
number.

Step4  no shutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step5  exit Exit configuration mode for this interface.

Configuring the X.25 Interface

Follow these steps to configure the X.25 interface, which connects your router to
the central-site router over the wide-area network.
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Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

x25 W

Command

Task

interface Serial0

Enter configuration mode for the serial
interface.

ip address 172.16.26.1 255.255.255.0

Configure this interface with an IP address.

encapsulation x25

Set the encapsulation type on this interface
to X.25.

ipx network 9876

Enable IPX routing on this interface.

x25 address 5432

Set the X.121 address of thisinterface.

x25 map ip 172.16.26.2 2345 broadcast

Set up the LAN protocols-to-remote-host
mapping for IP and X.25.

x25 map ipx 9876.0000.0c03.ecc6 2345
broadcast

Set up the LAN protocols-to-remote-host
mapping for IPX and X.25.

no shutdown

Enable the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Verifying Your Configuration

You can verify your configuration to this point by

« Confirming Connectivity to the Central-Site Router over IP

« Confirming Connectivity to the Central-Site Router over IPX

« Confirming That the Serial Interface Is Functioning Correctly

« Confirming That the X.25 Map Is Configured Correctly

» Confirming Switched Virtual Circuit and Permanent Virtual Circuit

Information

Confirming Connectivity to the Central-Site Router over IP

Follow these steps to confirm connectivity to the central-site router over IP:

Step 1

Confirm that the router is connected to the central-site router.

[ 78-5407-03
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H x>

Step 2

Step 3

Step 4

From the privileged EXEC command mode, enter the ping command, followed by
the I P address of the central-site router:

Rout er# ping 172.16. 26. 2

Type escape sequence to abort.
Sending 5, 100-byte | CVMP Echo to 192.168.39.41, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/20/ 20
ns

Confirm that the success rate shown in the output is 60 percent or greater. This
means that your router is successfully transferring data to the central-site router.

To continue configuration, reenter global configuration mode.

Confirming Connectivity to the Central-Site Router over IPX

Step 1
Step 2
Step 3

Follow these steps to confirm connectivity to the central-site router over IPX:

Confirm that the router is connected to the central-site router.
From the privileged EXEC command mode, enter the ping command.

Respond to the prompts shown in the following example, entering | PX as the
protocol, and entering the target |PX address.

A

Note  Substitute the IPX address of your central-site router for the IPX
address shown in the example.

Rout er # pi ng

Protocol [ip]: ipx

Target | PX address: 9876.0000. 0c03. ecc6

Repeat count [5]: <Return>

Dat agram si ze [100]: <<Return>>

Timeout in seconds [2]: <<Return>>

Verbose [n]: <<Return>>

Novel | Standard Echo [n]: <<Return>>

Type escape sequence to abort.

Sending 5, 100-byte |PX cisco Echoes to 9876.0000. 0c03. ecc6, tineout
is 2 seconds: !!!!!

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 21/ 24
ns
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Step 4

Step 5

x25 W

Confirm that the success rate shown in the output is 60 percent or greater. This
means that your router is successfully transferring data to the central-site router.

To continue configuration, reenter global configuration mode.

Confirming That the Serial Interface Is Functioning Correctly

Step 1

Follow these steps to confirm that the serial interface is functioning correctly:

From the privileged EXEC command mode, enter the show interface serialO
command. You should see command output similar to the following:

Rout er# show i nterface serial0

Serial0 is up, line protocol is up

Hardware is QU CC Seri al

Internet address is 172.16.26.1/24

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on X25, |oopback not set

x25 DTE, nodulo 8, k 7, N1 12056, N2 20

T1 3000, interface outage (partial T3) 0, T4 O State CONNECT, VS 6, VR
1, Renpte VR 6, Retransm ssions O

Queues: U'S frames 0, | franes 0, unack. 0, reTx O | FRAMEs 22/ 25 RNRs
0/0 REJs 0/0 SABMEs 0/1 FRVRs 0/0 DI SCs 0/0 X25 DTE, address 5432,
state R1, nodulo 8, timer O

Defaul ts: cisco encapsulation, idle 0, nvc 1

i nput/out put w ndow sizes 2/2, packet sizes 128/ 128 Tiners: T10 60,
T11 180, T12 60, T13 60, TH O Channel s: |ncom ng-only none, Two-way
1-1024, Cutgoing-only none RESTARTs 1/1 CALLs 1+0/2+2/0+0 DI AGs 0/ 0
Last input 00:00:32, output 00:00:32, output hang never Last clearing
of "show interface" counters never Queueing strategy: fifo

Qut put queue 0/40, O drops; input queue 0/75, 0 drops 5 m nute input
rate O bits/sec, 0 packets/sec 5 minute output rate O bits/sec, 0
packet s/ sec

40 packets input, 1903 bytes, 0 no buffer Received 0 broadcasts, 0
runts, O giants 2 input errors, 0 CRC, 2 frane, O overrun, O ignored,
0 abort 42 packets output, 2033 bytes, 0 underruns O output errors, O
collisions, 11 interface resets O output buffer failures, 0 output
buf fers swapped out 7 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up
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H x>

Step2  Check that the“line protocol isup” and the “ State CONNECT” messages appear
in the command output. If you do not see these messages, see the “X.25 over
ISDN B Channel” section on page 9-10 for suggestions.

Step3  To continue configuration, reenter global configuration mode.

Confirming That the X.25 Map Is Configured Correctly

Follow these steps to confirm that the X.25 map is configured correctly:

Stepl  From the privileged EXEC command mode, enter the show x25 map command.
You should see command output similar to the following:

Rout er # show x25 map

Serial 0: X 121 2345 <--> ip 172.16. 26. 2,
i px 9876.0000. 0c03. ecc6
PERVANENT, BROADCAST, 1 VC: 1%

Step2  Confirm that your IPX network number and the central-site router | P address and
IPX address appear in the command output. The IP and IPX addresses shown in
your output will be different from those shown in the example.

Confirming Switched Virtual Circuit and Permanent Virtual Circuit Information

Follow these steps to confirm the switched virtual circuit and permanent virtual
circuit information:

Step1  From the privileged EXEC command mode, enter the show x25 vc command, as
follows. You should see command output similar to the following:

Rout er# show x25 vc

SVC 1, State: D1, Interface: SerialO

Started 00:04:10, last input 00:00:26, output 00:00: 33 Connects 2345
<-->

ip 172.16.26.1

i px 9876. 0000. 0c03. ecc6

mul tiprotocol cud pid, standard Tx data PID Wndow si ze input: 2,
output: 2

Packet size input: 128, output: 128
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x25 W

PS: 7 PR 3 ACK: 3 Rembte PR 7 RCNT: 0 RNR FALSE Retransnits: 0

Ti mer (secs):

0 Reassenbly (bytes): O Held Fragnments/Packets: 0/0

Byt es 1540/ 1724 Packets 15/19 Resets 0/0 RNRs 0/0 REJs 0/0 INTs 0/0

Step2  Look for the following messages in the output:

« “SVC 1"—Means that the X.25 serviceis active for the X.25 interface.

« “State: D1"—Means that there is an active virtual circuit on the X. 25

interface.

» ‘“Connects 2345 <-->"—Means that the X.25 address is correctly associated
with the IP address and I PX address of the X.25 interface.

» “Packets 15/19"—Means that data is being transferred across the X.25
interface. The number shown in this message varies and shows the success
rate of datathat is being sent.

Step3  To continue configuration, reenter global configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole 0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval that the EXEC command
interpreter waits until user input is detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5  login Enable password checking at terminal
session login.
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X.25 over ISDN B Channel

This section describes how to configure the router to encapsulate IP and 1PX
packets as X.25 and how to route them over an ISDN B-channel connection.

In addition to the assumptions described in the “Before You Begin” sectionin this
chapter, this configuration is based on the assumption that you can only use one
of the two ISDN B channels for this type of configuration.

These are the major tasks in configuring your router:
» Configuring Global Parameters
« Configuring Security
» Configuring the Fast Ethernet Interface
« Configuring the ISDN Interface for X.25
» Configuring Command-Line Access to the Router

Figure 9-2 shows the configuration used in this example.

Figure 9-2  Configuration Example—X.25 over ISDN B Channel

Remote site Central site
ISDN interface addresses:
X.25: 5432 X.25: 2345
IP: 192.168.41.41 IP: 192.168.41.40
IPX: 9876 IPX: 9876
/ k\
==
N
o
Network IP address: Phone # 5558461 E
192.168.38.0 IPX network: 9876

Configuring Global Parameters

Follow these steps to configure the router for global parameters.
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Step 1
Step 2

Step 3

Step 4

X.25 over ISDN B Channel

Commamd

Task

configure terminal

Enter configuration mode.

service timestamps debug datetime msec

Configure the router to show the date and
time of all debug messages.

This command is optional, but it is
recommended if you use debug commands
to troubleshoot your configuration.

service timestamps log datetime msec

Configure the router to show the date and
time of all log messages.

This command is optional, but it is
recommended if you use the verification
steps described in this guide. Thisfeatureis
enabled for all the command output
examples shown in this guide.

ipx routing 0060.834f.66dd

Enable I PX routing, and configuretherouter
with an IPX address.

[ 78-5407-03
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Commamd Task

Step5  isdn switch-type basic-ni Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matches the ISDN switch type
that you are using:

e basic-1tr6—German 1TR6 ISDN
switches

« basic-bess—Basic rate 5ESS switches

e basic-dmsl100—NT DMS-100 basic
rate switches

» basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3
switches (phase 1)

e basic-nznet3—New Zealand NET3
switches

+ basic-ts013—Australian TS013
switches

- ntt—Japanese NTT ISDN switches
e vn2—French VN2 ISDN switches
e vn3—French VN3 ISDN switches

Step6 interfacebriO Enter configuration mode for the ISDN
interface.

Step7  no shutdown Enable the ISDN switch type configuration
for the ISDN interface.

Step8  exit Exit configuration mode for the ISDN
interface.
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Verifying Your Configuration

Step 1

Step 2

Step 3

Step 4

Y ou can verify your configuration to this point by confirming the ISDN line status
asfollows:

From the privileged EXEC command mode, enter the show isdn status
command. You should see command output similar to the following:

Rout er# show i sdn status
The current | SDN Swi tchtype = basi c-5ess
I SDN BRI O interface
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI = 80, State = MILTI PLE_FRAME_ESTABLI SHED
Layer 3 Status:
No Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0
Total Allocated |ISDN CCBs =

Confirm that the “ State = MULTIPLE_FRAME_ESTABLISHED” message
appears in the command output, as shown in the example.

N,

Note  In some cases, you might see a*“ State = TEI_ASSIGNED” message
instead of the “State = MULTIPLE_FRAME_ESTABLISHED”
message. This message also means that the ISDN lineis correctly
configured.

If you do not see the message, do the following:
a. Make sure that the router is correctly cabled.

b. Make sure that any external Network Termination 1 (NT1) equipment is
functioning correctly. Refer to the documentation that came with the NT1.

c. Make sure that the ISDN lineis correctly configured. Check with the ISDN
service provider.

To continue configuration, reenter global configuration mode.
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Configuring Security

Follow these steps to configure the router with security measures.

Command Task

Stepl  hosthame Router Configure the router with a host name,
which is used in prompts and default
configuration filenames.

For PPP authentication, the host name
entered with this command must match the
username of the central-site router.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Step3  username HQ password <guessme> Specify the password used during caller
identification and Challenge Handshake
Authentication Protocol (CHAP) and
Password Authentication Protocol (PAP)
authentication.

For CHAP and PAP authentication, the
username entered with this command must
match the host name of the central-site
router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 192.168.38.42 255.255.255.0 Configure this interface with an I P address.
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Step 3

Step 4

X.25 over ISDN B Channel

Command

Task

no shutdown

Enable the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Configuring the ISDN Interface for X.25

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

Follow these steps to configure the ISDN interface, which connects your router to
the central-site router over the wide-area network, for X.25 packet encapsulation.

Command

Task

interface BRIO

Enter configuration mode for the ISDN
interface.

ip address 192.168.41.41 255.255.255.0

Configure thisinterface with an I P address.

encapsulation x25

Set the encapsulation type on thisinterfaceto
X.25.

snapshot client 560

Enable snapshot routing. Because your
router isdialing into acentral-siterouter, itis
considered the client router.

The first number is the amount of “active
time” (in minutes) during which routing
updates are exchanged between your router
and the central-site router.

The second number is the amount of “quiet
time” (in minutes) during which routing
entries are frozen and remain unchanged.

ipx network 9876

Enable IPX routing on this interface.

x25 address 5432

Set the X.25 address of thisinterface.

x25 map ip 192.168.39.40 2345 broadcast

Set up the LAN protocol s-to-remote-host
mapping for X.25to IP.

x25 map ipx 9876.0000.0c03.ecc6 2345
broadcast

Set up the LAN protocol s-to-remote-host
mapping for IPX and X.25.

[ 78-5407-03
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Command Task
Step9  dialer map ip 192.168.39.40 name HQ Configure thisinterface to place acall to
5558461 multiple sites and to authenticate calls from
multiple sites, based on | P address and dial er
string.

The name you enter after the name keyword
in this command must match the name
entered with the username command in the
“Configuring Security” section on

page 9-14.
Step 10 dialer map ipx 9876.0000.0c03.e336 Configure thisinterface to place a call to
name HQ 5558461 multiple sites and to authenticate calls from
multiple sites, based on | P address and dial er
string.

The name you enter after the name keyword
in this command must match the name
entered with the username command in the
“Configuring Security” section on

page 9-14.
Step11l dialer-group 1 Assign this interface to adialer group.
Step12 dialer-list 1 protocol ip permit Define a dial-on-demand routing (DDR)

dialer list to control dialing based on access
lists and I P packets.

Step13 dialer-list 1 protocol ipx permit Define aDDR dialer list to control dialing
based on access lists and IPX packets.

Verifying Your Configuration

You can verify your configuration to this point by
« Confirming Connectivity with the Central-Site Router over |P
< Confirming Connectivity to the Central-Site Router over |PX
« Confirming That the X.25 Map Is Configured Correctly

« Confirming Switched Virtual Circuit and Permanent Virtual Circuit
Information

Cisco 1700 Series Router Software Configuration Guide
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Confirming Connectivity with the Central-Site Router over IP

Step 1
Step 2

Step 3

Step 4

Follow these steps to confirm connectivity with the central-site router over | P:

Confirm that your router X.25 connection is active.

From the privileged EXEC command mode, enter the ping command, followed by
the IP address of the central-site router. You should see command output similar
to the following:

Rout er# ping 192. 168. 39. 40

Type escape sequence to abort.
Sending 5, 100-byte | CVWP Echo to 192.168.39.40, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 20/ 20
ns

Confirm that the success rate shown in the output is 60 percent or greater. This
means that your router is successfully transferring data to the central-site router.

To continue configuration, reenter global configuration mode.

Confirming Connectivity to the Central-Site Router over IPX

Step 1
Step 2

Follow these steps to confirm connectivity with the central-site router over IPX:

Confirm that your router X.25 connection is active.

Enter the ping command, followed by the IPX address of the central -site router.
You should see command output similar to the following:

Rout er # pi ng 9876. 0000. 0c03. ecc6

[ipl: ipx

| PX address: 105.0060. 834f.667d

Repeat count [5]:

Dat agram si ze [ 100] :

Ti neout in seconds [2]:

Ver bose [n]:

Type escape sequence to abort.5, 100-byte IPX cisco Echoes to
9876. 0000. 0c03. ecc6, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

[ 78-5407-03
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Step 3

Step 4

N

Note  Substitute the IPX address of your central-site router for the IPX
address shown in the example.

Confirm that the success rate shown in the output is 60 percent or greater. This
means that your router is successfully transferring data to the central-site router.

To continue configuration, reenter global configuration mode.

Confirming That the X.25 Map Is Configured Correctly

Step 1

Step 2

Step 3

Follow these steps to confirm that the X.25 map is configured correctly:

From the privileged EXEC command mode, enter the show x25 map command:

Rout er # show x25 map

Serial 0: X. 121 2345 <--> ip 192. 168. 39. 40,
i px 9876.0000. 0c03. ecc6
PERVANENT, BROADCAST, 1 VC: 1*

Confirm that the following appear in the command output:
« Your router IPX network number
- Central-site router |P address
- Central-site router IPX address

S

Note  TheIP and IPX addresses, and your router | PX network number
shown in your output are different than those shown in the example.

To continue configuration, reenter global configuration mode.
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Confirming Switched Virtual Circuit and Permanent Virtual Circuit Information

Step 1

Step 2

Step 3

Follow these steps to confirm switched virtual circuit and permanent virtual
circuit information:

From the privileged EXEC command mode, enter the show x25 vc command. You
should see command output similar to the following:

Rout er# show x25 vc

SVC 1, State: D1, Interface: SerialO

Started 00:04:10, last input 00:00:26, output 00:00: 33 Connects 2345
<-->

ip 192.168. 39. 40

i px 9876.0000. 0c03. ecc6

mul tiprotocol cud pid, standard Tx data PI D Wndow si ze input: 2,
output: 2

Packet size input: 128, output: 128

PS: 7 PR 3 ACK: 3 Renbte PR 7 RCNT: 0 RNR FALSE Retransmits: 0O
Tinmer (secs): O Reassenbly (bytes): 0 Held Fragments/Packets: 0/0
Byt es 1540/ 1724 Packets 15/19 Resets 0/0 RNRs 0/0 REJs 0/0 INTs 0/0

Confirm that the X.25 network number, shown in the “Connect” message, is
associated with the correct IP and I PX addresses.

To continue configuration, reenter global configuration mode.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task
Stepl lineconsole0 Specify the console terminal line.
Step2  exec-timeout 5 Set the interval that the EXEC command

interpreter waits until user input is detected.

Step3 linevty 04

Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

[ 78-5407-03
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Command Task
Step5 login Enable password checking at terminal
session login.
Step6 end Exit configuration mode.

X.25 over ISDN D Channel

This section tells how to configure the router to send data as X.25 over an ISDN
D-channel connection. This section also tells how to configure the router to
encapsulate IP and IPX packets as X.25 and to then route them over an ISDN

B-channel connection.
These are the major tasks in configuring your router:
» Configuring Global Parameters

« Configuring Security

» Configuring the Fast Ethernet Interface

« Configuring the ISDN Interface for X.25

« Configuring the ISDN Subinterface for X.25

» Configuring Command-Line Access to the Router

Figure 9-3 shows the configuration used in this example.

Figure 9-3  Configuration Example—X.25 over ISDN D Channel

Remote site Central site
ISDN interface addresses:

X.25: 5432 X.25: 2345

IP: 192.168.41.41 IP: 192.168.41.40

IPX: 9876 IPX: 9876

t
—] 1700 outer

Network IP address: Phone # 5558461
192.168.38.0 IPX network: 9876

14322
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Configuring Global Parameters

Follow these steps to configure global parameters.

Command

Task

Stepl configureterminal

Enter configuration mode.

[ 78-5407-03
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Command Task

Step2  ipx routing 0060.834f.66dd Enable IPX routing, and configure the
router with an IPX address.

If you do not know your router |PX address,
you can enter this command without an
address. The router then determinesitsown
IPX address. You can then enter a

write terminal command. The address will
be displayed in the command output.

Step3  isdn switch-type basic-5ess Configure the type of central office switch
being used on the ISDN interface. Use the
keyword that matchesthe ISDN switch type
that you are using:

e basic-1tr 6—German 1TR6 ISDN
switches

» basic-bess—Basic rate 5ESS switches

« basic-dms100—NT DM S-100 basic
rate switches

+ basic-net3—NET3 ISDN switches
« basic-ni—National ISDN-1 switches

« basic-nwnet3—Norway NET3
switches (phase 1)

e basic-nznet3—New Zealand NET3
switches

+ basic-ts013—Australian TS013
switches

- ntt—Japanese NTT ISDN switches
« vn2—French VN2 ISDN switches
+ vn3—French VN3 ISDN switches

Verifying Your Configuration

You can verify your configuration to this point by confirming the ISDN line
status, as follows:

Cisco 1700 Series Router Software Configuration Guide
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Step 1

Step 2

Step 3
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Enter the show isdn status command. You should see command output similar to
the following:
Rout er# show i sdn status
The current | SDN Swi tchtype = basi c-5ess
| SDN BRI O interface
Layer 1 Status:
ACTI VE
Layer 2 Status:
TEI = 80, State = MILTI PLE_FRAME_ESTABLI SHED
Layer 3 Status:
No Active Layer 3 Call(s)
Activated dsl 0 CCBs = 0O
Total Allocated | SDN CCBs =

Confirm that the “ State = MULTIPLE_FRAME_ESTABLISHED” message
appears in the command output.

If you do not see the message, follow these steps:

a. Make sure that the router is correctly cabled.

b. Make sure that any external NT1 is functioning correctly. Refer to the
documentation that came with the NT1.

c. Make surethe ISDN lineis correctly configured by checking with the ISDN
service provider.

d. Seethe"“Troubleshooting X.25 Problems” section on page 9-29for additional
suggestions.

Configuring Security

Follow these steps to configure security measures.

[ 78-5407-03
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Command Task
Stepl  hostname Router Configurethe router with ahost name, which
isused in prompts and default configuration
filenames.

For PPP authentication, the host name
entered with this command must match the
username of the remote device.

Step2  enable password <user> Specify a password to prevent unauthorized
access to the router.

Configuring the Fast Ethernet Interface

Follow these steps to configure the Fast Ethernet interface, which connects your
router to the local network.

Command Task

Stepl interface fastethernetO Enter configuration mode for the Fast
Ethernet interface.

Step2  ip address 192.168.38.42 255.255.255.0 Configure this interface with an IP address.

Step3  noshutdown Enable the interface and the configuration
changes that you have just made on the
interface.

Step4  exit Exit configuration mode for this interface.

Configuring the ISDN Interface for X.25

Follow these steps to configure the ISDN, which connects your router to the
central-site router over the wide-area network, for X.25 packet encapsulation.
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

X.25 over ISDN D Channel

Command

Task

interface BRIO

Enter configuration mode for the ISDN
interface.

ip address 192.168.40.41 255.255.255.0

Configure this interface with an | P address.

encapsulation ppp

Set the encapsul ation method on this
interface to PPP.

isdn x25 dchannel

Create a configurable interface for X.25
traffic over the ISDN D channel.

isdn x25 static-tei 1

Configure a static ISDN Layer 2 terminal
endpoint identifier (TEI) for X.25 over the
ISDN D channel.

dialer map ip 192.168.40.40 name remote
broadcast 5558461 dialer-group 1

Configure this interface to place acall to
multiple sites and to authenticate calls from
multiple sites, based on |P address and
dialer string.

The name you enter after the name keyword
in this command must match the name
entered with the username command in the
“Configuring Security” section on

page 9-22.

ppp authentication chap

Enable CHAP or PAP authentication on this
interface.

no shutdown

Enable the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Configuring the ISDN Subinterface for X.25

Follow these steps to configure an ISDN subinterface.
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Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Command

Task

interface BRI0:0

Enter configuration mode for the ISDN
subinterface.

ip address 192.168.41.41 255.255.255.0

Configure thisinterface with an IP address
and a subnet mask.

encapsulation x25

Set the encapsulation type on this interface
to X.25.

ipx network 9876

Enable IPX routing on this interface.

x25 addr ess 5432

Set the X.25 address of this interface.

dialer in-band

Specify that DDR is supported on this
interface.

x25 map ip 192.168.41.40
ipx 9876.0000.0c03.ecc6 2345 broadcast

Set up the LAN protocols-to-remote-host
mapping for IP and IPX.

dialer-list 1 protocol ip permit

Define a DDR dialer list to control dialing
based on access lists and | P packets.

no shutdown

Enabl e the interface and the configuration
changes that you have just made on the
interface.

exit

Exit configuration mode for this interface.

Verifying Your Configuration

You can verify your configuration to this point by

Configuring X.25 |

« Confirming Connectivity to the Remote Device over IP
« Confirming Connectivity to the Remote Device over I1PX
« Confirming That the X.25 Map Is Configured Correctly

» Confirming Switched Virtual Circuit and Permanent Virtual Circuit
Information
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Confirming Connectivity to the Remote Device over IP

Step 1

Step 2

Follow these steps to confirm connectivity with the remote device over IP:

Enter the ping command, followed by the IP address of the remote device. You
should see command output similar to the following:

Rout er# ping 192. 168. 39. 40

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echoes to 192.168.39.40, tineout is 2
seconds: !!!!!

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 20/ 20
ns

Check the success rate in the command output. If the success rate is below
100 percent, see the “Troubleshooting X.25 Problems” section on page 9-29 for
suggestions.

Confirming Connectivity to the Remote Device over IPX

Step 1

Follow these steps to confirm connectivity with the remote device over IPX:

Enter the ping command, and respond to the prompts shown in the following
command output example:

Rout er # pi ng

Protocol [ip]: ipx

Target | PX address: 9876.0000. 0c03. ecc6

Repeat count [5]: <Return>

Dat agram si ze [ 100]: <<Return>>

Ti meout in seconds [2]: <<Return>>

Verbose [n]: <<Return>>

Novel | Standard Echo [n]: <<Return>>

Type escape sequence to abort.

Sending 5, 100-byte |PX cisco Echoes to 9876.0000. 0c03. ecc6, tineout
is 2 seconds: !!!!!

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 21/ 24
ns

Substitute the I PX address of your remote device for the IPX address shown in the
example.
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Step 2

Check the success rate in the command output. If the success rate is below
100 percent, refer to the following “ Troubleshooting X .25 Problems” section for
suggestions.

N

Note  The modem might need time to synchronize with the central-site
router. You might have to enter the ping command several times
before you get a response.

Confirming That the X.25 Map Is Configured Correctly

Step 1

Step 2

Follow these steps to confirm that the X.25 map is configured correctly:

Enter the show x25 map command. You should see command output similar to
the following:

Rout er # show x25 map

Serial 0: X. 121 2345 <--> ip 192. 168. 39. 40,
i px 9876.0000. 0c03. ecc6
PERVANENT, BROADCAST, 1 VC: 1*

Confirm that your IPX network number and the remote device | P address and 1 PX
address appear in the command output as shown in the example. The IP and IPX
addresses shown in your output will be different from those shown in the example.

Confirming Switched Virtual Circuit and Permanent Virtual Circuit Information

Step 1

Follow these steps to confirm the switched virtual circuit and permanent virtual
circuit information:

From the privileged EXEC command mode, enter the show x25 vc command. You
should see command output similar to the following:

Rout er# show x25 vc

SVC 1, State: D1, Interface: SerialO

Started 00:04:10, last input 00:00:26, output 00:00: 33 Connects 2345
<-->
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ip 172.16.26.1

i px 9876.0000. 0c03. ecc6

mul tiprotocol cud pid, standard Tx data PI D Wndow si ze input: 2,
output: 2

Packet size input: 128, output: 128

PS: 7 PR 3 ACK: 3 Renbte PR 7 RCNT: 0 RNR FALSE Retransmits: 0O
Tinmer (secs): O Reassenbly (bytes): 0 Held Fragments/Packets: 0/0
Byt es 1540/ 1724 Packets 15/19 Resets 0/0 RNRs 0/0 REJs 0/0 INTs 0/0

Look for the following messages in the output:
» “SVC 1"—Means that the X.25 serviceis active for the X.25 interface.

« “State: D1"—Means that there is an active virtual circuit on the X. 25
interface.

» ‘“Connects 2345 <-->"—Means that the X.25 address is correctly associated
with the IP address and | PX address of the X.25 interface.

» “Packets 15/19"—Means that data is being transferred across the X.25
interface. The number shown in this message varies and indicates the success
rate of datathat is being transferred.

Configuring Command-Line Access to the Router

Follow these steps to configure parameters that control access to the router.

Command Task

Stepl lineconsole 0 Specify the console terminal line.

Step2  exec-timeout 5 Set the interval (in minutes) that the EXEC
command interpreter waits until user input is
detected.

Step3  linevty 04 Specify avirtual terminal for remote console
access.

Step4  password <lineaccess> Specify a password on the line.

Step5 login Enabl e password checking at terminal session
login.

Step6 end Exit configuration mode.

Cisco 1700 Series Router Software Configuration Guide
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Troubleshooting X.25 Problems

If you are having problems or if the output that you received during the
verification stepsis very different from that shown in the command output
examples, you can troubleshoot your router by performing some or all of the
following suggested actions.

Pl

Caution  If you are not familiar with Cisco 10S debug commands, you should read the
“Using Debug Commands” section in the “Introduction to Router
Configuration” chapter before attempting any debugging.

- If the ping command is unsuccessful, use the debug x25 command.

« If you cannot use the ping command to confirm connectivity to any device
other than the central-site router, verify that your routing (static or dynamic)
is correctly configured.

- If you do not see the “line protocol up” message in the show interface
command output, use the debug x25 event command.

- If you do not see the “ State CONNECT"” message in the show interface
command output, use the debug lapb command.

» For more detailed information than is contained in the show isdn status
command output, use the debug isdn q931 and debug isdn q921 commands.
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Networking Concepts

Thisappendix describes concepts that can help you in designing your network and
in configuring your router in accordance with the examples in this guide.

This appendix contains the following sections:
« WAN Technologies
« CHAP and PAP Authentication
» AccessLists
- Didler Interfaces and Dialer Profiles
« Network Address Translation
» Dynamic Host Configuration Protocol
e Virtual LANs

WAN Technologies

This section describes some of the WAN connection types that can be used with
Cisco 1700 series routers, such as ISDN, Frame Relay, and X.25.
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ISDN

ISDN isaset of digital servicesthat is available through your local telephone
company. | SDN digitizes information that is sent over the telephone network so
that voice, data, text, graphics, music, video, and other material can be sent over
existing telephone wire.

ISDN Components

ISDN components include terminals, terminal adapters (TAS), network
termination devices, line-termination equipment, and exchange-termination
equipment.

ISDN Terminals

There are two type of ISDN terminals:

» Terminal equipment type 1 (TE1) isdesigned specifically to work with ISDN.
TE1s connect to the ISDN network with 4-wire, twisted-pair cable.

- Terminal equipment type 2 (TE2) is non-ISDN equipment (such as data
terminal equipment [DTE]) that predates ISDN standards. TE2s connect to
the ISDN network with aterminal adapter.

ISDN Network Termination Devices

Two types of ISDN terminal devices can connect your router to the telephone
company’s conventional 2-wire local loop:

- Network termination type 1 (NT1)—In North America, the NT1 is provided
by the customer. In most other parts of the world, the NT1 is part of the
network provided by the ISDN service provider. WAN interface cardsthat do
not have an integrated NT1 must have an external NT1 in order to connect to
ISDN services. The Cisco 1604 and ISDN BRI U WAN interface cards each
have an integrated NT1.

- Network termination type 2 (NT2)—This more complicated device is usually
found in digital private branch exchanges (PBXs).

Thereisalso an NT1/2 device avail able that can perform the functions of both an
NT1 and an NT2.
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Services

There are two types of ISDN services:

- Basic RateInterface (BRI)—This service providestwo B channels and one D
channel. Each B channel operates at 64 kbps and carries user data. The D
channel operates at 16 kbps and carries control and signaling information,
although in certain circumstances it carries user data. BRI supports framing
control and overhead, and the total bit rate is 192 kbps.

» Primary Rate Interface (PRI)—This service provides 23 B channels (which
operate at 64 kbps) and 1 D channel (which operates at 64 kbps) in
North America and Japan, resulting in a bit rate of 1.544 Mbps. In Europe,
Australia, and other parts of the world, PRI provides 30 B channels, 1 D
channel, and 1 maintenance/error channel. Each channel is 64 Kbps, for a
total bit rate of 2.048 Mbps.

Sample Configuration

Figure 0-1 shows an example of ISDN configuration for various devices used to
connect the user to the ISDN network.

Two of the devices shown, the computer and the ISDN telephone, are compatible
with ISDN. The third device, the standard telephone, requires a TA to connect to
the ISDN network through an NT1 or NT2 device.
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Figure 0-1 Sample ISDN Network
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Frame Relay

Frame Relay is a method of packet-switching that is used for communication
between user devices (such as routers, bridges, and host machines) and network
devices (such as switching nodes and modems). User devices are called data
terminal equipment (DTE), and network devices are called data
circuit-terminating equipment (DCE).

Frame Relay services can be provided by either a public network or a network of
privately owned equipment serving a single enterprise.

Frame Relay is a streamlined, efficient, high-performance protocol. It is
extremely fast because

- It multiplexes many logical data conversations (or virtual circuits) over one
physical link. Multiplexing provides flexible and efficient use of bandwidth.
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It uses fiber media/digital transmission links. These types of physical
connections have a high level of dataintegrity, so Frame Relay does not need
to perform error checking. Error checking is time-consuming and can
decrease WAN performance.

It does not need to perform flow control procedures because these types of
procedures are done by upper-layer protocols. Frame Relay uses a simple
congestion notification mechanism to inform user devices when the network
become congested. Congestion notification alerts the higher-layer protocols
that flow control is needed.

Current Frame Relay standards support permanent virtual circuits (PVCs) that are
configured and managed in a Frame Relay network. The Cisco 1700 router
supports switched virtual circuits (SVCs) for DTE interfaces.

Frame Relay also has Local Management Interface (LMI) extensions for
supporting large, complex internetworks. Any LMI extension known as common
should beimplemented in internetworksthat support the LM | specification. Other
LMI extensions are known as optional.

The LMI extensions are as follows:

Virtual circuit status messages (common)—Provide communication and
synchroni zation between the network and the user device, periodically report
the addition of new PV Cs and the deletion of existing PV Cs, and provide
information about PV C integrity.

Multicasting (optional)—Allows a sender to transmit a single frame to
multiple recipients, supporting the efficient routing of protocol messages and
addressresolution proceduresthat typically must be sent to many destinations
simultaneously.

Global addressing (optional )—Givesconnection identifiers global rather than
local significance, allowing them to be used to identify a specific interface to
the Frame Relay network. Global addressing makesthe Frame Relay network
resemble a LAN, with respect to addressing.
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X.25

X.25isamethod of packet switching that isused for communication between user
devices (such as routers, bridges, and host machines) and network devices (such
as switching nodes and modems). User devices are called data terminal
equipment (DTE), and network devices are called data circuit-terminating
equipment (DCE).

With X.25, one computer calls another to request a communication session. The
called computer can accept or refuse the connection. If the call is accepted, the
two computers begin full-duplex information transfer. Either computer can
terminate the connection at any time.

User devices communicate with abidirectional association called avirtual circuit.
Devices on a network use virtual circuits to communicate through intermediate
nodes without being directly, physically connected to each other. Virtual circuits
are permanent or switched (temporary). PVCs are typically used for the
most-often-used data transfers, and SV Cs are used for sporadic data transfers.

BRI is an ISDN interface consisting of two B channels (B1 and B2) and one D
channel. The B channel sare used to transfer data, voice, and video. The D channel
carries signal and call setup information. IPX, AppleTalk, transparent bridging,
Xerox Network Systems (XNS), DECnet, and IP can all be encapsulated as X.25
over the ISDN B channels.

ISDN uses the D channel to carry signal information. ISDN can also use the D
channel in aBRI to carry X.25 packets. The D channel has a capacity of 16 kbps;
the X.25 over D channel can use up to 9.6 kbps.

You can set the parameters of the X.25-over-D-channel interface without
disrupting the original ISDN interface configuration. In anormal ISDN BRI
interface, the D and B channels are bundled together and represented as a single
interface. The original BRI interface continues to represent the D, B1, and B2
channels.

Because some end-user equipment uses static terminal endpoint identifiers (TEIs)
to access this feature, X.25 supports static TEls. The dialer recognizes the
X.25-over-D-channel calls and initiates them on a new interface.

X.25 traffic over the D channel can be used as a primary interface when
low-volume, sporadic interactive traffic is the normal mode of operation.
Supported traffic includes IR, IPX, AppleTalk, and transparent bridging.
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CHAP and PAP Authentication

In configuring your router, you must select a method of authentication.
Authentication is used for security and for identifying who is calling in so that the
called router can correctly forward packets to the correct interface. Thisis
generally required when dialer rotary groups are used and multiple sites are
calling into asingle router.

The configuration examples in this guide use Point-to-Point Protocol (PPP) with
Challenge Handshake Authentication Protocol (CHAP) or Password
Authentication Protocol (PAP) for security and authentication. CHAP and PAP,
when used with PPP encapsulation, allow routers to authenticate incoming calls.

CHAP Authentication

With CHAP, aremote device attempting to connect to thelocal router isrequested,
or challenged, to respond. When the local router receives the challenge response,
it verifies the response by looking up the name of the remote device given in the
response. The passwords must be identical on the remote device and the local

router. The names and passwords are configured using the user name command.

In the following example, Router M acbeth allows Router Macduff to call in using
the password “bubble’:

host name Macbet h

user name Macduff password bubbl e
!

encapsul ati on ppp

ppp authentication chap

In the following example, Router M acduff allows Router Macbeth to call in using
the password “bubble”:

host name Macduf f

user name Macbet h password bubbl e
!

encapsul ation ppp

ppp authentication chap
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PAP Authentication

Like CHAPR, PAP is an authentication protocol used with PPP. However, PAP is
less secure. CHAP passes an encrypted version of the password on the physical
link, but PAP passes the password and host name or username in clear text.

When interactive mode (rather than dedicated mode) is used on asynchronous
lines, the username command allows a router to verify ausername in an internal
database before the user can call in to the router. In the following example, user
Joe Smith is allowed to call in to the router if he uses the password “freedom”:
usernanme JoeSm th password freedom

line 1
login

Access Lists

Access lists control packet filtering on Cisco routers by limiting traffic and
restricting network use by certain users or devices. Although there are several
purposesfor using accesslists, the configuration examplesin thisguide use access
lists to control the transmission of packets on a specific interface.

An access list is a sequential collection of “permit” and “deny” conditions that
apply to network addresses. Packet addresses are compared to the conditionsin
all access lists configured in the router. The first match determines whether the
packet is accepted or denied by the router. Because the router stops testing
conditions after the first match, the order in which the conditions are defined in
the access list is critical. If a packet does not match any conditions configured in
an access list, the router rejects the packet.

For detailed information on how access lists work and how to configure them,
refer to the “Configuring IP Services’ chapter in the Network Protocols
Configuration Guide, Part 1, publication, which is available on the
Documentation CD-ROM that came with your router.
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Dialer Interfaces and Dialer Profiles

A dialer interface is aWAN interface on the router that is not continuously
connected to aremote device; it dials the remote device whenever a connection is
required. Configuring an interface on a Cisco router to dial a specific remote
device at specific times requires configuring dialer profiles.

You can use dialer profilesto configure the router’s physical interfaces separately
from the logical configuration required for a call. You can aso configure the
router to allow the logical and physical configurations to be dynamically bound
together on a per-call basis. All calls going to or from the same destination
subnetwork use the same dialer profile.

A dialer profile consists of the following elements:

- A dialer interface (alogical entity) configuration with one or more dial
strings, each used to reach a specific destination subnetwork.

- A dialer map class defining all the characteristics for any call to the specified
dia string (telephone number).

- Andialer pool of physical interfacesto be used by the dialer interface. The
physical interfacesin adialer pool are ordered according to priority.

Dialer Interfaces and Dialer Maps

Dialer Pools

A dialer interface configuration is a group of settings the routers uses to connect
to aremote network. One dialer interface can use multiple dial strings (telephone
numbers). Each dial string is associated with its own dialer map class. The dialer
map class defines all the characteristics for any call to the specified dia string.
For example, the dialer map class for one destination might specify a 56-kbps
ISDN speed, and the map class for a different destination might specify a64-kbps
ISDN speed.

Each dialer interface uses one group of physical interfaces, called a dialer pool.
Thephysical interfacesin adialer pool are ordered based on priority. One physical
interface can belong to multiple dialer pools. ISDN BRI interfaces can set alimit
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on the minimum and maximum number of B channel sreserved by any dialer pool.
A channel reserved by adialer pool remainsidle until traffic is directed to the
pool.

When you use dialer profiles to configure dial-on-demand routing (DDR), the
physical interface is configured only for encapsulation and for the dialer poolsto
which the interface belongs. All other characteristics used for making calls are
defined in the dialer map.

Network Address Translation

Network Address Translation (NAT) provides a mechanism for a privately
addressed network to access registered networks, such as the Internet, without
requiring aregistered subnet address. This mechanism eliminates the need for
host renumbering and allows the same IP address range to be used in multiple
intranets.

NAT is configured on the router at the border of an inside network (a network that
uses nonregistered | P addresses) and an outside network (a network that uses a
globally unique IP address; in this case, the Internet). NAT translates the inside
local addresses (the nonregistered | P addresses assigned to hosts on the inside
network) into globally unique I P addresses before sending packets to the outside
network.

With NAT, the inside network continues to use its existing private or obsol ete
addresses. These addresses are converted into legal addresses before packets are
forwarded onto the outside network. The translation function is compatible with
standard routing; the feature is required only on the router connecting the inside
network to the outside domain.

Translations can be static or dynamic. A static address translation establishes a
one-to-one mapping between the inside network and the outside domain.
Dynamic address translations are defined by describing the local addresses to be
translated and the pool of addresses from which to allocate outside addresses.
Allocation occursin numerical order, and multiple pools of contiguous address
blocks can be defined.

NAT eliminates the need to readdress all hosts that require external access, saving
time and money. It also conserves addresses through application port-level
multiplexing. With NAT, internal hosts can share asingle registered |P addressfor
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all external communications. In thistype of configuration, relatively few external
addresses are required to support many internal hosts, thus conserving IP
addresses.

Because the addressing scheme on theinside network may conflict with registered
addresses already assigned within the Internet, NAT can support a separate
address pool for overlapping networks and translate the addresses as appropriate.

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a client-server protocol that
enables devices on an | P network (the DHCP clients) to request configuration
information from a DHCP server. DHCP allocates network addresses from a
central pool on an as-needed basis. DHCP is useful for assigning | P addresses to
hosts connected to the network temporarily or for sharing alimited pool of IP
addresses among a group of hosts that do not need permanent | P addresses.

DHCP frees you from having to manually assign an | P address to each client.

DHCP configures the router to forward User Datagram Protocol (UDP)
broadcasts, including | P address requests, from DHCP clients. DHCP allows for
increased automation and fewer network administration problems by

» Eliminating the need for the manual configuration of individual computers,
printers, and shared file systems

- Preventing the simultaneous use of the same IP address by two clients
- Allowing configuration from a central site

Virtual LANS

A virtual LAN (VLAN) isaswitched network that is logically segmented on an
organizational basis, by functions, project teams, or applications, rather than on a
physical or geographical basis. For example, all workstations and servers used by
a particular workgroup team can be connected to the same VLAN, regardless of
their physical connections to the network or the fact that they might be
intermingled with other workgroup teams. Reconfiguration of the network can be
done by means of software rather than by physically unplugging and moving
devices or wires.

[ 78-5407-03
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A VLAN can be thought of as a broadcast domain that exists within a defined set
of switches. A VLAN consists of anumber of end systems, either hosts or network
equipment (such as bridges and routers), connected by a single bridging domain.
The bridging domain is supported on various pieces of network equipment; for
example, LAN switches that operate bridging protocols between them, with a
separate bridge group for each VLAN.

VLAN Issues
VLANSsare created to provide the segmentation services traditionally provided by
routersin LAN configurations. VLANs address scal ability, security, and network
management. Routersin VLAN topologies provide broadcast filtering, security,
address summarization, and traffic flow management. None of the switcheswithin
the defined group will bridge any frames, not even broadcast frames, between two
VLANS. Several key issues need to be considered in designing and building
switched LAN internetworks:
« LAN Segmentation
» Security
- Broadcast Control
» Performance
» Network Management
LAN Segmentation

VLANSs allow logical network topologies to overlay the physical switched
infrastructure in such a way that any arbitrary collection of LAN ports can be
combined into an autonomous user group or community of interest. The
technology logically segments the network into separate Layer 2 broadcast
domains whereby packets are switched between ports designated to be within the
same VLAN. By restricting traffic originating on a particular LAN only to other
LANsin the same VLAN, switched virtual networks avoid wasting bandwidth, a
drawback inherent to traditional bridged and switched networks in which packets
are often forwarded to LANs with no need for them. Implementation of VLANSs
also improves scalability, particularly in LAN environments that support
broadcast- or multicast-intensive protocols and applications that flood packets
throughout the network.
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Security

VLANSs also improve security by isolating groups. High-security users can be
grouped into aVLAN, possibly on the same physical segment, and no users
outside that VLAN can communicate with them.

Broadcast Control

Just as switches isolate collision domains for attached hosts and forward only
appropriate traffic out a particular port, VLANS provide complete isolation
between VLANSs. A VLAN isabridging domain and all broadcast and multicast
traffic is contained within it.

Performance

Thelogical grouping of users alows an accounting group to make intensive use
of a networked accounting system assigned to aVLAN that contains just that
accounting group and its servers. That group’s work will not affect other users.
The VLAN configuration improves general network performance by not slowing
down other users sharing the network.

Network Management

Thelogical grouping of users alows easier network management. It is not
necessary to pull cablesto move a user from one network to another. Additions,
moves, and changes are achieved by configuring a port into the appropriate
VLAN.

Communicating Between VLANs

The Cisco 1700 seriesrouters uses the | EEE 802.1Q protocol for routing between
VLANS.

The |EEE 802.1Q protocol is used to interconnect multiple switches and routers
and for defining VLAN topologies. IEEE 802.1Q support is currently available
only for Fast Ethernet interfaces.
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Procedures for configuring routing between VLANs with |EEE 802.1Q
encapsulation are provided in Chapter 4, “ Configuring Routing Among VLANS
with |EEE 802.1Q Encapsulation.”

VLAN Translation

VLAN translation refers to the ability of the Cisco I0S software to translate
between different virtual LANs or between VLAN and non-VLAN encapsul ating
interfaces at Layer 2. Translation is typically used for selective inter-VLAN
switching of non-routable protocols and for extending a single VLAN topol ogy
across hybrid switching environments. Translation also allows the bridging of
VLANSs on the main interface; the VLAN encapsulating header is preserved.
Topology changesin one VLAN domain do not affect a different VLAN.

Designing Switched VLANs

By the time you are ready to configure routing between VLANS, you will already
have defined them through the switchesin your network. Issuesrel ated to network
design and VLAN definition should be addressed during your network design.
Refer to the Cisco Internetworking Design Guide and appropriate switch
documentation for information on these topics:

» Sharing resources among VLANSs
» Load balancing

- Redundant links

- Addressing

- Segmenting networks with VLANSs

Segmenting the network into broadcast groups improves network security.
Use router access lists based on station addresses, application types, and
protocol types.

« Routers and their role in switched networks

In switched networks, routers perform broadcast management, route
processing and distribution, and provide communications among VLANS.
Routers provide VLAN access to shared resources and connection to other
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parts of the network that are either logically segmented by means of the more
traditional subnet approach or that require access to remote sites across
wide-arealinks.
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ROM Monitor

This appendix describes the Cisco router ROM monitor (also called the bootstrap
program). The ROM monitor firmware runs when the router is powered up or
reset. The firmware helps to initialize the processor hardware and boot the
operating system software. You can perform certain configuration tasks, such as
recovering a lost password or downloading software over the console port, by
using the ROM monitor. If there is no Cisco 10S software image loaded on the
router, the ROM monitor runs the router.

This appendix contains the following sections:
- Entering the ROM Monitor
« ROM Monitor Commands
« Command Descriptions
» Disaster Recovery with TFTP Download
- Configuration Register

+ Console Download

Entering the ROM Monitor

To use the ROM monitor, you must be using aterminal or PC that is connected to
the router by means of the console port. Refer to the installation chapter in the
Hardware Installation Guide for your router, for information about connecting the
router to a PC or terminal.
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Follow these steps to configure the router to boot up in ROM monitor mode the
next time it is rebooted.

Command Router Prompt Task

Stepl  enable Rout er > If thereis an enable password configured, enter
the enable command and the enable password to
enter privileged EXEC mode.

Step2  configure terminal Rout er # Enter global configuration mode.

Step3  config-reg Ox0 Router(config)# |Reset the configuration register.

Stepd  exit Router(config)# |Exit global configuration mode.

Step5  reload Rout er # Reboot the router with the new configuration

register value. The router remains in ROM
monitor and does not boot the Cisco 10S
software.

As long as the configuration value is 0x0, you
must manually boot the operating system from
the console. See the boot command in the

“Command Descriptions” section on page B-4.

Step 6 ronmon 1> After the router reboots, it isin ROM monitor
mode. The number in the prompt increments
with each new line.

2]

Timesaver A break (system interrupt) is always enabled for 60 seconds after the router
reboots, regardless of its setting (on or off) in the configuration register.
During this 60-second window, you can break to the ROM monitor prompt by
pressing the Break key.
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ROM Monitor Commands

Enter ? or help at the ROM monitor prompt to display alist of available
commands and options, as follows:

rommon 1 > ?

alias set and display aliases command

boot boot up an external process

br eak set/show cl ear the breakpoint

confreg configuration register utility

cont continue executing a downl oaded i nage
cont ext di splay the context of a |oaded inage
cooki e di spl ay contents of cookie PROMin hex
dev list the device table

dir list files in file system

dis di splay instruction stream

dnl d serial downl oad a program nodul e
frame print out a selected stack frane

hel p nmoni tor builtin command hel p

hi story nmoni tor command hi story

meni nf o mai n nmenory infornation

r epeat repeat a nonitor command

reset systemreset

set di splay the nonitor variables

st ack produce a stack trace

sync wite nonitor environnent to NVRAM
sysret print out info fromlast systemreturn
tftpdnld tftp i mage downl oad

unal i as unset an alias

unset unset a nonitor variable

xmodem x/ ymodem i mage downl oad

Commands are case sensitive. You can halt any command by pressing the Break
key on aterminal. If you are using a PC, most terminal emulation programs halt
a command when you press the Ctrl and the Break keys at the same time. If you
are using another type of terminal emulator or terminal emulation software, refer
to the documentation for that product for information on how to send a Break
command.
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Command Descriptions

Table B-1 describes commonly used ROM monitor commands.

Table 0-1 Common ROM Monitor Commands

Command Description
help or ? Displays a summary of all available ROM monitor commands.
-? Displays information about command syntax, for example:

romon 16 > dis -?
usage : dis [addr] [I]ength]

The output for this command is slightly different for the xmodem
download command:

rommon 11 > xnodem - ?

xmodem illegal option -- ?
usage: xmodem [-cyrx] destination filenanme
-c CRC-16

-y ynodem bat ch protocol
-r copy imge to dram for |aunch
-x do not |aunch on downl oad conpletion

reset or i Resets and initializes the router, similar to a power-up.

dev Lists boot device identifications on the router. For example:

rommon 2> dev
Devi ces in device table:
id nane
flash: flash
eprom eprom

dir device: Lists the files on the named device (Flash, for example):

rommon 1> dir flash:
File size Checksum Fil e nane
7729736 bytes (0x75f248) 0xb86d
c1700- bk9no3r 2sy7- nz. 0412
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Table B-2 describes the ROM monitor boot commands. For more information
about the ROM monitor boot commands, refer to the Cisco |OS Configuration
Guide and Cisco 10S Command Reference publications.

Table 0-2 Boot Commands

Command Description
b Boots the first image in Flash memory.
b flash: [filename] Attemptsto boot the image directly from the first partition of Flash

memory. If you do not enter afilename, this command will boot the
first image in Flash.

b flash:2: [filename] Attempts to boot the image directly from the second partition of
Flash memory. If you do not enter a filename, this command will
boot the first image in the second partition of Flash memory.

Disaster Recovery with TFTP Download

The standard way to load new software on your router is using the copy tftp flash
privileged EXEC command from the Cisco | OS software command-line interface
(CL1). However, if the router is unable to boot the Cisco 10S software, you can
load new software while in ROM monitor mode.

This section tells how, in ROM monitor mode, to download a Cisco 10S software
image from a remote TFTP server to the router Flash memory. Use the tftpdnld
command only for disaster recovery because it erases all existing datain Flash
memory before downloading a new software image to the router.

Note A 10BASE-T Ethernet Port is not activein ROM monitor mode and, thus,
cannot be used for TFTP download.

TFTP Download Command Variables

This section describes the system variables that can be set in ROM monitor mode
and that are used during the TFTP download process. There are required and
optional variables.
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~

Note  The commandsdescribed in thissection are case sensitive and must be entered
exactly as shown in the lists.

Required Variables

The following variables must be set with the commands shown before using the
tftpdnld command:

Variable Command

I P address of the router. IP_ADDRESS=ip_address

Subnet mask of the router. IP_SUBNET_MASK=ip_address

| P address of the default gateway of the | DEFAULT_GATEWAY = ip_address
router.

I P address of the TFTP server from TFTP_SERVER= ip_address
which the software will be
downloaded.

The name of the file that will be TFTP_FILE= filename
downloaded to the router.

Optional Variables

The following variables can be set with the commands shown before using the
tftpdnld command:

Variable Command

Whether or not the router performsa | TFTP_CHECK SUM =setting
checksum test on the downloaded
image:

1—Checksum test is performed.

0—No checksum test is performed.
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Variable Command
Number of times the router attempts |TFTP_RETRY_COUNT=
ARP and TFTP download. The default |retry times

is7?.

Amount of time, in seconds, before the
download process times out. The
default is 2400 seconds (40 minutes).

TFTP_TIMEOUT=time

Configures how the router displaysfile
download progress.

0—No progress is displayed.

1—Exclamation points (!!!) are
displayed to indicate file download
progress. Thisis the default setting.

2—Detailed progress is displayed
during the file download process. For
example:

Initializing interface.
Interface link state up.
ARPing for 1.4.0.1

ARP reply for 1.4.0.1 received.
MAC address 00:00:0c:07:ac:01

TFTP_VERBOSE-= setting

Using the TFTP Download Command

Step 1

Step 2

The steps described in this section should be performed whilein ROM monitor

mode.

Use the appropriate commands to enter all the required variables and any optional

variables.

Enter the tftpdnld command as follows:

rommon 1 > tftpdnld [

.r]
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Note  The-r variableisoptional. Entering thisvariable downloads and boots
the new software but does not save the software to Flash. You can then
use the image that is in Flash the next time you enter the reload
command in the Cisco 10S software CLI.

You will see output similar to the following:

| P_ADDRESS: 10.0.0.1
| P_SUBNET_MASK: 255.255.0.0
DEFAULT_GATEWAY: 1.3.0.1
TFTP_SERVER: 223. 255. 254. 254
TFTP_FI LE: ¢1700- bnr 2sy-nez. 070298
Invoke this conmand for disaster recovery only.
WARNI NG all existing data in all partitions on flash will be |ost!
Do you wish to continue? y/n: [n]:

Step3  If you aresurethat you want to continue, enter y in response to the question in the
output:

Do you wish to continue? y/n: [n]:y

The router will begin to download the new file.
Pressing Ctrl-C or Break stops the transfer before the Flash memory is erased.

Configuration Register

Thevirtual configuration register isin NVRAM and has the same functionality as
other Cisco routers. You can view or modify the virtual configuration register
from either the ROM monitor or the operating system software.

To change thevirtual configuration register from the ROM monitor, enter confreg
by itself for menu mode, or enter the new value of the register in hexadecimal. For
example:

confreg [hexnuni
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Thiswill change the virtual configuration register to the value specified. The
valueisawaysinterpreted as hexadecimal . Entering confreg without an argument
displaysthe contents of the virtual configuration register and aprompt to alter the
contents by describing the meaning of each bit.

Whether or not an argument is provided, the new virtual configuration register
value iswritten into NVRAM, but it does not take effect until you reset or
power-cycle the router.

The following display shows an example of menu mode:

rommon 7> confreg

Configuration Summary
enabl ed are:
consol e baud: 9600
boot: the ROM Monitor

do you wish to change the configuration? y/n [n]: vy
enabl e “diagnostic node”? y/n [n]: vy
enable “use net in |P bcast address”? y/n [n]:
enable “load romafter netboot fails”? y/n [n]:
enable “use all zero broadcast”? y/n [n]:
enabl e “break/abort has effect”? y/n [n]:
enable “ignore systemconfig info”? y/n [n]:
change consol e baud rate? y/n [n]: vy
enter rate: 0 = 9600, 1 = 4800, 2 = 1200, 3 = 2400
4 = 19200, 5 = 38400, 6 = 57600, 7 = 115200 [O0]: O
change the boot characteristics? y/n [n]: vy
enter to boot:
0 = ROM Moni tor
1 = the boot hel per inage
2-15 = boot system
[0]: O

Confi guration Summary
enabl ed are:

di agnosti c node
consol e baud: 9600
boot: the ROM Monitor

do you wish to change the configuration? y/n [n]:

You nust reset or power cycle for new config to take effect
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Console Download

You can use console download, a ROM monitor function, to download over the
router console port either a software image or a configuration file. After
downloading, thefile is saved either to Flash memory or to main memory for
execution (image files only).

Use console download when you do not have access to a TFTP server.

Note  If you want to download a software image or a configuration file to the router
over the console port, you must use the ROM monitor command.

Note If you are using a PC to download a Cisco |OS image over the router console
port at 115,200 bps, ensure that the PC serial port is using a 16550 universal
asynchronous receiver/transmitter (UART). If the PC serial port isnot using a
16550 UART, we recommend using a speed of 38,400 or lower when
downloading a Cisco |OS image over the console port.

Command Description

The following are the syntax and argument descriptions for the xmodem console
download command.

The syntax is as follows:

xmodem [ -cyrx] destination_file_name

The argument descriptions are as follows:

Argument Description

c Optional. Performs the download using 16-bit cyclic
redundancy check (CRC) error checking to validate
packets. Default is 8-bit CRC.
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Argument

Description

y

Optional. Sets the router to perform the download
using ymodem protocol. Default is xmodem protocol.
The protocols differ as follows:

» The xmodem protocol supports a 128-block
transfer size, whereas the ymodem protocol
supports a 1024-block transfer size.

- The ymodem protocol uses 16-bit CRC error
checking to validate each packet. Depending on
the device that the software is being downl oaded
from, thisfunction might not be supported by the
xmodem protocol .

Optional. Image isloaded into DRAM for execution.
Default isto load the image into Flash memory.

Optional. Image is loaded into DRAM without being
executed.

destination_file_name

The name of the system image file or the system
configuration file. In order for the router to recognize
it, the name of the configuration file must be
router_confg.

Error Reporting

Because the ROM monitor console download uses the console to perform the data
transfer, error messages are displayed on the consol e only when the data transfer

is terminated.

If an error does occur during a data transfer, the transfer is terminated, and an
error message is displayed. If you have changed the baud rate from the default
rate, the error message is followed by amessage telling you to restore the terminal
to the baud rate specified in the configuration register.
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Debug Commands

Most ROM monitor debugging commands are functional only when Cisco 10S
software has crashed or stopped. If you enter a debugging command and
Cisco IOS crash information is not avail able, you see the foll owing error message:

xxx: kernel context state is invalid, can not proceed."

The following are ROM monitor debugging commands:

stack or k—Produce a stack trace. For example:

rommon 6> stack
Stack trace:
PC = 0x801111b0

Frame 00: FP = 0x80005ea8 PC = 0x801111b0
Frame 01: FP = 0x80005eb4 PC = 0x80113694
Frame 02: FP = 0x80005f 74 PC = 0x8010eb44
Frame 03: FP = 0x80005f9c PC = 0x80008118

Frame 04: FP = 0x80005f ac PC = 0x80008064
Frame 05: FP = 0x80005fc4 PC = 0Oxfff03d70

context—Display processor context. For example:

romon 7> cont ext

CPU context of the npst recent exception:

PC = 0x801111b0 MSR = 0x00009032 CR = 0x53000035
0x80113694

CTR = 0x801065e4 XER = 0xa0006d36 DAR = Oxffffffff
Oxffffffff

DEC = Oxffffffff TBU = Oxffffffff TBL = Oxffffffff
Oxffffffff

RO = 0x00000000 Rl = 0x80005ea8 R2 = Oxffffffff
0x00000000
R4 = 0x8fab0d76 R5 = 0x80657d00 R6 = 0x80570000
0x80570000

R8 = 0x00000000 R9 = 0x80570000 R10 = 0x0000954c
0x00000000
R12 = 0x00000080 R13 = Oxffffffff R14 = Oxffffffff
Oxffffffff
R16 = Oxffffffff RL7 = Oxffffffff RL8 = Oxffffffff
Oxffffffff
R20 = Oxffffffff R21 = Oxffffffff R22 = Oxffffffff
Oxffffffff
R24 = Oxffffffff R25 = Oxffffffff R26 = Oxffffffff
Oxffffffff
R28 = Oxffffffff R29 = Oxffffffff R3O0 = Oxffffffff
Oxffffffff

LR

DSI SR

I MVR

R7

R11

R15

R19

R23

R27
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frame—Display an individual stack frame.

sysret—Display return information from the last booted system image. This
information includes the reason for terminating the image, a stack dump of
up to eight frames, and, if an exception is involved, the address where the
exception occurred. For example:

ronmon 8> sysret

System Return Info

count: 19, reason: user break
pc: 0x801111b0, error address: 0x801111b0
Stack Trace

FP: 0x80005ea8, PC: 0x801111b0
FP: 0x80005eb4, PC: 0x80113694
FP: 0x80005f 74, PC. 0x8010eb44
FP: 0x80005f9c, PC: 0x80008118
FP: 0x80005fac, PC: 0x80008064
FP: 0x80005fc4, PC. 0xfff03d70
FP: 0x80005ffc, PC: 0x00000000
FP: 0x00000000, PC: 0x00000000

meminfo—Display size in bytes, starting address, available range of main
memory, the starting point and size of packet memory, and size of nonvolatile
random-access memory (NVRAM). For example:

rommon 3> nmeni nfo

Main nenory size: 64 MB.

Avail able main nmenory starts at 0x10000, size 65472KB
1 O (packet) nenory size: 25 percent of main nmenory.
NVRAM si ze: 32KB
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A

access-group command 2-6
access-list commands 2-6, 5-10, 7-48
access lists
configuration 2-6
configuring 5-10, 5-25, 5-46, 7-27, 7-48
examples 2-7
accounting, Quality of Service (QoS) A-13
addressing, in VLANs A-14
asynchronous connections
assumptions 8-1
dial-in pool
command line access to the router 8-15
configuration 8-11 to 8-15
Fast Ethernet interface 8-13
network diagram 8-11
security 8-13
dial-up
asynchronous serial interface 8-5
command line access to the router 8-10
configuration 8-2 to 8-10
DDR parameters 8-9
Fast Ethernet interface 8-4
network diagram 5-40, 6-2, 8-3, 8-11

INDEX

security 8-4
verification 8-7
troubleshooting 8-16
async mode dedicated command 8-5
async mode interactive command 8-14

B

backup delay command 7-23
backup interface command 7-23
boot in ROM monitor mode B-2
bridging domain A-12
broadcast

control A-13

domain A-12

Layer 2 A-12

management, in VLANs A-14

C

caution, definition xv

CHAP A-7

chat-script command 8-4

clear vlan statistics command 4-6
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command modes dialer rotary-group 5-43
Cisco 10S 1-2 dialer string 7-25
summary (table) 1-4 dir B-4

commands enable password 1-7, 5-5, 6-4, 7-4, 8-4, 9-4
access-group 2-6 enable secret 1-7
access-list 2-6, 5-10, 7-48 encapsulation 5-8, 7-5, 8-6, 9-5
async mode dedicated 8-5 encapsulation dotlq 4-8
async mode interactive 8-14 end 5-16, 6-6, 7-11, 8-10, 9-20
backup delay 7-23 exec-timeout 5-16, 6-6, 7-10, 8-10, 9-9
backup interface 7-23 exit 5-6, 6-4,7-4, 8-5,9-4
chat-script 8-4 frame B-13
clear vlan statistics 4-6 frame-relay interface-dici 7-6
configure terminal 5-3, 6-3, 7-3, 8-3, 9-3 hostname 5-5, 6-4, 7-4, 8-4, 9-4
context B-12 inspect name 2-8
crypto 2-2 interface 4-3,5-5, 6-4, 7-4, 8-5, 9-4
crypto engine accelerator 2-4 interface group-async 8-14
debug vlan packets 4-7 interface virtual-template 5-34
description 5-7, 6-5 ip address 5-5, 6-4, 7-4, 8-5, 9-4
dev (device) B-4 ip classless 5-36, 6-6, 7-10
dialer-group 5-8, 7-25, 8-6, 9-16 ip local pool 8-15
dialer idle-timeout 5-44 ip mroute-cache 7-33
dialer in-band 5-44, 8-5, 9-25 ip route 5-10, 7-48
dialer-list 5-10, 7-27,9-16 ip subnet-zero 6-3
dialer load-threshold 5-8 ip unnumbered 5-7, 6-5, 7-24, 8-14
dialer map 5-7,8-10, 9-16 ipx delay 7-46
dialer max-call 7-37 ipx network 4-5,5-5, 6-4, 7-4, 8-5, 9-4
dialer pool 7-37 ipx route 7-48,8-5
dialer pool-member 7-36 ipx routing 4-4,5-4,6-3, 7-3, 8-4, 9-3
dialer remote-name 7-37 ipx sap 7-49, 8-10
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ipx watchdog-spoof 5-7, 7-46
isdn leased-line 5-34

isdn switch-type 5-4,7-21,9-12
isdn x25 dchannel 9-24

isdn x25 static-tei 9-24

line console 5-16, 6-6, 7-10, 8-10, 9-9
linevty 5-16, 6-6, 7-10, 8-10, 9-9
login 5-16, 6-6, 7-11, 8-10, 9-9
meminfo B-13

multilink virtual-template 5-34
network 5-45, 6-5, 7-10

no auto-summary 6-5

no cdp enable 8-14

no crypto engine accelerator 2-3
no fair queue 5-43

no fair-queue 5-43, 7-47

no ip address 5-35, 7-14

no ip domain-lookup 6-3

no ip route-cache 7-33

no ipx route-cache 5-7

no shutdown 5-6, 6-4, 7-4, 8-5, 9-4
password 5-16, 6-6, 7-10, 8-10, 9-9
peer default ip address 8-14
physical-layer async 8-5

ping 5-12,7-9,8-7,9-6

ppp authentication 5-8, 7-25, 8-6, 9-24
ppp multilink 5-8, 7-25

reset B-4

router eigrp 5-45, 7-10

Index W

router rip 6-5

service-module 56k clock source 7-14
service-module 56k network type 7-14
service password-encryption 8-13

servicetimestamps debug datetime msec 5-3,
6-3,7-3, 8-3, 9-3

service timestamps log datetime msec 5-3,
6-3,7-3, 8-3, 9-3

set spid 7-24

show arp 5-6

show configuration 6-9
show frame-relay map 7-9
show frame-relay pvc 7-5
show interface 5-14, 6-6, 7-6, 9-7
show ip route 5-11

show ipx route 5-11

show isdn status 5-8, 9-13
show ppp multilink 5-13
show service module 7-16
show vlans 4-8

show x25 map 9-8

show x25 vc 9-8

shapshot client 7-7, 8-6, 9-15
stack B-12

sysret B-13

username password 5-5, 7-22, 8-4, 9-14
version 2 6-5
writetermina 6-9

x25 address 9-5

x25 map 9-5
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commands, abbreviating 1-9

common error messages 1-9

configuration register B-8

configure terminal command 5-3, 6-3, 7-3, 8-3, 9-3

configuring the router, saving your
configuration 1-10

console download B-10

context command B-12

conventions xv

crypto commands 2-2

crypto engine accelerator command 2-4

D

debug commands
additional documentation 1-11
caution 1-11
chat-script 8-16
dialer 8-16
dialer events 5-16, 7-28
for asynchronous configurations 8-16
for Frame Relay with ISDN backup 7-29

for Frame Relay with ISDN backup, floating
static routes 7-50

for ISDN

with P 5-16
for standard X.25 9-29
isdn events 5-16, 7-28
isdn q921 5-17,7-28
isdn q931 5-16, 7-28

lapb 9-29

modem 8-16

ppp authentication 5-17, 7-29

ppp multilink events 5-17, 7-29

ppp hegotiation 5-17, 7-28, 8-16

ROM monitor B-12

turning off 1-11

using in a Telnet session 1-11

when to use 1-11

x25 9-29
debug vlan packets command 4-7
description command 5-7, 6-5
dev (device) command B-4
DHCP

configuration 3-1

example 3-2
DHCP client and server, overview A-11
dialer

group, configuring 5-23

interface, description A-9

map, configuring 5-7, 5-8, 8-10

map class, description A-9

pool

configuring 5-22, 5-23
description A-9

profiles A-9
dialer-group command 5-8, 7-25, 8-6, 9-16
dialer idle-timeout command 5-44
diaer in-band command 5-44, 8-5, 9-25
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dialer-list command 5-10, 7-27, 9-16
dialer load-threshold command 5-8
dialer map command 5-7, 8-10, 9-16
dialer pool command 7-37
dialer pool-member command 7-36
dialer remote-name command 7-37
dialer rotary-group command 5-43
dialer string command 7-25
dir command B-4
domain
bridging A-12
broadcast A-12
Dynamic Host Configuration Protocol
See DHCP

E

enable
password 1-7
secret 1-7

enable password command 1-7,5-5, 6-4, 7-4, 8-4,
9-4

enable secret command 1-7

encapsulation command 5-8, 7-5, 8-6, 9-5
encapsulation dotlqg command 4-8

end command 5-16, 6-6, 7-11, 8-10, 9-20

error messages (table) 1-9

EXEC mode 1-7

exec-timeout command 5-16, 6-6, 7-10, 8-10, 9-9
exit command 5-6, 6-4, 7-4, 8-5, 9-4

Index W

F

firewall configuration 2-5
firewalls
and access lists 2-6 to 2-8
and inspection rules 2-8
frame command B-13
Frame Relay
internal DSU/CSU
assumptions 7-11
command-line access to the router 7-18
configuration 7-11to 7-18
EIGRP routing 7-17
Ethernet interface 7-13
Frame Relay interface 7-14
Frame Relay subinterface 7-16
global parameters 7-12
network diagram 7-11
security 7-13
verification 7-14
ISDN backup
assumptions 7-19
command-line access to the router 7-27
configuration 7-18to 7-29
Ethernet interface 7-22
Frame Relay interface 7-23
global parameters 7-20
ISDN interface 7-24,7-36
network diagram 7-19
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security 7-21
troubleshooting 7-28
verification 7-28

ISDN backup with dialer profiles
assumptions 7-29
command-line access to the router 7-39
EIGRP routing 7-39
Ethernet interface 7-33
ISDN interface 7-36
security 7-32
serial interface 7-33

ISDN backup with dialer profiles
configuration 7-29 to 7-39

ISDN backup with floating static routes
assumptions 7-41
command-line access to the router 7-49
configuration 7-40to 7-50
description 7-40
Ethernet interface 7-44
Frame Relay interface 7-44
IP routes 7-47
ISDN interface 7-46
network diagram 7-41
security 7-43
subinterface 7-45
troubleshooting 7-50
verification 7-50
when the router dials out 7-48
LMI extensions A-5

standard configuration 7-1to 7-10
command-line access to the router 7-10
EIGRP routing 7-10
Ethernet interface 7-4
global parameters 7-3
network diagram 7-3
security 7-4
serial interface 7-5
subinterface 7-6
verification 7-5,7-7

frame-relay interface-dici command 7-6

H

hardware encryption, reenabling 2-4
hostname command 5-5, 6-4, 7-4, 8-4, 9-4
hybrid switching environments A-14

inspection rules 2-8

inspect name command 2-8

interface 7-13

interface command 4-3, 5-5, 6-4, 7-4, 8-5, 9-4
interface group-async command 8-14
interface virtual-template command 5-34
ip address command 5-5, 6-4, 7-4, 8-5, 9-4
ip classless command 5-36, 6-6, 7-10

ip local pool command 8-15
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ip mroute cache command 7-33
ip route command 5-10, 7-48
IPSec configuration 2-1
ip subnet-zero command 6-3
ip unnumbered command 5-7, 6-5, 7-24, 8-14
ipx delay command 7-46
ipx network command 4-5, 5-5, 6-4, 7-4, 8-5, 9-4
ipx route command 7-48
ipx routing command 4-4, 5-4, 6-3, 7-3, 8-4, 9-3
ipx sap command 7-49, 8-10
ipx watchdog-spoof command 5-7, 7-46
ISDN
configuration assumptions 5-1
dialer profiles
command-line access to router 5-28
configuration 5-17 to 5-28
dialer interface 5-23
dialing behavior 5-25
Fast Ethernet interface 5-21
global paramters 5-18
ISDN interface 5-22
network diagram 5-17
security 5-21
troubleshooting 5-29
verification 5-19,5-24,5-26
dial-in pool
access lists 5-46
command-line access to router 5-46
dialer interface 5-44

Index W

EIGRP routing 5-45
ISDN interfaces 5-43
security 5-41
static routes 5-46
dial-in pool configuration 5-39 to 5-46
dial-up
command-line access to the router 5-16
Fast Ethernet interface 5-5
global parameters 5-3
ISDN interface 5-7
network diagram 5-3
security 5-4
troubleshooting 5-16
verification 5-6,5-11
dial-up configuration 5-2to 5-16
IP, verification 5-8
leased line

command-line access to the router 5-38,
5-46

configuration 5-29 to 5-38
global parameters 5-30
IPX routing 5-33
ISDN line 5-33
network diagram 5-30
security 5-32
troubleshooting 5-38
verification 5-36

types of available services A-3

X.25 encapsulation A-6

isdn leased-line command 5-34
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isdn switch-type command 5-4, 7-21, 9-12
isdn x25 dchannel command 9-24
isdn x25 static-tei command 9-24

L

LAN A-12

segmentation A-12

with VLANs A-14
Layer 2, encapsulating interfaces A-14
leased line

configuration 6-3 to 6-6

configuration assumptions 6-1

Fast Ethernet interface 6-4

global parameters 6-3

security 6-3

serial interface 6-5

troubleshooting 6-7

verification 6-6
line console command 5-16, 6-6, 7-10, 8-10, 9-9
line vty command 5-16, 6-6, 7-10, 8-10, 9-9
load balancing in VLANs A-14
login command 5-16, 6-6, 7-11, 8-10, 9-9

M

meminfo command B-13
multilink virtual-template command 5-34

N

NAT
configuration 3-3
configuration example 3-4
overview A-10
Network Address Translation
See NAT
network command 6-5, 7-10
network diagram
asynchronous connections
dial-in pool 8-11
dial-up 5-40,6-2, 8-3, 8-11
Frame Relay
with floating static routes 7-41
with internal DSU/CSU 7-11
with ISDN backup 7-19
ISDN
dialer profiles 5-17
dial-up 5-3
leased line 5-30
standard Frame Relay 7-3
X.25
over ISDN B channel 9-10
over ISDN D channel 9-20
standard configuration 9-2
networks, switched A-14
network termination devices
See NT-1 and NT-2
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no auto-summary command 6-5 ppp multilink command 5-8, 7-25
no cdp enable command 8-14 prompts for command modes (table) 1-4
no crypto engine accelerator command 2-3

no fair-queue command 5-43, 7-47

no ip address command 5-35, 7-14 R
no ip domain-lookup command 6-3 redundancy in VLANs A-14
no ip route-cache command 7-33 reset command B-4
no ipx route-cache command 5-7 resources, sharing between VLANs A-14
no shutdown command 5-6, 6-4, 7-4, 8-5, 9-4 ROM monitor
note, definition xv commands B-3to B-5
NT-1 A-2 console download B-10
NT-2 A-2 debug commands B-12
diagnostics B-12to B-13
P entering B-1
ROM monitor commands
packets, VLAN 4-7 context B-12
PAP A-8 dev (device) B-4
password dir B-4
enable 1-7 frame B-13
enable secret 1-7 meminfo B-13
password command 5-16, 6-6, 7-10, 8-10, 9-9 stack B-12
peer default ip address command 8-14 sysret B-13
performance A-13 route
physical-layer async command 8-5 distribution A-14
ping command 5-12, 7-9, 8-7, 9-6 processing A-14
PPP router configuration register B-8
CHAP authentication A-7 router eigrp command 5-45, 7-10
PAP authentication A-8 router rip command 6-5

ppp authentication command 5-8, 7-25, 8-6, 9-24
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routers, in switched VLANs A-14
routing between VLANSs A-14

S

saving your configuration 1-10
Security, IP
See IPSec
security, VLANs A-13
segmentation A-12
description A-12
with VLANs A-14

service-module 56k clock source
command 7-14

service-modul e 56k network type
command 7-14

service password-encryption command 8-13

service timestamps debug datetime msec
command 5-3, 6-3, 7-3, 8-3, 9-3

service timestamps log datetime msec
command 5-3, 6-3, 7-3, 8-3, 9-3

set spid command 7-24

show arp command 5-6

show configuration command 6-9

show frame-relay map command 7-9
show frame-relay pvc command 7-5
show interface command 5-14, 6-6, 7-6, 9-7
show ip route command 5-11

show ipx route command 5-11

show isdn status command 5-8, 9-13

show ppp multilink command 5-13
show service module command 7-16
show vlans command 4-8

show x25 map command 9-8

show x25 vc command 9-8

shapshot client command 7-7, 8-6, 9-15

software
conventions xv
terminal emulation 1-2
stack command B-12
sysret command B-13

T

TE1 A-2
TE2 A-2

terminal emulation software, settings 1-2

terminal egquipment types
See TE1 and TE2
timesaver, definition xv
traffic
broadcast A-13
multicast A-13
translation, in VLANsS A-14
troubleshooting
asynchronous configuration 8-16

Frame Relay with ISDN backup 7-28
Frame Relay with ISDN backup, floating

static routes 7-50
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ISDN
dialer profiles 5-29
dial-up 5-16
leased line 5-38
leased line 6-7
X.25, standard configuration 9-29

network
management A-13
performance A-13
redundancy in A-14
routersin A-14
routing between A-14
scalability A-12

U

username password command 5-5, 7-22, 8-4, 9-14

security A-13
segmenting LANswith A-12
sharing resources between A-14
translation A-14

VPDN configuration 2-5

\Y%

version 2 command 6-5
virtual LANs
See VLANS
virtual private dialup network
See VPDN
VLANS
addressing A-14
broadcast domain A-12
debug vlan packet command 4-7
description A-11
designing switched VLANs A-14
hybrid switching environments A-14
isolation between A-13
LAN segmentation A-14
load balancing A-14

monitoring 4-9

Index W

w

write terminal command 6-9

X

X.25

description A-6

over ISDN A-6

over ISDN B channel
assumptions 9-10
configuration 9-10to 9-20
Fast Ethernet interface 9-14
global parameters 9-10
ISDN interface 9-15
network diagram 9-10
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security 9-14
verification 9-13,9-16
over ISDN D channel
assumptions 9-20
configuration 9-20 to 9-28
network diagram 9-20
standard configuration
assumptions 9-1
command line access to the router 9-9
description 9-2to 9-9
network diagram 9-2
troubleshooting 9-29
verification 9-5
X.25interface 9-4
x25 address command 9-5
x25 map command 9-5
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